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ABSTRACT

Phishing attacks are a widespread issue and potentially affect all peo-
ple who use e-mails. This includes people with intellectual disabilities
whose perspective is barely considered in cyber security research. The
present work examines the experiences and challenges of people with
intellectual disabilities with regard to phishing attacks. The qualitative
analysis of interviews with 12 participants with intellectual disabilities
shows that phishing attacks are a relevant issue for this group. Missing
knowledge and reading difficulties are identified as negatively impacting
this group’s capability to detect phishing. Furthermore, the influential
role of caregivers and relatives in this context is shown. Based on the
results of the interviews, suggestions are made for appropriate sup-
port for people with intellectual disabilities in dealing with phishing
attacks.

KURZFASSUNG

Phishing-Angriffe sind ein weit verbreitetes Problem, welches poten-
ziell alle Menschen betrifft, die E-Mails nutzen. Dazu gehoren auch
Menschen mit kognitiver Behinderung, deren Perspektive in der Cy-
bersicherheitsforschung kaum berticksichtigt wird. Die vorliegende
Arbeit untersucht die Erfahrungen und Herausforderungen von Men-
schen mit kognitiver Behinderung in Bezug auf Phishing-Angriffe. Die
qualitative Analyse von Interviews mit 12 Teilnehmer*innen mit ko-
gnitiver Behinderung zeigte, dass Phishing-Angriffe fiir diese Gruppe
ein relevantes Thema sind. Fehlendes Wissen und Leseschwierigkeiten
wurden als Faktoren ausgemacht, welche sich negativ auf die Fa-
higkeit dieser Gruppe, Phishing zu erkennen, auswirken. Dartiber
hinaus wurde die einflussreiche Rolle von Betreuenden und Verwand-
ten von Menschen mit kognitiver Behinderung im Zusammenhang
mit Phishing-Angriffen aufgezeigt. Basierend auf den Ergebnissen
der Interviews werden Vorschlédge fiir eine adequate Unterstiitzung
von Menschen mit kognitiver Behinderung im Umgang mit Phishing-
Angriffen gemacht.
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INTRODUCTION

During the last decades, the internet became part of most people’s
everyday life; shopping, communication, business, dating and banking
are just a few examples of the various things that nowadays take place
online to a considerable extent. Therefore, access to these services is
important for overall social participation in modern society. People
with disabilities are frequently excluded from full digital participation
because digital devices and software do not consider accessibility to
a sufficient level [1—3]. Legislative measures like the 21st Century
Communications and Video Accessibility Act [4] from 2010 in the US
and the European Accessibility Act [5] from 2019 already take this into
account on a legal level and the World Wide Web Consortium (W3C)
provides guidelines on how to achieve better accessibility for digital
services [6-8]. However, adequate accessibility for all has yet to be
achieved [9]. Especially cognitive disabilities are barely considered
compared to other forms of disabilities [10]. In order to give everyone
the same possibilities for digital participation, there needs to be a
rethinking in all areas of information technology. The focus of laws
and guidelines lies on webpages and user interfaces and their design.
But accessibility is not exclusively an issue for web designers and
app developers. With regard to cybersecurity, this means taking the
accessibility of security systems more into account. This can be done
by providing accessible options for accomplishing security-related
tasks like authentication, but also by broadening the view for threats
and attack scenarios related to specific characteristics and needs of
marginalised groups [11, 12]. One of the most pervasive cyber threats
today is social engineering, which is often used to gain initial access to
a system [13, 14]. Social engineering attacks are "focused on the exploita-
tion of a human in order to gain unauthorised access to information” [15], i.e.
the attacker gets a person to do something that provides them access
in some way, for example revealing a password or credit card number.
Phishing attacks are a form of social engineering attack which “elec-
tronically deceives a user to conform to some action, subsequently, divulging
sensitive information” [16]. E-mails are a common way to contact po-
tential victims for phishing attacks [17]. Among social engineering
attacks, phishing represents a very popular type of attack, the Anti-
Phishing Working Group reported nearly 1 million phishing attacks
world wide for the first quarter of 2024 alone [17]. To offer all members
of society the highest possible degree of safety from phishing attacks,
it is necessary to include the perspectives of marginalised groups
into defense strategies. Research points out that privacy concerns of
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caregivers of people with intellectual disabilities can lead to limiting
the internet access of their clients [18, 19]. Thus, for people with
intellectual disabilities, cyber threat protections may promote overall
digital participation, as a lower perceived risk may reduce restrictive
measures taken by caregivers. However, studies identified various
potential cyber risks for people with intellectual disabilities, e. g. hav-
ing their account hacked, privacy breaches or downloading a virus [1,
19, 20]. Correctly identifying suspicious e-mails is a complex issue
which requires focus, knowledge about potential clues and the ability
to interpret these clues in context [21, 22]. At the same time difficulties
with attention, memory, problem-solving and visual comprehension
represent relevant functional categories of intellectual disabilities [23].
This suggests that people with intellectual disabilities could poten-
tially be at risk from e-mail attacks. The aim of this work is to gain
insights about the specific experiences and challenges of people with
intellectual disabilities with phishing attacks. Therefore, I conducted
interviews with people with intellectual disabilities who use e-mails.
The insights gained from the responses of the interviewees can then
be used to develop more inclusive phishing prevention measures.
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The following background section aims to approach the issue exam-
ined in this work from several perspectives; the role of accessibility
in security and privacy concerns, digital accessibility for people with
intellectual disabilities in computer science research, the state of re-
search on defending social engineering attacks through e-mails and
internet use of people with intellectual disabilities as object of research
in the fields of special education and psychology.

In addition, a definition of the term intellectual disability in the con-
text of this work is given at the beginning, as this term is not used
consistently in different contexts.

2.1 DEFINITION OF THE TERM "INTELLECTUAL DISABILITY" FOR
THIS WORK

The World Health Organization (WHO) defines intellectual disability
as “a significantly reduced ability to understand new or complex information
and to learn and apply new skills (impaired intelligence), with a reduced
ability to cope independently (impaired social functioning) which started
before adulthood, and has a lasting effect on development.” [24]. In the
context of this paper, I refer to the term intellectual disability as de-
tfined by the WHO. However, it is important to acknowledge that
the interpretation of this term depends on context and region and
is subject to historical development [25]. Other works with different
focus or background may use different terms or definitions, which is
why the terms cognitive disability and developmental disability are used
in several instances in this work, namely when referring to research
using these terms. Cognitive disability is a broader term which includes
intellectual disabilities but also a variety of other disabilities affecting
cognitive functions, for example dementia, attention deficit disorder
(ADD), dyslexia (i. e. difficulties with reading) or dyscalculia (i.e. dif-
ficulties with math) [23]. The WHO describes Developmental disabilities
as "health conditions that affect the developing nervous system and cause
impairments in motor, cognitive, language, behaviour and/or sensory func-
tioning” [26]. The definitions of developmental disability and intellectual
disability have overlapping parts and the terms are often used together
to refer to intellectual and developmental disabilities . Nevertheless the
term developmental disability includes disorders which occur during the
developmental stage but do not indicate an intellectual disability [27].
As some of the papers mentioned in this work that use the terms
intellectual disability, cognitive disability or developmental disability do not
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explicitly explain their definitions of these terms, and such terminol-
ogy is subject to historical development and context, as mentioned
above, it can not be ruled out that the authors of these papers actually
refer to slightly different definitions. A standard of defining dynamic
terms like these in accessibility related research would be desirable to
facilitate the comparability of results.

2.2 INCLUSIVE SECURITY AND PRIVACY - A NEW CONCEPT

After cybersecurity research initially focused mainly on technical is-
sues, the last few decades have seen increasing attention towards
usability as an essential component of cybersecurity. Accessibility
is mentioned occasionally in the context of usability, but remains a
marginal issue and is not systematically addressed [11, 12]. In the
past years, first steps have been made to develop a framework for a
systematic consideration of accessibility as part of security and privacy,
bringing up the concept of inclusive security and privacy. In 2017
Wang [12] introduced the concept, stating that inclusive security and
privacy is “the idea of designing security and privacy mechanisms that are
inclusive to different human abilities, characteristics, needs, identities, and
values”. They furthermore argue that accessibility should not be seen
as just one aspect of usable security and privacy, but as an independent
property of security and privacy design, because accessibility goes
beyond the design of universally usable systems. However, increased
accessibility will benefit all users at the end. They call for an under-
standing of inclusiveness that includes peoples cultural backgrounds,
identities and knowledge as well as their (dis)abilities. Additionally
the interaction of these components must be taken into account, e. g.
the role of security and privacy concerns in the context of the life
situation or possible trade-offs between privacy and other values [12].
In their paper from 2022 Renaud and Coles-Kemp [11] adopt Wang's
concept and arguments and argue that accessibility should be seen as
an essential part of security and privacy design considerations. They
extend these arguments with a less individualised view on accessibil-
ity, outlining the societal dimensions of inclusive security and privacy.
In digitised modern societies, public services as e.g. healthcare or
welfare, are increasingly delivered digitally, making a lack of digital
access a serious social risk and providing secure access for all mem-
bers of society a fundamental demand. They point out that in order
to address this issue and achieve greater accessibility, developers and
researchers need to consider not only the concrete (dis)abilities of
users, but also the barriers that society places in their way, as well as
the fact that digital security is linked to social, financial and political
circumstances [11].

Although the conceptualization of inclusive security and privacy is rel-
atively recent, there has been some research. Yu et al. [28] investigated
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the performance of Gmail phishing warnings when it comes to visually
impaired e-mail users. The first step was to conduct semi-structured
interviews with visually impaired individuals to find out about their
experiences and challenges with phishing detection. Their findings
show that often the participants did not recognize the warnings. Build-
ing on that, the next step consisted of developing a prototype for a
more inclusive warning design. This prototype was then accessed in
the main part of the study. Even though their study differs in terms of
the group it focuses on, one can derive valuable contributions for this
present work from it. First, it shows the necessity and usefulness of
specifically analysing user groups with particular needs, when aiming
to elaborate inclusive and effective phishing protection strategies. Sec-
ond, it proves the value of conducting semi-structured interviews for
learning about experiences and challenges as a first step which then
can serve as a basis for further research [28].

In a literature review, Andrew et al. [29] summarised previous research
on accessibility and authentication techniques for people with visual,
hearing, cognitive or motor impairments. They state that the group of
people with visual impairments receive more attention in research on
authentication techniques’” accessibility than the other three groups.
With regard to the group of users with cognitive impairments, the
authors point out the need of collecting more qualitative data about
this group to gain insights about their user preferences, requirements
and reasons behind difficulties [29]. Hayes et al. [30] conducted a
user study with seven cognitively impaired participants to gain in-
sights into participants’ challenges and experiences with common
authentication procedures. The authors found that the participants
had difficulties of the same kind as abled users, e.g. struggling to
remember the passphrase or its correct spelling and problems with in-
terpreting occurring error messages. However, the underlying reasons
for these difficulties often differ from the ones of abled users. They
argue that achieving better accessibility requires designers to keep
this in mind to address the various reasons that can cause usability
problems for different users when developing authentication technolo-
gies [30]. Ma et al. [31] explore the challenges and efficiencies of users
with down syndrome compared to neurotypical users in using differ-
ent knowledge-based authentication methods. Their findings show
that users with down syndrome are capable of using all considered
methods in a sufficiently efficient way, even though they needed con-
siderably more time for the logging process than neurotypical users.
An interesting insight of the study was that mnemonic passwords do
not seem to offer advantages over alphanumeric passwords to users
with down syndrom, unlike neurotypical users. This underlines the
assumption that research results for neurotypical users cannot simply
be transferred to users with cognitive disabilities [31].
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As inclusive security and privacy is a relatively new concept, its
elaboration is still in progress. The works of Wang respectively Renaud
and Coles-Kemp, represent a first step and provide the theoretical
contours of the concept. Both papers point out that more research is
needed in this area and that the concept must be further developed.
This work belongs to the field of inclusive security and privacy and
aims to contribute to the further development and refinement of the
underlying concept by collecting insights into the hitherto little re-
searched complex of intellectual disabled users and e-mail security.

2.3 DIGITAL ACCESSIBILITY FOR PEOPLE WITH INTELLECTUAL
DISABILITIES

In the research on digital accessibility for users with intellectual dis-
abilities, web accessibility is taking on a prominent role. There exist
several guidelines and policies for web accessibility [6-8], first and
foremost the Web Content Accessibility Guidelines (WCAG); an inter-
national standard for creating accessible web services, produced by
the W3C. The WCAG relies on the following four key principles for
accessible web content: perceivable, operable, understandable, and
robust, and aim to give recommendations to web designers and de-
velopers [6]. Supplementary to this, the W3C provides guidelines for
authoring tools (Authoring Tool Accessibility Guidelines (ATAG)) [8]
and user agents (User Agent Accessibility Guidelines (UAAG)) [7]
which interlock with each other and the WCAG. In 2018 respectively
2023 the versions 2.1 and 2.2 of the WCAG were released, which, inter
alia, strive to improve the coverage of the requirements of users with
cognitive disabilities [6, 32]. In advance WCAG 2.0 had been criticised
for neglecting the perspectives of users with cognitive disabilities [33,
34]. James et al. [33] investigated specialists suggestions for the acces-
sibility improvement of web-apps for people with cognitive disabilities
by conducting a literature review. They then mapped their findings
against the WCAG 2.0, coming to the conclusion that over half of the
specialists advice does not occur in the WCAG 2.0. The suggestions they
found covered the categories content and text, layout, functionality,
multimedia and navigation. Over all, the authors state that WCAG 2.0
could be improved by providing concrete measures for simplification
of structures and process. Furthermore the WCAG2.0 should consider
the impact of dynamic content, pop-up windows and similar on users
with cognitive disabilities, as such content can hamper accessibility
for this group. Where a direct implementation of a recommended
feature is not possible, they propose to add help prompts and per-
sonalization options [33]. It is important to emphasize that this work
was published before WCAG2.1 and WCAG2.2 were released and that
the critique refers to WCAG2.0. Nevertheless their identification of
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potentially problematic features for cognitively impaired users, like
e.g. dynamic content, helps to shape the picture of what is needed
to increase digital accessibility for this users group. In 2021 Gartland
et al. [35] conducted an systematic literature review, aiming to shed
light on the current state of measures to enhance web accessibility
for people with cognitive impairments. They state that many studies
and interventions address the text-based nature of the web and derive
the need for non-textual alternatives to increase accessibility. Further-
more they identify the inclusion of people with cognitive disabilities
in research and design as an important factor to achieve relevant
improvements in web accessibility [35]. In order to benefit from the
variety of information and applications on the web, successfully mas-
tering searching tasks is a key element. Several studies investigate the
preferences of people with cognitive disabilities in the context of web
searching and the problems they face [33, 36—39]. The results show
that cognitively disabled people rate searching engines positively and
preferred them over searching in a menu structure [36]. As most
challenging they identify correctly typing in the search terms and
dealing with a great amount of search results [36, 37, 39]. Graphical
elements [37, 38], a lucid screen design and breaking down tasks in
multiple steps were found to be helpful [33, 36]. Another key element
of today’s digital society are e-mails. Saggion et al. [40] point out that
the ability to use e-mails therefore is essential for full participation in
society, especially in the labour market. As part of the Able to Inlcude
project they developed an accessible e-mail program for people with
intellectual or developmental disabilities which focuses on providing
support for understanding the content of e-mails. The program offers
an automated simplification of text messages which relies on Natural
Language Processing technologies. At the moment of publication the
evaluation of the program was not completed yet but feedback of peo-
ple with intellectual or developmental disabilities and their caregivers
remained positive so far [40]. With regard to the topic of this thesis,
it is noticeable that security aspects were not mentioned at any point
in the description of the development or testing process, which thus
remains a gap in this approach to e-mail accessibility for people with
intellectual disabilities.

Several authors highlight the importance of taking non-technical is-
sues, such as societal aspects or context sensitivity into account, when
considering accessibility [11, 18, 41, 42]. An example for an social
factor influencing digital accessibility of disabled people are caregivers.
To learn about which factors have an impact on the attitude towards
smartphone usage of their clients with cognitive disabilities, Heitplatz
et al. [18] interviewed 24 caregivers. They found that the clients’ living
situation and the degree of control they have there, are particularly
influential, with a higher degree of control often leading to more
restrictions. The caregivers’ feelings of responsibility and their own
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perceived digital competences also affect their mindset about their
clients” smartphone usage. It is of special interest in the context of the
research question of this work, that data protection and liability con-
cerns are explicitly mentioned as factors that negatively influence the
caregivers’ view on their clients” smartphone usage. In some cases, this
even lead to institutions completely refusing to provide internet access
for the cognitive disabled people living there [18]. Such concerns may
also exist when it comes to e-mail activities of people with intellectual
disabilities. Reducing the risk of damage from cyberattacks via e-mail
could counteract these concerns and thus have a positive impact on
the autonomy of people with intellectual disabilities.

The field of digital accessibility for people with intellectual disabili-
ties is not extensively researched yet, literature reviews revealed a lack
of studies which actively include cognitively disabled participants.
Starting points for improving accessibility for this group, in particular
with regard to web services, are the integration of non-textual alter-
natives, simplification of structures and easy-to-find help prompts.
Integrating technologies such as Natural Language Processing into
applications to help users interact with e-mails appears promising. To
address digital accessibility as a whole, non-technical factors, particu-
larly societal aspects, need to be considered as well.

2.4 PHISHING ATTACKS

Social engineering attacks are regularly among the most frequent cy-
ber attacks in Europe and the US, especially phishing attacks occur
widely and cause losses in the millions [13, 14]. Accordingly, a lot
of research on phishing attacks has been done, much of which is
concerned with finding out what factors make people susceptible to
such attacks in order to derive countermeasures. Some studies suggest
that the demographic attributes gender, age, and education have no
influence on the probability of a user to fall for a phishing attack [43,
44]. Others found indication for women and people with lower educa-
tion being more susceptible to phishing [45-47]. Several studies found
indication for some personality traits having a negative influence on
phishing susceptibility, e.g. curiosity [44], risk propensity [44] and
low self-control [47]. Openness was related with increased ability
to deal with malicious e-mails [47, 48]. For extraversion, both posi-
tive [48] and negative [47] influence was suggested by different studies.
There is indication for internet literacy skills promoting the ability to
identify suspicious e-mails [49] but also for computer expertise and
internet usage having no effect on it [45, 46]. Time pressure has been
proven to affect peoples” ability to determine phishing e-mails nega-
tively [44, 50] as well as habitual patterns of e-mail usage and large
e-mail loads [51]. In addition, social factors like social proof, liking
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and reciprocity have an influence on the user behavior in the context
of social engineering attacks and are therefore often instrumentalised
by attackers [52, 53]. Self-efficacy has been identified as a supporting
factor on the ability of users to detect attacks through e-mails [54, 55].
Furthermore, several studies found that knowledge about attacks also
has a positive influence on the ability to detect malicious e-mails [21,
22, 52, 56] and educational interventions have been proven to be a
promising approach to reduce phishing susceptibility [43, 56, 57]. On
the other hand, studies indicate that educational measures have only
short-term effects [58] and only increase suspicion but not the ability
to detect phishing [59]. This can lead to anti-phishing education result-
ing in increasing the number of correctly identified malicious e-mails
on the cost of also more legitimate e-mails being falsely assessed as
suspicious [60]. Therefore Harrison et al. [22] argue that the focus of
educational interventions should not be to increase the attention of
users on phishing e-mails but to develop the users’ ability to identify
phishing e-mails by focusing on a few effective clues in the e-mails.
Furthermore, the type of the education material should be considered,
less text and more graphics have been found useful [61]. In terms of
methodology for education measures, mindful techniques [57] and
gamification [43] provide promising results. Another defence strategy
approach against e-mail attacks consists of using technical tools like
spam filters and browser technologies to detect suspicious e-mails.
Study results show that spam filters fail to detect phishing e-mails
in a considerable amount of cases and that more credible messages
are especially more likely to reach the recipients inbox [62]. Warnings
by browser technologies are easily ignored if people are not familiar
with it [60]. Moreover, receiving warnings too regularly can entail
that users get used to the warnings and tend to ignore them as a
consequence which is called "warning fatigue" [63, 64]. In addition,
relying on such technologies can lead to a false feeling of safety and
the neglection of suspicious indicators beside warnings [60]. Jensen
et al. [57] argue that neither educational interventions nor automated
tools alone can protect from falling for phishing attacks and both
should be considered when developing defence strategies.

Generally speaking, it can be noted that research does not provide a
clear picture of the factors increasing susceptibility for e-mail attacks
but there are indications that psychological aspects and external cir-
cumstances have an influence on it. Educational interventions can help
to encounter phishing susceptibility of users but should be designed
thoughtfully to be effective. Technical tools are useful to support users
in detecting phishing but can not provide absolute safety.
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INTERNET USAGE OF PEOPLE WITH INTELLECTUAL DISABILITIES

2.5 INTERNET USAGE OF PEOPLE WITH INTELLECTUAL DISABILI-
TIES IN PSYCHOLOGY AND SPECIAL EDUCATION RESEARCH

Research shows that individuals with intellectual disabilities use the
internet for similar activities as people without intellectual disabilities
e.g. watching video clips, having contact with friends, searching for
information, or playing games [19, 65, 66], but with a lower proportion
of the group doing so for most of the activities [67]. Especially when
it comes to searching for information or new knowledge on the web,
people with intellectual disabilities report to perform this activity
significantly less often compared to individuals without intellectual
disabilities [67]. Overall, the results show that internet activities for
entertainment purposes represent a significant part of the internet
activities of people with intellectual disabilities, along with social
interaction and communication [19, 65-67]. The latter is a mode of
particular interest in special education research, as it holds great po-
tential for social inclusion, but also for further exclusion and harm.
On the one hand, research shows online communication and social
interaction on the web to be perceived as very positive by people with
intellectual disabilities, supporting a sense of belonging to the general
community and enabling new relationships to be formed and existing
ones to be strengthened [2, 65, 68, 69]. On the other hand study results
also suggest that people with intellectual disabilities are at increased
risk of experiencing cyberbullying and sexual solicitation in social
online environments [66, 70, 71]. Furthermore, people with intellectual
disabilities frequently experiences exclusion from full participation
in digital society, a phenomenon often labelled as digital divide which
represents an obstacle for social inclusion, as digital services are an
elementary part of modern societies [1—3]. The barriers to full access
to digital society for this group are divers, Lussier-Desrochers et al. [1]
identify five dimensions that have to be considered to enhance digital
accessibility for people with intellectual disabilities: access to digi-
tal devices, sensorimotor, cognitive and technical requirements and
comprehension of codes and conventions. Several studies consider cy-
bersecurity issues in the context of people with intellectual disabilities
and online activities, naming various potential risks for this popula-
tion, e. g. having ones account hacked, privacy breaches, downloading
a virus or fraud [1, 19, 20]. Difficulties in understanding risks and
poor social judgment and insight have been identified as factors that
can put people with intellectual disabilities at increased risk of being
harmed by such attacks in the absence of appropriate support [19, 20,
72]. Regarding the awareness for online risks of people with intellec-
tual disabilities, study results provide a mixed picture [20]. Findings
of a study by Clements et al. [73] indicate widespread awareness for
different online risks among adults with intellectual disabilities and
Alfredsson et al. [67] found that adolescents with intellectual disabili-
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ties are more careful revealing personal information online than the
reference group of adolescents without intellectual disability. On the
other hand, in a study by Chalghoumi et al. [19] participants with
intellectual disabilities did not show any privacy concerns sharing per-
sonal information online. Regarding the question of how to provide
appropriate support for people with intellectual disabilities to stay
safe online, Chalghoumi et al. [19] argue that the complex of privacy
and people with intellectual and developmental disabilities requires a
closer look in ethical ways, as there is a tension between autonomy
and protection. It must be considered to what extent protection is
reasonable and at which point it cuts down peoples self-determination
and takes on discriminatory or excluding features [19]. Caregivers and
relatives of people with intellectual disabilities take on an important
role in this context, as they tend to regulate the internet use of their
clients or relatives in order to protect them [19, 68]. Based on their
own findings and previous research, Chadwick et al. [20] suppose
an approach which focuses on supporting people with intellectual
disabilities in protecting themselves online by educational training
programs integrating experiential learning, the principle of self-help
and a language familiar for people with intellectual disabilities. Study
results from Rhagavendra et al. [68] support the practicality of such
approaches based on educational intervention, showing that the social
media skills of young people with intellectual disabilities can be sig-
nificantly increased by appropriate social media training.

Internet use among individuals with intellectual disabilities and
in particular the potential benefits and risks associated with it, is a
current topic in psychology and special education research. The risk
of experiencing online attacks is identified as a relevant issue in this
context. To address this subject, study results suggest that self-help
focused educational training programs adapted to the needs of people
with intellectual disabilities represent a promising approach. The
potential conflict between the protection and autonomy of people with
intellectual disabilities has to be considered in this complex of issues.
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METHODOLOGY

3.1 STUDY DESIGN

This section explains the choice of research design. It also describes
the interview guide which was used for the interviews and ethical
considerations of the study.

3.1.1  Choice of research design

To obtain data suitable to answer the research questions for this work,
I conducted semi-structured interviews with people with intellectual
disability. Interviews are the method of choice here because the re-
search questions revolve around the experiences, capabilities, and
needs of a particular group of people; issues about which much can
be learned by talking to individuals from that group. In addition,
this approach follows the recommendations of several accessibility
researchers who highlight the value of involving people with cognitive
disabilities in the research process and the lack of studies doing so [29,
35, 74]. The semi-structured form of the interviews offers a framework
for systematic questioning and comparability on the one hand and
enough freedom to respond to the participants on the other hand,
which makes it suitable for studying people’s experiences and percep-
tions [75]. Yu et al. [28] provide an example of how semi-structured
interviews investigating the experiences and challenges of disabled
users can serve as a basis for developing tools that promote accessi-
bility for the group being interviewed. The interviews also include
an e-mail evaluation task, which is described in detail in section 3.1.2,
where the respondents are asked to give their opinion on three e-mails
shown. E-mail evaluation tasks are also found in other studies on

phishing [50, 76, 77].
3.1.2  Interview guide
The interview is structured in several segments, each with its own
purpose behind the questions it contains. Figure 3.1 gives an overview

of the structure of the interview guide. The interview guide can be
found in the appendix A.

INTRODUCTION The interview guide starts with an introduction
section, providing information about the study’s purpose and the pro-
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Figure 3.1: Structure of the interview guide

L Introduction }

|
Experiences and knowledge
concerning e-mail attacks

!

[E-mail Assessment Task}

|

{Examining e-mail assessment skills}

|

{ Closing section }

cedure in easy language and giving the participants the opportunity
to ask questions. Afterwards the interview guide schedules some time
to go through the information sheet and declaration of consent, which
section 3.1.3 discusses in more detail. Then the interview guide con-
tinues with some introducing questions about the participants e-mail
usage in general, e.g. frequency and purpose of use. Next, the field
of e-mail security is addressed with some general, open questions.
The purpose of the introduction section is to provide a comfortable
entry into the interview and counteracting possible insecurity the
interviewees might have by informing them about the procedure and
by starting with questions that are generally easy to answer. The
questions about e-mail security are formulated very openly at this
point of the interview, in order to gain insights into the participants’
pre-existing knowledge and attitudes towards the topic.

E-MAIL ATTACKS The next segment starts with a paragraph in
which the interviewer provides information about the possibility of
false and manipulative e-mail content and explains the principle of
phishing in easy language. After giving space for questions and com-
ments on the input, the interview guide continues with questions
asking for the participants concrete experiences with e-mail attacks
and their handling of them. The questioning distinguishes between:
the respondent having experienced an e-mail attack, having received
a potentially malicious e-mail, or not having experienced an e-mail
attack. The distinction between the three cases allows to ask more
precise questions, suitable to the participants experiences. The intro-
ductory explanations about e-mail attacks ensure that all participants
can imagine something under the term ‘e-mail attack” and have at least
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some knowledge about social engineering attacks. Of course, describ-
ing these specific attack possibilities harbours the risk of priming the
participants into this direction, but making sure that the participants
have an idea of what e-mail attacks are, when they do the rest of the
interview, outweighs the risk.

E-MAIL ASSESSMENT TASK Three e-mails were presented to the
participants during the interview as printed screenshots of the e-
mails opened in the thunderbird e-mail application on a laptop with
Windows 10. All three screenshots can be found in appendix B. Two
of them are malicious e-mails, one is trustworthy. E-mail 1 is an
e-mail pretending to come from a mortally ill person without any
inheritors who wants to entrust their heritage (38.500.000 Euro) to
the recipient of the e-mail, with the instruction to give it to needy
people. To supposedly be able to do so, the sender asks for the
recipients full name, address, telephone number, fax number, and
profession. E-mail 2 is a trustworthy e-mail that was originally sent
by the Meta company in autumn of 2023 to inform their users about
changes in their terms of use and privacy policy due to new legal
regulations in the European Union. The third e-mail is malicious and
pretends to be send by DPD, a package delivery service widely used
in Germany. The e-mail contains no plain text, but a picture of a
DPD van with some text saying that the delivery of the package has
failed and requesting the recipient to click on a button to confirm
their address. All three e-mails were originally received by the author
and just marginally changed to fit them to the needs of this study.
The text in e-mail 1 was slightly shortened by removing some details
about the senders life story and references to the COVID-19 pandemic
to reduce reading time during the interview. In e-mail 2 the date to
when the changes come into force was changed to a date after the
interviews to suggest actuality. Also, the salutation was changed to
a generic gender-neutral name and the recipient e-mail address in
the footer was changed accordingly. By doing so on one hand the
identity of the original recipient is hidden and on the other hand
the generic name potentially offers points for identification for many
different people and is on top easy-to-read. The content of E-Mail 3
was not changed. Both of the malicious e-mails - e-mail 1 and e-mail
3 - were chosen because they contain several clues that are named
in the phishing detection advice of the Bundesamt fiir Sicherheit in
der Informationstechnik (BSI) (engl. federal office for information security)
and the Bundesamt fiir Verfassungsschutz (BfV) (engl. federal office for
the protection of the constitution). A list of the clues in the BSI's and
BfV’s recommendations for phishing detection and their appearance
in the malicious example e-mails is provided in table 3.1. In e-mail 1
the sender address is in all probability unknown to the participants
and an asking for confidential data is clearly formulated. Urgency is
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Table 3.1: Clues provided by the BSI and the BfV in the malicious example

e-mails
Clues email 1 email 3
Unknown/suspicious sender address X X
Asks for confidential data X X
Urgency X (x)
Asks to click on link or attachment X
Linguistic inaccuracy X X

also highlighted both in the e-mail’s text and subject and the generic
salutation represents a linguistic inaccuracy. The recipient is not asked
to click on a link or attachment in e-mail 1. For e-mail 3 applies
that the sender address has evidently no relation to the DPD from
where the e-mail was allegedly sent. The request for confidential data
is made by asking for an address confirmation and the urgency is
created indirectly by the fact that a package is waiting to be delivered.
In e-mail 3 the call for clicking on a button respectively link is very
present and a salutation is completely missing which represents a
linguistic inaccuracy. Additionally, three different tracking IDs appear
in e-mail 3 which is an apparent indicator for the suspicious nature of
the e-mail.

ASSESSMENT SKILLS The next section of the interview aims to
gain more insights about the participants” competences in detecting
suspicious e-mails. First, the participants are asked to assess their own
capabilities in identifying suspicious e-mails. To learn more about
their assessment strategies, the participants are then asked to identify
clues that could point to potentially malicious e-mails and explain
why this is a suspicious indicator in each case. If the participants did
not mention the clues sender address, link and urgency, the interviewer
informs them in each case that this can be a clue and asks them to ex-
plain why they think this can help to identify suspicious e-mails. The
clues were chosen because they are all part of the phishing detection
advice of the BSI and the BfV [78, 79]. As it would have taken too much
time to specifically ask for all references on the list, the three indicators
above were chosen because they are more convenient than linguistic
inaccuracy or asks for confidential data, which require a classification
of what "inaccuracy" or "confidential’ mean in the specific context.
Concerning the clue "ask to click on link or attachment", attachments
were omitted to simplify the question and reduce redundancy. Finally,
the participants were asked what they think would help them to detect
malicious e-mails in order to collect information about which type of
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support people with intellectual disabilities wish for. The beginning
of this interview segment serves to get an idea of the participants
self-perception and their degree of insecurity or self-confidence when
dealing with e-mail attacks. This is especially interesting as previous
research showed the positive influence of self-efficacy on developing
effective cyber security skills [54, 55]. The naming of some specific
clues and asking the participants about their comprehension of them
ensures that an impression of the understanding of suspicious indi-
cators of every participant can be obtained, even if they do not name
any of their own initiative.

CLOSING SECTION The interview guide concludes with an closing
section. This is important to create a moment for reflection [35, 80]
and gives the participants the possibility to make additional remarks
on the topic, ask questions and give feedback to the interviewer.

3.1.3 Ethics

The interviews for this study were conducted in compliance with the
EU’s General Data Protection Regulation (GDPR) and adheres to the
principles for information and communication technology research
established in the Menlo report [81]. All interviewees got an infor-
mation sheet before the interview, informing them about the purpose
of the study, their rights under the GDPR and contact possibilities
for inspection of the personal data material and revocation. It also
provides information about the collection, processing, storage, and
deletion of data, as well as the right to withdraw from participation
at any time and the voluntariness of participation. A declaration of
consent for participation at the study and processing of the data was
signed by all participants after reading the information sheet and be-
fore the interview. The information sheet and declaration of consent,
were oriented on examples from special education research studies
provided from the Institute of Special Education at the Gottfried Wil-
helm Leibniz Universitit Hannover. Both forms were adjusted to
the rules for easy language by the Netzwerk Leichte Sprache (engl.
network easy language) [82] in order to enhance accessibility. Due to
the juridical nature of the GDPR and the missing text checking by
easy language auditors as recommended by the Netzwerk Leichte
Sprache, the information sheet and declaration of consent might not
entirely meet the requirements for easy language. To counter this and
to ensure informed consent for all interviewees, the participants were
given as much time as they needed to go through the information
sheet and the declaration of consent. Furthermore, they were offered
the possibility to read it together with the interviewer or a caregiver,
upon their choice. Additionally, the participants were asked if they
preferred the presence of a caregiver from their respective institution
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during the process of reading and signing the information sheet and
declaration of consent. During the interview the interviewer payed
attention to potential signs of discomfort and stress from the partic-
ipants and offered to pause or reminded of the right not to answer,
when it seemed appropriate. For their participation, all interviewees
received an expense allowance in form of a ten euros voucher for a
shopping center in the region.

3.2 DATA COLLECTION

This chapter contains a description of the data collection procedure
which includes the recruitment of participants and the conduction of
the interviews.

3.2.1 Recruitment

To recruit participants for this study, I used purposive sampling, a
sampling technique where participants are intentionally selected who
most likely match the requirements arising from the research ques-
tions [75]. This approach is suitable when studying a population
with particular characteristics, such as in this case the population of
adults with intellectual disabilities who use e-mails [83]. I contacted
several designated institutions were people with disabilities work or
live to reach people from this population. Due to the limited time
and financial restrictions for this study I contacted only institutions
near Hannover. The contact to the interviewees was in all cases estab-
lished through some sort of caregivers, which led to some limitations
regarding the recruited sample. Hence, the perspective of people with
intellectual disabilities who live without institutional care and do not
work in places designated for people with disabilities does not get
considered. Moreover, caregivers may preselect by approaching possi-
ble interviewees based on their personal assessment of their clients.
In three cases I was able to make contact and conduct interviews with
clients, respectively employees from this institutions.

The group of Interviewees for this study consisted of twelve people.
Five of them (42 %) identified as female, seven as male (58 %). The age
of the participants ranged from 20 to 52 years, with an average age of
31 years and a standard deviation of 11. Overall the participants of this
study were rather young, with 50 % of them being under 26 years old.
Table 3.2 gives an overview about the participants age distribution.
All of the interviewed individuals were employed at the time of the
interview and worked in different professional fields, like e. g. joinery,
kitchen, agriculture or office work.
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Table 3.2: Age of the study participants

Age groups Participants

<26 6 (50%)
26 - 40 3 (25%)
> 40 3 (25%)

3.2.2  Conduction of the interviews

The interviews were conducted in January 2024. In every case, in-
terviews took place at the institution through which contact to the
participants was made, thus at an institution where the interviewees
live or work. This was because travelling to the university for the inter-
view would not have been possible or involved a great deal of effort
for several participants. Therefore all interviews were conducted at the
respective institutions in order to increase comparability. Moreover,
being in a familiar environment promotes spontaneity, openness and
relaxed behaviour of the interviewees [84] and can diminish stress [35].
Additionally, this allowed for a caregiver known to the participants
to be present in all cases when going through the information sheet
and the consent form. Negative effects of this arrangement were that
the setting was not the same for all interviews as some participants
were interviewed at their place of work and some at their home. Also
the interviewer could not control the environment and quietness as in
a university room could not be ensured. Even though all institutions
provided a separate room for the interviews, in some cases there were
loud noises outside because of the everyday life at the institution.
In two situations the interview was interrupted for a short moment
because of someone else entering the room. Before the start of each in-
terview, the participant read and signed the information sheet and the
declaration of consent and then filled out a demographic questionnaire,
collecting data about the participants” age, gender and profession. In
nine out of twelve cases a caregiver from the respective institution
was present when the participant read and signed the information
sheet and the declaration of consent. In three cases the participants
preferred to do this just with the interviewer. One participant asked
for a person to support them during the interview, thus according
to their request a caregiver was present in this case. The caregiver
did not intervene at any point, but nevertheless it must be taken into
account that their presence may have influenced the participants an-
swers. In all other cases the interviews were conducted without the
presence of a caregiver. Following the approach of semi-structured
interviews, the questions generally adhered to the interview guide
but follow up questions or explanations were supplemented when
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it was reasonable. At the same time the interviewer took account of
possible symptoms of stress or discomfort from the participants and
adapted the style of questioning to it, i.e. dispensed with follow up
questions and signaled the participant that they can take as much
time as they needed to answer. Some participants reported difficulties
reading and therefore requested support for reading the e-mails in the
e-mail evaluation task. For participants Tg9 and T12, the interviewer
read the e-mails aloud and participant T8 used an app which read
the e-mails aloud after scanning them. The fact that some participants
read the e-mails on their own and some did not certainly reduces
the comparability between the participants. However, as reading dif-
ficulties occur regularly among people with intellectual disabilities
and this study considers the population of people with intellectual
disabilities as a whole, this actually adds to the validity of the study’s
findings. After the interview the participants had the possibility to
add anything they did not want to say when recording was on and to
discuss questions that may have come up during the interview. If the
participants wished to be, they were also educated about the nature of
the e-mails in the evaluation task. After this the participants received
the expense allowance vouchers.

3.3 DATA ANALYSIS

This chapter describes the process of analysing the collected data. The
interviews were recorded and transcribed. Then, the transcripts of
the interviews were analysed using the content structuring qualitative
content analysis method according to Kuckartz and Rédiker [85]. This
method consists of several steps which are displayed in figure 3.2.

3.3.1 Analysis of the interview data

For the first step of the content structuring qualitative content analysis
I read through all interviews, noted meaningful passages and topics
and wrote short case summaries of all interviews. The latter can be
found in the appendix C. Afterwards, I inductively developed main
categories based on the material resulting from the first step. The
main categories formed in this process are: experiences, assessment
strategies, handling strategies, individual factors, challenges and support
suggestions. In the third step, I coded all transcripts with these main
categories. When I came across passages of which the meaning was
not entirely clear to me, I added unclear as a help category to mark such
passages. In the next step I inductively formed subcategories by means
of the data for each main category and, if useful, subcategories of the
subcategories to capture more detailed data. All codes with associated
descriptions can be found in the codebook which is displayed in
the appendix D.1. Then the transcripts were coded again with the
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Figure 3.2: Steps of the content structuring qualitative content analysis
method
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Figure based on the graphic by Kuckartz and Réadiker [85]

subcategories in a second coding iteration. During this process some
of the subcategories were again modified when appropriate based on
the data. In this cases I went through all passages coded with the
next higher-level category to apply the new or modified subcategories.
After the coding was finished, I analysed the coded data. For each
main category and some broader subcategories, the arising topics
were collected. The frequency of subcategories was considered to
identify main topics and patterns. Furthermore, I did comparisons
between subcategories of a main category and looked for correlations
of categories, both within and across main categories. Afterwards
I wrote down the results of the analysis, using graphics and tables
additionally to the text. During the writing process I sometimes came
back to the analysis step to further investigate a point that arose while
ordering the results and putting them into context.

3.3.2  Analysis of the e-mail assessment task

To evaluate the results from the e-mail assessment task, I applied an-
other coding strategy than the content structuring qualitative content
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analysis because the purpose of the e-mail assessment task was not
to identify emerging topics or patterns in the participants answers,
but to get an overview about the participants success in assessing the
example e-mails. Therefore I created a separate set of codes specifically
adjusted to answer the following questions:

¢ Which participant gave which assessment for each of the e-mails?

e How was the quality of the justifications the participants gave
for their assessment for each of the e-mails?

* What responding/clicking behavior was reported by which par-
ticipant for each e-mail?

¢ How much time took each participant to read each e-mail?

Therefore a code for each e-mail was necessary, along with codes
for the e-mails assessment which are attack, trustworthy and uncertain
and for the quality of this assessment, reasonable, partially reasonable
and not reasonable. These codes were all summarized under the main
category e-mail assessment. Furthermore, I added codes for the partic-
ipants answer on whether they would respond/click or not, yes, no
and uncertain which belong to the main category responding/clicking
behavior. To be able to categorize the reading time for the e-mails, I
computed the distribution of the reading times for each e-mail and
the respective lower quantile and upper quantile. The reading times
in the upper quantile were assigned to the code long, the reading
times in the lower quantile were assigned to the code short and all in
between was assigned to the code medium. These codes belong to the
main category reading time. All codes for the e-mail assessment tasks
analysis can be found in the codebook in the appendix D.2, along with
their respective description. After generating this set of codes, the
transcripts were coded with it. For the analysis I used code overlaps to
assign the participants responses to the different e-mails and analysed
the distribution of the subcategories for each main category to get a
picture of the respective topic and to answer the questions mentioned
above.
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This chapter presents the results of the analysis of the interviews and
the e-mail assessment task. The latter is considered first, as its results
give an overall impression of the participants” capabilities to detect
malicious e-mails. This allows the results of the e-mail assessment
task to be used as an indicator of the participants’ susceptibility to
phishing when discussing subsequent results. The sections follow the
structure of the main categories in the codebook, which are: e-mail
assessment task, experience with online attacks, assessment strategies,
incident handling, individual factors, challenges and support sugges-
tions. Challenges and support suggestions are discussed together
in one section. All cited quotes were translated from German into
English. ":" marks passages when the interviewer is speaking, "T-:" is
for statements of the participants.

4.1 E-MAIL ASSESSMENT TASK

The e-mail assessment task was included into the interviews to gain an
impression of the participants’ capabilities in telling trustworthy and
malicious e-mails apart by assessing the three example mails which
were described in detail in section 3.1.2. Additionally, the participants
were asked about the reasons for their choice to investigate their ca-
pabilities on a deeper level. 25% of the participants assessed all three
e-mails accurately and seven out of twelve participants correctly deter-
mined at least two out of three. Four participants correctly assessed
one e-mail and one participant none. However, the majority of par-
ticipants with only one properly classified e-mail remained uncertain
about at least one e-mail and none of the participants assessed all
three emails incorrectly. An overview about the assessment success
in the e-mail evaluation task for each participant is given in table 4.2.
Looking at the reasons for the participants” decisions concerning the
trustworthiness of the example e-mails, more than a third of the an-
swers given are not reasonable in terms of defending attacks. Table 4.1
gives an overview about the distribution of reasonable and not reason-
able arguments by the participants for each e-mail. The participants’
results are sorted by the number of reasonable and partially reasonable
justification for assessment.

When comparing the reasonableness of justification with the results
of the participants in the e-mail evaluation task, it becomes clear that
in six cases the correct assessment results are based on an inappropri-
ate justification, which are marked in table 4.2 with red frames. This
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Table 4.1: Reasonableness of the participants” assessment in the e-mail as-
sessment task, sorted by the number of reasonable and partially
reasonable justification for assessment

E- Ti1 Tio T2 T3 Ts Té6 T8 Tiz Ty Tg Tg Ti1
mail

1 v v v v vV V) Vv (V) X X X X
2 v v v v v X X X Vv X (V) X
3 v vV (V) X X Vv (V) v X (V) X X

v'reasonable, (v') partially reasonable, X not reasonable

insight is particularly significant with respect to the validity of results
from e-mail evaluation tasks. The reasons for the participants’ choices
should be considered additionally to assessment success in terms of
correct or incorrect classification in order to get meaningful results.
It is noteworthy that the two participants who correctly identified

Table 4.2: Assessment results in the e-mail assessment task

Participant E-mail 1 E-mail 2 E-mail 3
T1 correct correct correct
T2 uncertain correct uncertain
T3 correct correct
T4 | correct | | correct |
T5 correct correct
T6 uncertain uncertain
Ty correct uncertain
T8 correct uncertain uncertain
Tg correct
T10 correct correct correct
T11
T12 correct uncertain

Green: correct assessment; yellow: uncertain about
assessment; red: false assessment; red frame: cor-
rect assessment based on not reasonable justification

e-mail 3 as malicious with reasonable justification were the same two
participants that assessed all of the e-mails correctly and reasonable.
This suggests that e-mail 3 was most difficult to judge. The all-over
assessment results broken down by e-mails, support this suggestion.
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E-mail 1 is not falsely assessed as trustworthy by any of the partic-
ipants, with six of them also giving reasonable arguments for their
choice, but e-mail 3 is falsely designated trustworthy by four out of
twelve and moreover one of the three correct assessments is based on
not reasonable justification. Additionally, participants were uncertain
about e-mail 3 in five cases, compared to two and one cases for e-mail
1 and e-mail 2, respectively. The valid example e-mail - e-mail 2 - was
identified falsely as malicious in three cases and one person was un-
certain about it, showing that telling apart malicious and trustworthy
e-mails poses a challenge in both directions.

The reported clicking willingness overall fits the participants” e-mail

Table 4.3: Participants” clicking/responding behavior

Participant E-mail 1 E-mail 2 E-mail 3

T1 no yes no
T2 maybe yes yes
T3 no yes yes
T4 no no yes
T5 no yes yes
T6 yes no yes
T7 no maybe maybe
T8 no no no
To maybe no no
T10 no no no
T11 no no no
T12 no no no

assessment; none of the participants said they would respond to or
click on a link in an e-mail which they designated as attack. In one
case a participant was uncertain about responding or not, even though
they assessed the e-mail as an attack. However, this was about answer-
ing the sender of e-mail 1 with some wishes for recovery but without
sending the data requested from the sender. In case of uncertainty
about the trustworthiness of an e-mail, some participants would re-
spond/click anyway and some not.

The time the participants took for reading the e-mails varied strongly.
For e-mail 1, participants spent between 16 and 104 seconds reading,
for e-mail 2 between 18 and 146 seconds and for e-mail 3 between
5 and 52 seconds. The shorter reading time for e-mail 3 is probably
due to the significantly lower amount of text in it. The reading time
was only measured for those participants who read the e-mails inde-
pendently. A categorizing of the reading time in short, medium and
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long was achieved by computing the distribution for each e-mail an
defining the lower quantile as short, the upper quantile as long and
all in between as medium. The distribution of the participants reading
times resulting from this is shown in table 4.4 and the distribution of
the reading time for each e-mail in figure 4.1. It is apparent that the

Table 4.4: Participants” reading times for the example e-mails

Participant E-mail 1 E-mail 2 E-mail 3

T1 medium medium medium
T2 medium medium medium
T3 long long long
Ty short  medium  short
Ts5 medium long long
T6 medium medium medium
T7 medium medium long
T8 - - -

Tog - - -
T10 long short short
T11 short short medium
T12 - - -

Reading times of participants who did not read the e-mails independently
(T8, Tg, T12) were not considered

two participants with the shortest overall reading times are the same
ones who had the poorest results concerning the reasonableness of
their assessment choices. On the other hand, one participant with very
good results showed rather short reading times as well and the partici-
pants with long reading times had medium results. This suggests that
taking too short time reading the e-mails could negatively influence
the e-mail assessment; however, after reaching a certain amount of
time, longer reading times have no further influence. Also, reading
time depends on the individual reading abilities of a person which
renders results of different participants difficult to compare.

At some points participants made choices in the e-mail assessment task
that contradicted other statements during the interview. Participant
T3 designated e-mail 3 as trustworthy even though they previously
reported having once received an malicious e-mail pretending to come
from a delivery company. Apparently this experience did not make
them explicitly suspicious about such e-mails. Participant T11 assessed
e-mail 3 as trustworthy despite they understood it in a way that the
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Figure 4.1: Distribution of reading times for each e-mail
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sender wants them to give money.

The results of the e-mail assessment task show that the capabilities
of people with intellectual disabilities in telling trustworthy and ma-
licious e-mails apart vary - both between the individual participants
and with regard to the type of e-mails. The participants” reported
response/click behavior is consistent in that they indicate that they
would not respond or click when they assess an e-mail as an attack.
Not reasonable justifications for the participants” assessment of e-mails
are a present issue and should always be considered when interpreting
the results of e-mail assessment tasks.

4.2 EXPERIENCES WITH ONLINE ATTACKS

One aim of this study is to learn about experiences with phishing
attacks of people with intellectual disabilities. The questions about
this topic in the interview guide address participants” concrete experi-
ences with online attacks and also the consequences of experienced
attacks. Furthermore, the participants were asked about experiences
with e-mails similar to those in the e-mail assessment task. Three out
of twelve participants reported having received an e-mail similar to
e-mail 1 before and five received an e-mail similar to e-mail 3. This
indicates that the participants have overall moderate experiences with
attack e-mails similar to those. Regarding suspicious e-mails in gen-
eral, ten out of twelve participants reported having received an e-mail
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that seemed suspicious to them. Seven of them further stated that
they experienced other forms of social engineering attacks in the past.
Incidents on social media platforms where reported three times and
two times attacks through SMS, phone calls and instant messengers,
respectively. The two participants who mentioned no experience with
suspicious e-mails did not report to have experiences with any other
forms of online attacks either. These results show that social engineer-
ing attacks through e-mails affect people with intellectual disabilities,
as 83% of the participants reported having received suspicious e-mails
before. The fact that more than half of the participants talked about
other social engineering attacks during the interview, even though
the questions revolved around attacks trough e-mails, suggests that
social engineering in general represents a widespread issue for this
population. Additionally, two participants mentioned having been
victims of successful cyberattacks; one participant had their facebook
account hacked and another participant experienced a malware attack
which lead to the loss of several accounts. In both cases it was not clear
whether social engineering was part of the attack vector or not, but
it underscores the importance of cybersecurity measures for people
with intellectual disabilities.

Asked about the consequences of attacks through e-mails, seven partic-
ipants stated not having experienced any consequences, even though
six of them also mentioned that the attack experience made them more
careful when using e-mails. For example when participant T6 was
asked if the attack experience influenced their handling of e-mails,
they said:

Té6: "Well, a bit. But I have /I also take experiences with me."”
I: "When you are saying "a bit”, what kind of impact did it
have?”

T6: "So nothing bad now, but... I was a bit careful not to fall for
it so quickly.”

In two cases, participants reported consequences of experienced at-
tacks, both of which were emotional in nature. In one case the par-
ticipant explained that these e-mails often make them feel sad and
participant T12 described that they fell into depression after an e-mail
attack:

I: "Did the attack have any consequences for you? Did anything
happen afterwards?”

T12: "Yes. I fell into a very bad illness, I got depressed. Because
I react really badly to attacks, whether it’s attacks on the internet
or attacks in general.”

Two participants stated to have not experienced e-mail attacks and thus
could not provide any information about experienced consequences.
As well as another participant who said they could not remember
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whether they have had experienced an attack through an e-mail or not.
The data contains no indication for a relation between the participants’
amount of experiences with online attacks and their results in the
e-mail assessment task.

Overall, it can be stated that none of the participants in this study
reported having experienced a successful attack through an e-mail
and thus no one disclosed any consequences in form of financial loss,
identity theft or similar. But even attempted attacks lead to negative
effects for two of the participants in form of negative feelings up to
depressions.

4.3 ASSESSMENT STRATEGIES

In this section, assessment strategies to identify malicious e-mails of
the participants are considered, as those can give information about
potential difficulties for people with intellectual disabilities in the
context of defending against e-mail attacks. Information about the
participants assessment strategies were gained by asking the partici-
pants concretely for things they would do to identify malicious e-mails
and also by analysing the participants’ statements during the e-mail
assessment task or details they mentioned at other points during the
interview. It has to be noted that in some cases strategies occurring in
the interviews were named in relation to other forms of digital mes-
sages than e-mails, for example messages on social media. However,
as the assessment strategies mentioned can be applied on various sorts
of online messages, these cases are still considered and the results
in this section refer to assessment strategies for online messages in
general which includes e-mails in particular.

Looking at the assessment strategies mentioned by the participants in
this study, two approaches stood out: looking for clues in the message
indicating either trustworthiness or suspiciousness, and speaking with
others. The former was a strategy applied by all participants, as all
twelve named at least one clue, table 4.5 gives an overview about the
number of suspicious and trust clues named by each participant. A
list of all suspicious clues respective trust clues named by the partic-
ipants along with the number of interviews it occurred in and the
total number of mentions in all interviews can be found in table 4.6
and table 4.7. Invalid clues are highlighted in grey in the tables.
In some cases there is a negative and a positive variant of the same
indicator which leads to complementary clues on the two lists, for
example lingustic inaccuracy as suspicious clue and linguistic accuracy
as trust clue. The sender appears to be an indicator most frequently,
as suspicious sender respectively trusted sender are both on top of the
lists for suspicious and trust clues. Sender occurs as suspicious clue in
eight interviews and as trust clue in six. For most of the participants
mentioning suspicious sender as a clue, a message was designated sus-

29



30

RESULTS

Table 4.5: Number of clues named by each participant

Participant Suspicious clues Trust clues
Valid Invalid Valid Invalid
T1 4 0 1 0
T2 4 0 3 0
T3 2 1 2 1
Ty 5 1 2 1
T5 2 0 1 0
T6 4 2 2 0
T7 2 0 1 0
T8 4 1 1 0
Tog 1 0 1 0
T10 6 0 2 0
T11 1 0 0 0
T12 3 1 1 0

picious when they did not know the sender. For example, after being
asked when they would assess an e-mail as suspicious, participant T8
explained:

T8: "Yes, if I know it’s such an attack. When I don’t know the
person.”

I: "Okay.”

T8: "The name, I'm, okay, Wilfried, yes, any last name, it doesn’t
matter. And then I realize, "okay, that’s an attack”. When I
don’t know the person.”

Only three participants considered the actual sender address when
talking about the sender of an e-mail. They explained to be suspicious
when the sender address looks strange or does not fit to the alleged
sender, as it was the case for e-mail 3 in the e-mail evaluation task.
Participant T1 remarked on e-mail 3:

T1: "No, definitely not serious.”

I: "Okay. Why do you think that?"”

T1: "The error in "Tracking” alone. Then the e-mail, which
doesn’t seem to match DPD.”

To not look at the e-mail address itself is particularly problematic
in the context of malicious e-mails pretending to come from a well-
known company as it is the case for e-mail 3. Such e-mails can easily
be falsely classified as trustworthy when the concrete address remains
unchecked because the sender, i.e. the company, is considered as
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Table 4.6: Suspicious clues named by the participants with the respective
number of occurrence

Suspicious Clues No. of inter- Total no. of
views clue occurrence
occurred in

Suspicious sender 8 20
Implausibility 8 17
Demands confidential data 6 9
Linguistic inaccuracy 5 7
Date or time 4 4
Urgency or threat 3 3
Asks for money 3 3
Pictures 2 2
Similarity to known attacks 2 2
Links 1 1
Is about data protection policy 1 1

Invalid clues are highlighted in grey

known by the recipient. The answers of some participants revealed
this misleading conclusion with regard to e-mail 3:

I: "So for the assessment, do you think this e-mail is an attack or
that it’s trustworthy?”

T4: "That it’s trustworthy.”

I: "Okay. And why do you think that?"”

T4: "Because I used to like ordering things there. And they also
sent the e-mail to my father.”

Complementary to the reasons why a sender was designated suspi-
cious, a sender was characterized as trustworthy when it was known
or appeared suitable to the content.

Implausibility was another frequently mentioned indication which oc-
curred in eight interviews as a suspicious clue. Mistrust because of
implausibilities within the e-mails occurred often during the e-mail
evaluation task with regard to e-mail 1; half of the participants de-
clared to be skeptical because of the high amount of money which
appeared improbable to them. Furthermore, participants reported
to be suspicious when the context of a message does not fit, for ex-
ample when receiving a message from a delivery service without
having ordered something or e-mails from providers where they do
not own an account. Accordingly, participants rather considered a
message as trustworthy if it fits in the situation which was named by
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Table 4.7: Trust clues named by the participants with the respective num-
ber of occurrence

Trust Clues No. of inter- Total no. of
views clue occurrence
occurred in

Trusted sender 6 7
Unsuspicious concern 4 5
Fits in the situation 4 4
Linguistic accuracy 2 3
Pictures 1 1
Friendly wording 1 1

Invalid clues are highlighted in grey

four participants as trust clue. An unsuspicious concern was mentioned
by four participants as a positive indicator for the trustworthiness of
messages. A concern was considered unsuspicious either when the
participants perceived it as a usual thing, for example privacy policy
information, or when suspicious indicators were missing. Participant
T2 for example stated with regard to e-mail 2:

I: "And what are your thoughts about this e-mail?”

T2: "That this is um... not an attack.”

I: "And why do you think that?"”

T2: "It doesn’t say here that you should get in touch, that you
should report back. And it doesn’t say um ... no amount or
anything. Or... So I would say that it’s not an attack.”

Half of the participants mentioned demands confidential data as a suspi-
cious clue. Participants classified a person’s name, address, telephone
number, and bank account number as confidential. In terms of linguis-
tic inaccuracy which was mentioned in five interviews as suspicious
clue and linguistic accuracy, named in two interviews as trust clue,
participants reported that they would look for spelling or grammatical
errors and if the writing style seemed "professional”. The unusual
salutation as suspicious clue in e-mail 1 and the personal salutation
in e-mail 2 as trust clue were both mentioned only once by the same
participant. Three participants explained becoming suspicious when
a message conveys urgency or threat. Three designated it suspicious
when the sender of a message asks for money. Similarity to known attacks
and pictures in an e-mail were described as suspicious clues by two
participants each and one participant said they would be cautious if a
message contains a link.

There were two unfounded clues named by the participants in terms
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of both suspicious and trust clues. Four participants mentioned they
would be cautious if a message contains a date or time. For example,
participant T12 answered to the question about the trustworthiness of
e-mail 2:

T12: "Not trustworthy. Because there are things in there where
I think... a date was simply written in, that can just / To enter
a date, you think to yourself: yeah, no. Because, um... because
with most of the things that have a date in them, you think to
yourself: is that really true?”

I: "Why?”

T12: "Because the dates can be faked. That means they give some
date that is not correct.”

One participant considered e-mail 2 to be an attack because it is about
data protection policy and they thought that meant that their data could
be given away by the company if they reacted to the e-mail. The
presence of pictures and a friendly wording in the example e-mails were
both designated as trust clues by one participant each.

As mentioned before, another strategy frequently used by the par-
ticipants to distinguish malicious and trustworthy messages, is to
speak with others. This assessment strategy was reported by nine
out of twelve participants, and the role of the people they asked for
support was named by participants as family, friends, caregivers, and
colleagues. Family members were named most often, specifically from
six participants, caregivers and friends were mentioned by five par-
ticipants and two participants declared they would talk to colleagues.
Five participants brought up more than one type of person they would
ask for support when it comes to the assessment of online messages.
An overview about the emergence of the different categories of people
asked for support is given in table 4.8. It has to be mentioned in this

Table 4.8: Persons the participants would ask for support for assessing
e-mails with the respective number of occurrence

Role of the person No. of participants naming
this as support contact

Family member 6
Caregiver 5
Friend 5
Colleague 2

context, that in the case of seeking support from others, the partici-
pants spoke about support for message assessment and for handling
messages at the same time at many points in the interviews. Therefore,
findings for assessment strategies may appear to recur in section 4.4.
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However, there were also cases where statements only referred to
either assessment or handling strategy and the respective classification
in the context in both cases is valuable as a separate result, which is
why this strategy is discussed in both sections. Seeking support from
others in the context of online message evaluation was brought up by
participants as a strategy for dealing with a situation in which they
receive a dubious message:

I: "And have you ever received an e-mail where you weren’t sure
whether it was an attack or not?”

T8: "Yes, I got one before and I just asked my friend.”

I: "Okay.”

T8: "[Name] that’s my friend. And I always work with him.
And he knows his stuff really well and then I ask him. Then 1
always show him beforehand.”

As in the quote above, seeking support from others often involves
showing the message to another person, which requires a high level
of trust and poses a privacy issue. However, none of the participants
expressed any concerns in this regard. Speaking with others in the
tield of assessing the trustworthiness of messages also contains sharing
experiences and knowledge about experiences in this field and the
field of cybersecurity in general. For example, when participant T6
was asked about subjects, about which they speaks with their friend,
they answered:

T6: "He also explains to me how and stuff like that. And
sometimes gives me tips.”

I: "Okay.”

T6: "So the combination is / So we talk to each other about how
to solve it better and so on.”

Besides looking for clues in the messages and speaking with others, a
few more assessment strategies were named by the participants. One
participant explained that in order to assess the trustworthiness of
a message, they would do some research on the internet. Another
participant stated to examine links in e-mails to may see “what else
is in there” and again another participant reported to call the alleged
sender of the message to verify its trustworthiness.

A potentially dangerous assessment strategy was brought up by two
participants who said they would respond to the sender of an e-mail
to find out if the e-mail was an attack or not. For example, when being
asked about their assessment regarding the trustworthiness of e-mail
1, which they was uncertain about, participant T6 stated:

T6: "Then, of course, I write to the person themselves to find out
whether it's really genuine or whether they’re deceiving me or
something.”
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At some points it was not clear what participants meant when they
spoke about assessment strategies for online messages. For example,
participant T11 described something that sounded much like warn-
ings from an anti-virus software but denied using one. There is no
indication for a correlation between the number of clues mentioned by
a participant and the participants’ results in the e-mail assessment task
regarding the correct or incorrect identification of attack e-mails, but
in terms of the reasonableness of the arguments for their choice. Good
results regarding the reasonableness of the justifications correspond
with a relatively high number of mentioned valid clues and less in-
valid clues: Those participants who gave only reasonable or partially
reasonable justifications named more valid clues and no invalid clues.
Conversely, the participant giving only unreasonable arguments for
their choice in the e-mail assessment task named only one clue, which
is the lowest value of all participants.

To summarise, it can be said that looking for clues, either suspicious
or trust clues, and speaking with others were the assessment strategies
named most frequently. The clues described by the participants were
mainly reasonable, with a few exceptions for both suspicious and trust
clues. Participants achieving good results in the e-mail assessment task
in terms of quality of their choices’ justification tended to name more
valid and less invalid clues than participants with lower results. People
who were mentioned by participants as supporting them with e-mail
assessment were family members, caregivers, friends and colleagues.
None of the participants reported any privacy concerns when speaking
about seeking support from others, even though this often involves
showing the message to another person.

4.4 HANDLING OF INCIDENTS

This section considers the participants’ strategies to handle suspicious
e-mails in order to investigate the role of such strategies in the context
of challenges faced by people with intellectual disabilities when it
comes to attacks through e-mails. Some questions in the interview
guide asked specifically for the participants” behavior when receiving
a suspicious e-mail and sometimes participants mentioned details
about their handling strategies in the context of questions about other
topics. During the interviews the participants named different strate-
gies to handle incidents with suspicious e-mails, which are all listed in
table 4.9 along with the respective number of interviews mentioning
it and the total number of occurrences in all interviews.

The strategy that occurred most frequently was getting support which
was brought up by eleven out of twelve participants. As mentioned
in the previous section, at some points the participants” statements
concerning seeking support from others refer to both e-mail assess-
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Table 4.9: Handling strategies named by the participants with the respec-
tive number of occurrence

Handling strategies No. interviews Total no.
strategy occurred occurrences

Get support 11 33
Delete message 8 16
Ignore message 5 11
Being careful 3 5
Juridical steps 2 6
Block sender 2 4

ment and handling of suspicious e-mails. Similar to the results for
the e-mail assessment, participants reported to ask family members,
friends, caregivers or colleagues for support to handle suspicious e-
mails. Family members and caregivers were named by six participants
each, friends by three participants and colleagues by one, as it is
shown in table 4.10. These results are similar to the ones for seeking

Table 4.10: Persons the participants would ask for support for handling
suspicious e-mails with the respective number of occurrence

Role of the person No. of participants naming
this as support contact

Family member 6
Caregiver 6
Friend 3
Colleague 1

support for e-mail assessment with caregivers being asked for support
slightly more often and friends or colleagues slightly less often when
it comes to handling of suspicious e-mails. In the context of seeking
support for handling suspicious e-mails, the participants reported
showing their e-mails to the person they ask for help very often which
poses a privacy issue and requires a high level of trust. Yet, none of
the participants expressed any concerns in this regard. The function
this strategy has for the participants varies; for some it means getting
a second opinion to make a good decision, like for participant T1 who
answered the question about what they talk about with the people
they ask for support as follows:
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T1: "That I say, watch out, this and that e-mail seems suspicious
to me, do you know anything about it, right? Or that the dialog
in the messenger seemed strange to me. I'm talking about the
salutation now. And that you simply listen to their opinion.”

Others expressed that they feel very insecure dealing with such inci-
dents on their own and would like someone to guide them on what to
do. For example, participant T11 said:

I: "And have you ever received an e-mail with which you weren’t
sure whether it was an attack or not?”

T11: "Yes, then I immediately showed it to an employee, to
someone.”

[...]

I: "Okay. And then what do you talk about with these people?
When you get an e-mail like that?”

T11: "What is it, what should I do with it? I always ask that.
Before I do something wrong, I first ask what I should do with it,
whether I should leave it or delete it.”

One participant named no other handling strategy besides getting
support by others and if one sees reporting to the police as some sort
of seeking support as well, then there are even two participants to
whom this applies. This further underlines the important role of this
strategy among the participants. Eight participants described that
they would delete messages which appear suspicious to them and five
participants stated to ignore such messages. Being careful was named
by three participants as a way of dealing with suspicious messages.
As concrete precautionary measures "not clicking on links" was named
but not specified otherwise. Two participants stated they would report
to the police when they get a malicious e-mail. Blocking the sender of
a suspicious message was mentioned by two participants, in one case
with regard to contacts on social media and in the other case related to
phone numbers. The data gives no indication for a correlation between
the handling strategies a participant named and their success in the
e-mail assessment task, neither regarding the concrete assessment nor
the reasonableness of the assessments justifications. The same applies
to assessment strategies.

All in all the results illustrate that the participants have some strate-
gies to cope with suspicious e-mails among which get support takes
on the most prominent role. This strategy often involves showing
messages to another person, which was not designated as an issue by
any of the participants.
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4.5 THE INFLUENCE OF INDIVIDUAL FACTORS

This section considers individual factors observed in the interviews
and their potential influence in the context of people with intellectual
disabilities and attacks trough e-mails. Some questions in the inter-
view guide asked explicitly for such factors, e. g. for the participants
general e-mail usage, their self-assessment concerning recognizing at-
tacks and their understanding of some specific clues. Other individual
factors were extracted from statements of the participants that referred
to questions about other topics but nevertheless reveal information
about personal characteristics.

Regarding the participants’ e-mail usage, the range of usage frequency
varied strongly: one participant reported using e-mails a few times a
year, five participants a few times a month, four participants several
times a week, and two participants stated to use e-mails daily. An
overview about the participants” e-mail usage frequency is given in
table 4.11. Regarding the purposes for e-mail usage among the par-

Table 4.11: Frequency of e-mail usage of the participants

Frequency of e-mail usage No. of participants
Daily 2
Several times per week 4
Several times per month 5
A few times per year 1

ticipants, private communication and using online services or shops
were most frequently mentioned, each by eight participants. Five
participants reported they use e-mails for professional communication,
and two participants said they use e-mails to communicate with public
authorities. Table 4.12 displays the frequency of the participants” pur-
poses for e-mail usage. There is no indication for a relation between

Table 4.12: Purposes for e-mail usage of the participants

Purpose of e-mail usage No. of participants

Private communication 8
Online services and shops 8
Professional communication 5

2

Communication with public authorities

the e-mail usage of the participants and the experiences with online
attacks or the assessment or handling strategies they named. The
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same applies to the results of the e-mail assessment task.

At one point in the interview, the participants were asked to evaluate
how easy or hard it is for them to recognize attacks through e-mails.
Two participants said that it is easy for them, four stated that it is
moderately difficult, three find it hard and three participants said
that they do not know or did not answer the question. The ones
stating that they perceive assessing e-mails as moderately difficult
explained that it is sometimes hard and sometimes easy depending on
the concrete e-mail or, in one case, whether they can use their app for
reading support. There is no indication for a connection between the
participants self-assessment and their experiences with online attacks
or their handling strategies for suspicious messages. In terms of the
clues given by the participants, invalid clues were given only by those
participants who said they found it sometimes hard and sometimes
easy to detect attacks and by one other participant who did not pro-
vide a self-assessment. Furthermore, participants who stated it was
easy for them to identify e-mail attacks named more valid suspicious
clues on average than the others. Considering the results in the e-mail
assessment task in relation to the participants’ self-assessment, no
difference can be determined in terms of participants who stated they
find it hard to detect attack e-mails and those who said they find it
moderately hard. However, it is apparent that the two participants
who said that it is easy for them to identify malicious e-mails are
the same two participants who assessed all three e-mails correctly
and gave reasonable justifications for their choice. Additionally, the
three participants who said they can not say if they find it easy or
hard to detect malicious e-mails had the lowest values in terms of
reasonableness in the e-mail assessment task. These findings suggest
that people with intellectual disabilities are capable to realistically
assess their capabilities in detecting malicious e-mails in case they
already have some skills in this field. In particular the data provides
no indication for overconfidence among the participants.

To gain insight into their understanding of clues, participants were
asked why they think it is useful to look at the sender address of
an e-mail and to check whether an e-mail contains urgency or links
to assess its trustworthiness. Their answers were categorized into
"correct explanation”, for answers that are correct and extensive to
an amount that a solid understanding of the clue can be assumed,
"incomplete explanation", if the answer is not false but lacks important
features and therefore creates the impression that the clue purpose
was not fully understood, "false explanation", if the answer reveals
a misunderstanding of the clue function and "no explanation" for
missing answers or when participants stated that they do not know.
The distribution of these categories among the participants, sorted
by degree of understanding, measured by the number of "correct

"non

explanation”, "incomplete explanation”, "no explanation” and "false
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explanation" is shown in table 4.13. These results suggest no big dif-

Table 4.13: Participants” understanding of specific clues, sorted by the de-
gree of understanding, i.e. the number of correct, incomplete,
missing and false explanations given

Ti1 Tio T3 Té6 Tiz Tix T2 Ts5 T8 T4 Ty To9g

Sender v v (V) Vv (V) (V) X X (v) X X X
Links v v v | (V) () X X X X X X
Urgency v. v/ v v (V) X (V) (v) X X X X

v correct explanation, (v') incomplete explanation,
! false explanation, X no explanation

ferences in the degree of understanding of the different clues: all clues
were at least partly understood by roughly half of the participants and
adequately understood by about a quarter of the participants. When
considering minor differences, one can observe that the clue links has
slightly worse results as the other two, as here appears the only "false
explanation” answer and slightly more "no explanation" answers. This
could be an indicator that the clue links might be more difficult to
understand or that it is not well known among the participants. Con-
sidering the naming of links in the context of e-mail assessment by the
participants, one can determine that only one participant mentioned it
as a clue and also the same participant said that they would further
examine links to assess their reliability. This suggests that links are
not commonly known by the participants as a possible clue to assess
the trustworthiness of e-mails and their understanding of this clue
therefore may be less present.

Regarding the results of the individual participants, the understanding
of the clues varies strongly: two participants gave a correct explanation
for all three clues, three participants gave no explanation in all cases
and the other seven participants cover the whole range in between.
Note that the case of a false explanation occurred only once which
implies that wrong interpretations of the purpose of clues do not seem
to be common among the participants. When associating the degree of
understanding with the number of "correct explanation”, "incomplete
explanation”, and "no explanation", a higher degree of understanding
shows no correlation with the number of clues named and also not
with reported experiences or handling strategies. Regarding the e-mail
evaluation task, no correlation is indicated concerning just the assess-
ment success but in terms of the reasonableness of the justification for
the assessment. The two participants who gave a correct explanation
for all three clues were the same who gave reasonable justification
for all three e-mails in the e-mail assessment task. Moreover, the
three participants who gave no explanation for all three clues also
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achieved relatively low values concerning reasonableness in the e-mail
assessment task. An exception within this context is participant T11
who gave no reasonable justification for their choices in the e-mail
assessment task but achieved average results in terms of explaining
the three clues asked for. These findings are not surprising, as it
is sensible that a better understanding of clues would increase the
capability of assessing e-mails with a reasonable justification.

Next, the individual factors that were not specifically asked about,
but came up during the interviews are considered. Four participants
expressed awareness for the importance of a responsible and careful
handling of personal data during the interview. This was mostly re-
lated to being careful where to provide one’s e-mail address, probably
due to the topic of the interview, but the importance of privacy policies
and the risk of personal data being spread in the internet in general
were also addressed. At some points, however, participants reported
to not behave in a privacy-responsible way, even though they knew
better. For example, participant T6 stated on their clicking behavior in
the e-mail task:

Té6: "Because otherwise the data from me could be passed / But
sometimes I fall for it anyway.”

I: "Mhm (agreeing).”

T6: "Yes, sometimes it arouses curiosity, of course. But you
should still leave it alone.”

There is no indication for a correlation between expressing an aware
attitude towards privacy issues and the experiences with attacks, the
assessment and handling strategies mentioned by the participants or
the results in the e-mail assessment task.

When being asked for e-mail attacks they know, a third of the partici-
pants denied knowing any. One of them described social engineering
attacks at another point of the interview but the other three indeed did
not show any previous knowledge about attacks during the interview.
Eight participants revealed some previous knowledge about online
attacks in their answers. In six cases, this referred to social engineering,
in two cases to malware and in one case to attackers exploiting the
carelessness of users left logged on to unattended computers. The
prevalence of social engineering here might be due to the previously
explained topic, nevertheless the participants showed awareness for
the risk of scams and fakes in online communication. However, expla-
nations of social engineering attacks mostly remained rather imprecise.
The term "phishing" was used only by one participant which suggests
that the majority of the participants might not be familiar with this
term. For example, when being asked about their thoughts about
e-mail security, T12 answered:

T12: "Um. .. there are e-mail sites where you sometimes don’t
know if they're that good.”
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I: "Mhm (agreeing). What does not good mean, for example?”
T12: "Um...difficult. Where people just write something in and
you just / How should I explain that? That’s difficult to explain.
One just, um. .. have to think about it.

I: Yes, we have time.

T12: Just telling people false things that don’t exist in reality.
And there are people who believe that. And, yes, that’s just...”

An exception was the so called "grandparent scam" which was men-
tioned by two participants who both seemed to be familiar with the
term and the attack it describes. This increased degree of familiarity
could be due to the high presence of this attack in media reporting
or because of the descriptive nature of the term and the fact that is
has a German equivalent, other than "scam" or "phishing" which are
commonly used as English terms in German language. In relation to
social engineering attacks, two participants mentioned social media
and one dating apps as environments where such attacks could prob-
ably occur, one participant also described the widespread existence
of fake accounts in this context. Two of the participants provided
information about where they had been informed about online attacks
citing "school", "smartphone course" and "the news" as sources of
information. The data indicates no correlation between the knowledge
about online attacks and the participants’ experiences with it or the
handling strategies they reported. Regarding the clues to assess the
trustworthiness of e-mails named by the participants in relation with
their knowledge about online attacks, one can observe that the four
participants who revealed no previous knowledge about online attacks
have the lowest results in terms of reasonableness of their choices’
justification in the e-mail assessment task. Also the three participants
who said they do not know any attacks and indeed revealed no such
knowledge at other points of the interview, were the same three par-
ticipants who stated that they can not say if detecting attacks through
e-mails is easy or hard for them. This suggests that some knowledge
of attacks is required to give a self-assessment of one’s ability to iden-
tify malicious e-mails. Two participants revealed partially missing
knowledge about attacks respectively assessment strategies: one said
they know that one can differentiate malicious and trustworthy links
but they can not remember how and another participant asked if it
happens sometimes that people pretend to be someone else in online
messages. Two participants described missing knowledge to reduce
the amount of unwanted e-mails they get and about the reasons why
they get this e-mails. These lacks of knowledge were brought up in the
interviews by the participants themselves when they reported about
an issue or a question which concerns them, showing that there is
a demand for education among the participants and that they have
some interest in the topic.

Four participants expressed insecurity regarding e-mails or technol-
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ogy in general. There is no correlation between the expression of
insecurity, the experiences with online attacks nor the assessment or
handling strategies described by the participants. The same applies
to the results in the e-mail assessment task. With regard to the four
participants who mentioned fear of being attacked, it is noteworthy
that they make up four out of the five participants who stated not
having any experiences with other attacks than suspicious e-mails.
Thus, a lower amount of attack experiences appears to go along with
an increased fear of being attacked. This might be caused either by
the circumstance that people with more fear apply more security
mechanisms or that experiencing attacks without great negative im-
pact reduces the fear of attacks. There was no recognizable relation
between participants stating to be scared of being attacked and the
assessment or handling strategies they named or their results in the
e-mail assessment task.

It can be said that the results indicate a correlation between some
individual factors and the capability to correctly assess malicious
e-mails; few knowledge about attacks and poor understanding of clues
are associated with lower results in the e-mail assessment task. Fur-
thermore the data shows that the self-assessment of the participants
with regard to their skills in assessing e-mails is fairly accurate and
particularly discloses no tendency towards self-overestimation.

4.6 CHALLENGES

One goal of this study is the investigation of the challenges that people
with intellectual disabilities face in the context of e-mail attacks. In-
terview passages can reveal challenges of the participants in different
ways: the participants themselves declare that they have some diffi-
culties, or the participants’ statements contain information about the
participants” knowledge, behaviour, assumptions and similar, which
can be categorised as potentially causing difficulties. Difficulties men-
tioned by the participants themselves arose around different topics.
As mentioned in section 4.5, three participants reported to find it
generally hard to tell trustworthy and malicious e-mails apart. Also,
three participants expressed difficulties explaining what they mean
when being asked about their thoughts on e-mail security, suspicious
clues, or the example e-mails. This could indicate a lack of appropriate
vocabulary in the field of e-mail security as well as a rather limited
familiarity with the topic. It is apparent that the three participants
reporting difficulties with communicating their thoughts on e-mail
security reported little experiences with online attacks; two of them
reported not having any experience and one reported only to have
received suspicious e-mails but mentioned no further experiences with
online attacks. This could indicate that experiencing online attacks
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has a learning effect in terms of learning the relevant vocabulary, but
it could also suggest that participants did not report their experiences
because they were unable to express themselves in this context. One
participant commented on several interview questions that they con-
sider them quiet difficult, which implies that the comprehensibility of
the questions was not sufficient for all participants.

An issue that occurred in seven out of twelve interviews were diffi-
culties with reading or understanding text. Five participants reported
general reading difficulties, in two cases these difficulties were so
severe that the interviewer read aloud the e-mails in the e-mail assess-
ment task and one participant used an app on their smartphone which
read aloud the example e-mails. Three participants made statements
which implied a misunderstanding of the content of the example
e-mails. For e-mail 1 and e-mail 3, one participant each apparently
understood it in such way that the sender wants to have some money
of the recipient which was not part of the e-mail’s content. Further,
e-mail 1 was perceived as a severe threat in two cases which was
probably related to the potentially frightening topics of illness and
death in the e-mail. For example participant T7 said about e-mail 1:

I: "What are your thoughts on this e-mail?”

T7: "Um...the thoughts. .. Yes...So when I get e-mails like that
here now, I somehow feel very, very anxious. Because I can’t
really do anything with e-mails like this because there are always
so many topics that I read through. And, er...but above all,
um. . . that always scares me with the certain death sentence. So
if someone condemns me to death, for me it means that he or she
will kill me.”

These results show that general problems with understanding text are
a relevant part of the context of people with intellectual disabilities and
phishing attacks. Participants reporting problems with reading or un-
derstanding text achieved rather low results in the e-mail assessment
task when taking quality of justification into account and showed rela-
tively little understanding of clues and low knowledge about attacks.
These results indicate that poor skills in reading and understanding
text have a negative influence on the capability to detect malicious
e-mails and thus increase the risk to fall for attacks through e-mails.
There is no indication for a correlation between problems with reading
or understanding text and the experiences with online attacks or the
assessment and handling strategies reported by the participants in the
data. In four cases participants asked for an explanation of a word in
the e-mail which they did not know, two times each for "Tracking" and
"Metaprodukte". This suggests that English words or proper names
without further explanation in e-mails can pose an obstruction for
understanding for people with intellectual disabilities.

Half of the participants reported a in some way problematic behavior.
Concerning the interpretation of clues, there were two cases when
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a sender was designated as known and thus trusted only because
the participants knew the name of the company that was written in
the e-mail, namely facebook and DPD. The concrete sender e-mail
address was not further mentioned and the whole e-mail was assessed
as trustworthy because of this conclusion which poses a risk of falling
for malicious e-mails pretending to come from well-known companies.
Furthermore, three participants based their assessment for e-mail 3
only on the question whether they were actually waiting for a delivery
or not, without looking at other factors. This behavior could lead
to falling for attacks that incidentally come at a moment when their
concern seems plausible. Two participants said they would write back
to the sender of a potentially malicious e-mail to find out about the
e-mail’s trustworthiness and one participant said they would answer
the sender of e-mail 1 with wishes for recovery. This behavior could
lead to falling for scams as a malicious sender would of course lie
about their own trustworthiness and could apply further manipulation
strategies once a contact has been established. The data provides no
indication for a relation between problematic behavior and experi-
ences with online attacks or the assessment or handling strategies
mentioned by the participants. Considering the results of the e-mail
assessment task it is apparent that problematic behavior was not re-
ported by the participants with very good results but was observed
among participants with moderate to low results. Also the reporting
of problematic behavior can be associated with lower results regard-
ing the understanding of clues. The results show that problematic
behavior in the context of e-mail security is a relevant issue among
the participants.

To encounter the challenges of people with intellectual disabilities in
the context of attacks through e-mails, adequate support opportunities
are needed. To learn about these, one question in the interview guide
concretely asked for the participants suggestions for support measures
and additionally to this some participants gave implicit suggestions
during the interview. Seven participants described their ideas for
support measures they would appreciate. Having a person available
to help them was mentioned most often, namely four times. As get
support was a very present strategy for both assessing and handling
e-mails, it is no surprise that this was named as support suggestion
as well and indicates that the participants are comfortable with this
practice. However, from a privacy focused point of view, this strategy
is objectionable as it usually contains showing ones e-mails to another
person. Two participants wished for more educational interventions
to support people with intellectual disabilities dealing with e-mail
attacks. One of the participants suggested to inform more about at-
tacks in newspapers and on television. The other participant said the
topic should be taught in schools and particularly before a person
starts using e-mails it should be ensured that they were educated

45



46

RESULTS

about possible risks. Supporting software which gives some sort of
notification in case of receiving possibly malicious e-mails was sug-
gested by two participants. One participant further commented that
this software should only consider e-mails that already passed a spam
filter to reduce potential annoyance through frequent warnings.

Overall, it has been shown that there are some challenges people
with intellectual disabilities face when it comes to phishing attacks.
Problems with reading or understanding text and difficulties to ex-
press thoughts about this topic were observed in several instances.
Moreover, half of the participants described somewhat problematic be-
havior regarding attacks through e-mails. The participants suggested
educational measures, supporting software and the availability of a
contact person as possible supporting measures.



DISCUSSION

The following chapter discusses the results of the previous chapter
in the context of the research objective of this study, which is the
experiences and challenges of people with intellectual disabilities with
phishing. The results will be related to the findings of other studies.
Suggestions for anti-phishing measures for people with intellectual
disabilities arising from these findings are also discussed.

5.1 EXPERIENCES OF PEOPLE WITH INTELLECTUAL DISABILITIES
WITH PHISHING ATTACKS

Previous research showed that people with intellectual disabilities
use the internet for the same activities as other users [19, 65, 66].
The findings of this work are similar with regard to e-mail activities:
the participants of this study used e-mails for private and profes-
sional communication, for using online services and communication
with public authorities which are common e-mail usage scenarios.
As phishing attacks are a widespread phenomenon [13, 14] and all
participants in this study were e-mail users, it is not surprising that
83% of the participants in this study reported having experiences
with suspicious e-mails. Other studies found people with intellec-
tual disabilities at a potentially increased risk for privacy breaches,
downloading a virus, fraud or having ones account hacked [1, 19,
20]. The results of this study support this suggestion as two of the
participants in this study reported having been victim of one of these
attacks; one participant had their account hacked and the other one
downloaded some malware. However, the sample size of this study
does not allow any quantitative conclusions to be drawn. In both
cases the participants did not know whether the successful attack was
related to e-mails. Indeed, none of the participants reported having
experienced a successful e-mail attack, but again, due to the small
sample size, this does not imply that the risk of falling for such attacks
is low for people with intellectual disabilities. The results show that
social engineering attacks in general are a relevant issue for this popu-
lation and that e-mails are not the only communication channel which
should be considered in this context; attacks through phone calls, SMS,
instant messengers, and on social media were reported by several
participants. Research showed that cyber risks perceived by caregivers
of people with intellectual disabilities can lead them to limiting the
internet access of their clients [18, 19, 68] which hinders people with
intellectual disabilities to fully participate in modern society [1, 11, 40,
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86]. Therefore, to support societal inclusion of people with intellec-
tual disabilities, further research on how social engineering attacks
affect people with intellectual disabilities and how effective defence
strategies could look like for this population, is needed.

5.2 CHALLENGES IN THE CONTEXT OF PEOPLE WITH INTELLEC-
TUAL DISABILITIES AND PHISHING ATTACKS

The results of this study show that the capabilities of people with
intellectual disabilities to tell apart malicious and trustworthy e-mails
vary strongly and are influenced by multiple factors. Two participants
demonstrated good skills in dealing with malicious e-mails, proving
that having an intellectual disability does not necessarily mean being
at particularly high risk to fall for e-mail attacks. Nonetheless the data
collected during this study revealed some challenges in the context of
people with intellectual disabilities and attacks trough e-mails.

The results of this study are in accordance with contradicting studies
which found people with intellectual disabilities either to be aware
of different online risks [67, 73] or showing no awareness for privacy
issues [19]. On one hand all participants showed risk aware behav-
ior in terms of not clicking or responding when they identified an
e-mail as malicious. Furthermore, some participants expressed an
aware attitude towards privacy and security issues. On the other hand
some participants showed problematic behavior, e. g. responding to
the sender of e-mail 1 to ask about their trustworthiness or naming
friendly wording as a trust clue. This supports the findings of previous
research naming difficulties in understanding risks and poor social
judgment and insight as factors that can put people with intellectual
disabilities at increased risk of being harmed by online attacks [19, 20,
72].

The results of this study suggest that knowledge about attacks is an influ-
encing factor for the capabilities of people with intellectual disabilities
to identify phishing attacks: more knowledge about attacks was found
to be helpful, missing knowledge in this field was identified as a
negative factor. Moreover, the results show that this also counts for
knowledge about defence strategies, as more knowledge about clues
supports the ability to correctly assess e-mails. Knowledge about clues
includes the number of known clues as well as the quality of their
understanding. These findings are consistent with previous studies
which found knowledge about attacks and defence strategies to have
a positive influence on the ability to detect social engineering attacks
through e-mails [21, 22, 52, 56]. Considering that a third of the partici-
pants in this study showed no previous knowledge about attacks and
five out of twelve mentioned only two clues or less, it becomes clear
that missing knowledge about attacks and assessment strategies poses a
relevant issue in the context of people with intellectual disabilities and
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phishing attacks. The assessment strategies named by the participants
to assess e-mails mostly focus on the content of an e-mail, e.g. "is it
plausible?”, "are there linguistic inaccuracies?", "does it demand for
personal data or money?". Other clues, like potentially spoofed e-mail
addresses or manipulated links were neglected, although they are
more reliable. These results match with the findings of other studies
which found focusing on textual content rather than other clues to
be an issue with assessment strategies for e-mails [76] and that sus-
picious sender addresses are more often overlooked than linguistic
inaccuracies [56].

Several studies found reading difficulties to be a common accessibility
issue among people with intellectual disabilities in online contexts [2,
35, 37—40]. The results of this work show this also holds true for e-mail
security, as reading difficulties were related to relatively low e-mail
assessment capabilities. It is evident that problems with reading and
understanding text impede an adequate interpretation of the content
of e-mails and thus of their trustworthiness. However, the data does
suggest an additional way in which reading difficulties appear to
have a negative impact on the ability to identify malicious e-mails:
Problems with reading or understanding text are associated with rel-
atively low knowledge of attacks, which in turn is associated with
lower assessment skills. This deficit in knowledge might be due to a
lack of non-textual or easy-to-read information about online attacks.
Heitplatz et al. [87] found that caregivers in Germany criticise a lack
of educational programs for digital competence which are suitable for
people with intellectual disabilities and do not exclude those who can
not read.

Seeking support from others, namely from caregivers, family members,
friends, and colleagues, was a prominent strategy named by the partic-
ipants for both, assessing and handling e-mails. This is in accordance
with the findings of Chalgoumi et al. [19] who found that caregivers
and relatives of people with intellectual and developmental disabilities
often help their clients and relatives with IT issues and have great
influence on their attitudes and behaviors related to security and pri-
vacy. None of the participants of this study raised any privacy issues
in terms of showing their e-mails to others in order to get support.
Nevertheless this practise cuts down the privacy of people with intel-
lectual disabilities and creates dependency on other people, especially
if other, independent strategies are not taught. With regard to the
risk of privacy breaches Chalgoumi et al. [19] argue: "when using
IT, persons with IDD [intellectual or developmental disabilities] often
bear the brunt of a trade-off between autonomy and privacy”. In context of
attacks through e-mails, safety is added as a third factor that has to
be considered besides privacy and autonomy: In the absence of other
effective support the reduced privacy and autonomy through sharing
ones e-mails with another person to get support might represent the
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best solution in order to achieve a sufficient level of safety. Another
question arising in the context of people with intellectual disability
seeking support with e-mails from others, is whether caregivers and
relatives have sufficient skills to offer adequate support in all cases. A
study by Heitplatz et al. [87] shows that caregivers in Germany report
that not all employees have sufficient knowledge and media skills to
provide adequate IT support for their clients. This is a serious concern
given the important role of caregivers in the context of people with
intellectual disabilities and phishing attacks, as revealed by the results
of this study. The ability to independently use IT constitutes a great
achievement for people with intellectual disabilities [19] and promotes
their autonomy and social inclusion [11, 40, 86]. Therefore assessment
and handling strategies in the context of e-mail attacks besides get
support from others should be promoted.

5.3 FINDINGS TOWARDS AN APPROACH TO SUPPORT PEOPLE
WITH INTELLECTUAL DISABILITIES IN DEALING WITH PHISH-
ING ATTACKS

The results of this study support the argumentation of Chadwick et al.
[20] who propose educational training programs as a promising way
to support people with intellectual disabilities in dealing with online
risks. Educational interventions in general have been proven to be
helpful to counter difficulties of users in assessing suspicious e-mails
[43, 56, 76]. However, providing information about attacks can evoke
exaggerated mistrust leading to an increased number of legitimate
e-mails being categorised as attacks [59, 60] and the effect of such
educational interventions diminishes over time [58]. Nevertheless,
the results of this study suggest that knowledge about attacks and
understanding of clues to assess e-mails have a positive influence on
the ability of people with intellectual disabilities to detect malicious
e-mails. Furthermore, some of the participants in this study stated
having no knowledge about attacks at all. Thus, educational interven-
tions appear useful at this point. With regard to the question of how
to design appropriate educational interventions for people with intel-
lectual disabilities, the findings of this study give several indications.
The results of this work support the findings of Downs et al. [76] who
found that understanding the clues, not merely identifying them is im-
portant to effectively increase the ability of people to detect phishing.
They conclude that “"Education therefore needs to begin at a very basic level
and to explain the intuition behind recommended strategies in a non-technical
way” [76]. This equally holds true for people with intellectual disabili-
ties, as shown by this work. In addition, educational measures about
e-mail attacks for people with intellectual disabilities should avoid
English terms and be written in easy-to-read language to increase
accessibility. Furthermore, text-alternatives should be provided. This



5.4 METHODOLOGICAL FINDINGS

is in line with the recommendations of other studies regarding web
accessibility [33, 35, 40]. Jensen et al. [57] argue that approaches
containing both, educational interventions and the use of supporting
technical tools, are most effective. As the focus of this study is on the
experiences and behaviours of the participants, the question of the use
of anti-phishing tools by people with intellectual disabilities cannot be
answered at this point. However, technical tools to support people in
reading and understanding e-mails appear as a promising approach
to decrease the negative impact of reading difficulties on the ability to
detect malicious e-mails. Saggion et al. [40] gave an example of how
such tools could be realised using user centered design and Natural
Language Processing technologies. Further research should consider
how to best integrate phishing warnings into such tools.

The results of this work are in line with other studies showing that
caregivers and relatives of people with intellectual disabilities take on
an important role in defending online attacks [18, 19]. Approaches to
support people with intellectual disabilities in dealing with phishing
should take this into account. Heitplatz et al. [87] propose a tandem
model to educate caregivers and their clients at the same time and to
promote learning from each other about possible issues. Involving the
caregivers or relatives in the learning process could also be beneficial
in reducing overprotection, as it may help them to be more realistic
about their clients’ or relatives’ capabilities.

5.4 METHODOLOGICAL FINDINGS

Gartland et al. [35] point out the benefits of accessibility studies which
involve participants with disabilities and the lack of such studies.
This work shows that conducting interview studies with people with
intellectual disabilities are a suitable method to find out about their
experiences and challenges with cyber attacks. However, there were
interview passages when the content of participants’ statements was
unclear or incomprehensible to the interviewer. Further questioning
proved to be difficult in some cases and seemed to be very stressful for
some participants. This emphasises the usefulness of test runs before
the interviews with intellectually disabled people and preparing suit-
able follow-up questions. Moreover, letting easy-to-read experts check
the interview guide can increase comprehensibility of the questions.
These preparatory steps were not taken in this case and could have
reduced the number of unclear statements.

Pitfalls when using e-mail assessment tasks to measure phishing sus-
ceptibility were already pointed out by several studies [59, 62, 64].
They address the importance to also consider false positives, i.e. le-
gitimate e-mails designated as attacks, in order to assess the ability
to identify attacks instead of measuring general mistrust [59]. Fur-
thermore, it is useful to investigate participants” reasons for their
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assessment as a correct decision may base on a false assumption [62].
The results of this study support this finding as the analysis of the
participants assessment reasons showed incorrect justification behind
correct choices in a considerable amount of cases. Studies including
an e-mail assessment task should take the participants” reasons for
their assessment into account in order to get more reliable estimations
of the participants” phishing susceptibility.

5.5 LIMITATIONS

One limitation of this study lies in the recruitment method which
established contact to participants through institutions where people
with intellectual disabilities work or live. Therefore perspectives of
people who live and work outside of such institutions were not cap-
tured. Furthermore, caregivers may have preselected the participants
based on their assessment of their clients. Most participants in this
study were relatively young and only people living in the region
around Hannover were considered. The situation of older people or
people living in other regions might be different.

The e-mail assessment task provided only printed versions of e-mails
and therefore did not capture participants” actual behavior but rather
what they imagine how they would react. Their behavior in real-world
scenarios may differ from that. Lack of real-world applicability is
a common problem in phishing studies [64]. In addition, the clues
mentioned by participants may have been influenced by the nature
of the example e-mails in the e-mail assessment task. Different exam-
ple e-mails might have led to an increased naming of different clues.
Therefore, studies with more and different e-mails in a more realistic
scenario would be useful.
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6.1 SUMMARY

In this study the experiences and challenges of people with intellectual
disabilities with phishing were examined. Therefore interviews with
twelve participants with intellectual disabilities were conducted which
involved an e-mail assessment task with three example e-mails. The
interviews were analysed using content structuring qualitative content
analysis. The data showed that social engineering attacks are a relevant
issue for people with intellectual disabilities and that experiences
with phishing attacks are common in this population. The results
further display that the capability to detect malicious e-mails varies
strongly between individuals. Also the awareness for risks and privacy
issues differed among the participants: some expressed awareness
for possible risks while others showed problematic behavior with
regard to e-mail attacks. The assessment strategies of the participants
mainly focused on the content of an e-mail instead of technical, more
reliable clues. The study identified Missing knowledge about attacks
and assessment strategies as having a negative impact on the capability
of people with intellectual disabilities to detect phishing. Furthermore,
difficulties with reading and understanding text were found to be impeding
in this context. Get support from others was determined as a prominent
strategy of people with intellectual disabilities to assess and handle
suspicious e-mails. Concerns because of the immanent privacy issues
of this strategy were not brought up by any of the participants. The
results of this study indicate that educational interventions using easy-
to-read language and text-alternatives are a promising approach to
support people with intellectual disabilities in detecting malicious
e-mails. The role of caregivers and relatives of people with intellectual
disabilities should also be considered in such interventions. The study
shows that interviews with people with intellectual disabilities are a
suitable method to gain qualitative data about the experiences and
issues with cybersecurity of this population.

6.2 FUTURE WORK

The results of this work give an overview about the complex of people
with intellectual disabilities and phishing attacks. Future research
should be done to investigate the emerged topics on a deeper level.
With regard to knowledge about attacks and assessment strategies
it would be interesting to further examine what impedes and sup-
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ports people with intellectual disabilities in gaining knowledge about
this topic and how well the current available materials meet their
needs. Furthermore, the role that reading difficulties take on in this
context should be investigated, as well as the possibilities to counter
these with supporting technical tools. As the participants mentioned
experiences with social engineering attacks trough other ways than
e-mails, e.g. SMS and phone calls, future research should examine
defence strategies for those forms of attacks with regard to people
with intellectual disabilities. Further research should also consider the
role of caregivers and relatives of people with intellectual disabilities
in the strained context of online safety and autonomy of their clients
respectively relatives. Finally, research should develop and test anti-
phishing measures suitable for people with intellectual disabilities
which can include educational interventions and technical tools.
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INTERVIEW GUIDE

Interview guide

Experiences and challenges with phishing of people with intellec-
tual disabilities
(Erfahrungen und Herausforderungen mit Phishing von Menschen mit
kognitiver Behinderung)

Forschungsfragen:

RQ1 What experiences do people with intellectual disabilities have
with attacks by email?
(Was fiir Erfahrungen haben Menschen mit kognitiver Behinderung
mit Angriffen per E-Mail?)

RQ2 What challenges do people with intellectual disabilities face
when it comes to email attacks?
(Welche Herausforderungen bestehen fiir Menschen mit kognitiver
Behinderung beziiglich Angriffen per E-Mail?)

RQ3 What are possible starting points for supporting people with
intellectual disabilities in recognizing email attacks?
(Was sind mogliche Ansatzpunkte, um Menschen mit kognitiver Behin-
derung bei der Erkennung von Angriffen per E-Mail zu unterstiitzen?)

Section Question RQ Time
Begrii- Liebe Interviewpartner oder Interview- 15
fung  partnerin, ich bin Stina Schéifer und bin Min

Studentin an der Leibniz Universitit Han-
nover. Meine Abschlussarbeit schreibe ich
im Bereich IT-Sicherheit. Ich beschéftige
ich mich mit Erfahrungen von Menschen
mit kognitiver Behinderung, die E-Mails
nutzen. Dabei interessieren mich vor allem
Dinge, die die Sicherheit betreffen.
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Ich interessiere mich fiir Ihre Erfahrungen
mit E-Mails und Ihre Gedanken dazu.
Besonders interessant sind fiir mich alle
Dinge, die mit Sicherheit und Angriffen
durch E-Mails zu tun haben. In dem Inter-
view konnen Sie von Thren Erfahrungen
erzdhlen. Daftir werde ich Ihnen Fragen
zu dem Thema stellen. AufSerdem werde
ich Thnen E-Mails zeigen und Sie kon-
nen mir sagen, was Sie dariiber denken.
Sie konnen selbst entscheiden, was Sie
beantworten und erzihlen mochten.
Nachdem Sie dieses Schreiben durchgele-
sen haben, konnen Sie entscheiden, ob Sie
ein Interview mit mir machen mochten.
Wenn Sie einverstanden sind, kdnnen

Sie dieses Schreiben unterschreiben

und danach konnen wir mit dem Inter-
view anfangen. Wenn Sie mochten, wird
Frau/Herr XY (sopdd. Fachkraft) das
Schreiben mit Ihnen zusammen lesen und
Fragen beantworten.

Das Interview wird etwa 30-40 Minuten
dauern. Um das Interview spéter
auswerten zu konnen, mochte ich das
Gesprich gerne mit einem Aufnah-
megerdt aufzeichnen. Die Aufnahme
wird zur Auswertung transkribiert und
anonymisiert. Das bedeutet, ich schreibe
auf, was in der Aufnahme gesagt wurde.
Dabei schreibe ich die Sachen so auf, dass
niemand dadurch wissen kann, dass Sie
die Person sind, um die es geht. Danach
wird die Aufnahme geldscht.

Ich freue mich, wenn Sie sich zu einem
Interview bereit erklaren. Melden Sie sich
gerne, wenn Sie Fragen haben!

Einverstindniserklirung unterschreiben, alle
Fragen kliren

Ich werde nun die Tonaufnahme starten.
Sind Sie damit einverstanden?
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Ich starte jetzt die Aufzeichnung!
Aufzeichnung starten
“Ich habe die Aufnahme gestartet, bitte

sagen Sie nochmal, dass Sie mit der Aufze-
ichnung einverstanden sind.”

Einfiih-
rung

Wir fangen mit ein paar allgemeinen RQ1 5
Fragen zu E-Mails an. Min

e Nutzen Sie E-Mails? [F1]
¢ Wie oft nutzen Sie E-Mails? [F2]

* Fiir welche Dinge benutzen Sie
E-Mails? [F3]

Falls sie nicht genannt wurden, nach
den Kategorien ,berufliche Kommu-
nikation”, , private Kommunikation”,
,,Online Dienste” fragen.

e E-Mails sind sehr verbreitet und
werden von vielen genutzt. Mich
interessiert dabei vor allem alles, was
mit Sicherheit zu tun hat. Was fiir
Gedanken haben Sie zur Sicherheit
von E-Mails? [F4]

¢ Kennen Sie irgendwelche Angriffe
durch E-Mails? [Fs]

Infos
zu An-
griffen

Ich werde Thnen jetzt ein bisschen was 3
uber Angriffe per E-Mail erzéhlen. Wenn Min
Sie Fragen dazu haben, melden Sie sich

gern zwischendurch.

E-Mails konnen fiir kriminelle Zwecke

genutzt werden. Zum Beispiel konnen An-

greifer falsche Dinge in E-Mails schreiben,

um die Person, die die E-Mail liest, dazu

zu bringen Thnen Geld zu tiberweisen.

Eine hdufige Art von Angriff sind soge-

nannte Phishing Angriffe. Dabei fdlschen

die Angreifer eine Internetseite von einem
bekannten online Dienst, z.B. facebook.
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Das heif3t, sie erstellen eine Seite, die
genauso aussieht wie die echte Seite. In
Wahrheit wird die Seite aber von den
Angreifern kontrolliert. Dann schicken
Sie Leuten E-Mails mit einem Link zu der
gefdlschten Seite und sagen ihnen, dass es
ein Problem mit ihrem Account gibt. Um
das Problem zu lsen, sagen die Angreifer,
soll die Person auf den Link klicken und
ihr Passwort eingeben. Aber der Link
fithrt zu der gefdlschten Seite. Diese Seite
wurde so gemacht, dass sie speichert,
wenn dort jemand etwas eingibt. Wenn
die Person, die die E-Mail bekommen hat,
dort ihr Passwort eingibt, speichert die
Seite also das Passwort. So bekommen
die Angreifer die Passworter von anderen
Leuten.

Das sind nur zwei Beispiele fiir Angriffe
per E-Malil, es gibt aber noch mehr. Die
Angreifer sind kreativ. Haben Sie Fragen
oder Anmerkungen dazu?

Fragen
zu Er-
fahrun-
gen

Haben Sie schon einmal einen Angriff RQ1 5
durch eine E-Mail erlebt? Zum Beispiel RQ2 Min
so einen Angriff, wie die, die ich eben

beschrieben habe, oder etwas dhnliches?

[F6]

Falls ja:

¢ Wie haben Sie auf die E-Mail
reagiert? [F6.1]

e Woran haben Sie erkannt, dass die
E-Mail ein Angriff war? [F6.2]

e Wann haben Sie erkannt, dass die
E-Mail ein Angriff war? [F6.3]

¢ Hatte der Angriff Folgen fiir Sie?
[F6.4] Falls ja: Was fiir Folgen hatte
der Angriff fiir Sie? [F6.5]

¢ Hat der Angriff ihren Umgang mit
E-Mails beeinflusst? [F6.6]

Folgefragen, falls andere Person als Riick-
versicherung genannt wird bei Antworten
auf die vorherige Fragen:
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¢ Mit wem halten Sie Riicksprache?
[F6.7]

» Uber was sprechen Sie dann mit
dieser Person? [F6.8]

Falls F6 mit ,nein” beantwortet wurde:
Haben Sie schon einmal eine E-Mail
bekommen, bei der Sie unsicher waren, ob
sie ein Angriff ist oder nicht? [F7]

Falls ja:

e Wie haben Sie auf die E-Mail
reagiert? [Fy.1]

e Woran haben Sie erkannt, dass die
E-Mail vielleicht ein Angriff war?
[F7.2]

e Wann haben Sie erkannt, dass die
E-Mail vielleicht ein Angriff war?

[F7.3]

* Hatte die E-Mail Folgen fiir Sie?
[F7.4]

* Falls ja: Was fiir Folgen hatte die
E-Mail fiir Sie? [F7.5]

¢ Hat diese Erfahrung ihren Umgang
mit E-Mails beeinflusst? [F7.6]

Folgefragen, falls andere Person als Riick-
versicherung genannt wird bei Antworten
auf die vorherige Fragen:

¢ Mit wem halten Sie Riicksprache?
[F7.7]

 Uber was sprechen Sie dann mit
dieser Person? [F7.8]

Falls F6 und F7 mit ,nein” beantwortet
wurden:

Denken Sie es konnte passieren, dass Sie
eine E-Mail bekommen, die ein Angriff ist?
[F8]
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Falls ja:

¢ Wie wiirden Sie auf die Mail
reagieren? [F8.1]

¢ Was wiirden Sie tun, um her-
auszufinden, ob die E-Mail ein
Angriff ist? [F8.2]

Folgefragen, falls andere Person als Riick-
versicherung genannt wird bei Antworten
auf die vorherige Fragen:

* Mit wem genau halten Sie Riick-
sprache? [F8.3]

» Uber was sprechen Sie dann mit
dieser Person? [F8.4]

Falls nein:
Warum denken Sie, dass Sie keine E-Mails
bekommen, die ein Angriff sind? [F8.5]

mails
vor-
legen

Als nichstes werde ich Thnen nacheinan-
der drei E-Mails zeigen. Sie konnen sich
die E-Mail in Ruhe angucken. Zu jeder
E-Mail werde ich Thnen ein paar Fragen
stellen.

E-Mail 1 vorlegen.

e Haben Sie eine dhnliche E-Mail
schon mal bekommen? [Fe1.1]

¢ Was sind ihre Gedanken zu dieser
E-Mail? [Fe1.2]

¢ Falls keine Einschdtzung zu An-
griff/kein Angriff kam: Denken
Sie, dass diese E-Mail ein An-
griff sein konnte oder ist sie ver-
trauenswiirdig? [Fe1.2.1]

e Warum denken Sie dass diese Mail
vertrauenswiirdig/ein Angriff ist?
[FE1.3]

e Wiirden Sie auf diese E-Mail
antworten? [FE1.4]

¢ Falls nein: Warum nicht? [FE1.4.1]

* Falls ja: Wie wiirden Sie auf diese
E-Mail antworten? [FE1.4.2]

RQ1 20
RQ2 Min
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E-Mail 2 vorlegen

Haben Sie eine dhnliche E-Mail
schon mal bekommen? [Fe2.1]

Was sind ihre Gedanken zu dieser
E-Mail? [Fez.2]

Falls keine Einschdtzung zu An-
griff /kein Angriff kam: Denken
Sie, dass diese E-Mail ein An-
griff sein konnte oder ist sie ver-
trauenswiirdig? [Fe2.2.1]

Warum denken Sie dass diese Mail
vertrauenswiirdig/ein Angriff ist?
[FE2.3]

Wiirden Sie auf den Link klicken?
[Fe2.5]

Falls nein: Warum nicht? [Fe2.5.1]

E-Mail 3 vorlegen

Haben Sie eine dhnliche E-Mail
schon mal bekommen? [Fe3.1]

Was sind ihre Gedanken zu dieser
E-Mail? [Fe3.2]

Falls keine Einschdtzung zu An-
griff /kein Angriff kam: Denken
Sie, dass diese E-Mail ein An-
griff sein konnte oder ist sie ver-
trauenswiirdig? [Fe3.2.1]

Warum denken Sie dass diese Mail
vertrauenswiirdig/ein Angriff ist?

[FE3.3]

Wiirden Sie auf den Link klicken?
[Fe3.5]

Falls nein: Warum nicht? [Fe3.5.1]
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Fragen
zu
Schwie-
rig-
keiten

Nun habe ich noch ein paar Fragen zur
Abwehr solcher Angriffe.

Wie schwer oder leicht finden Sie es, An-
griffe per Mail zu erkennen? [Fg]

Um einzuschitzen, ob eine Mail ein An-
griff sein konnte, kann man auf bestimmte
Dinge achten. Dann kann man sagen
,Wenn eine E-Mail so geschrieben ist, dann
ist sie vielleicht ein Angriff.” [Hier Beispiel
der interviewten Person aufgreifen, falls
sie vorher bereits ein Merkmal genannt
hat.]

Was fiir Dinge fallen Ihnen ein, auf die
man achten kénnte, um einen Angriff zu
erkennen? [F10]

Wenn ein Begriff genannt wird, immer nach-
fragen, warum dies ein Hinweis auf einen
Angriff sein konnte.

Falls Absender/URL/(Zeit-)Druck nicht
genannt wurden:

Eine Moglichkeit wére, sich die Mail-
Adresse von der die E-Mail verschickt
wurde, genau anzuschauen. Was denken
Sie, warum konnte das nititzlich sein? [F11]

Wenn die E-Mail einen Link enthilt, sollte
man sich den Link genau anschauen. Was
denken Sie, warum konnte das niitzlich
sein?[F12]

Wenn in der E-Mail Druck aufgebaut
wird, z.B. wenn gesagt wird: ,Sie miissen
schnell hier ihre Daten eingeben, sonst
wird ihr Konto gesperrt.”, ist das ein
Hinweis, dass die Mail ein Angriff sein
konnte.Was denken Sie, warum ist das
verdachtig? [F13]

Was wiirde Ihnen helfen, Angriffe per
E-Mail zu erkennen? [F14]

RQ2 7
RQ3 Min
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Ab-
schluss

Nun sind wir gleich am Ende des Inter- 5
views angekommen. Min
Gibt es etwas, wonach ich nicht gefragt

habe, was fiir Sie aber wichtig ist?

Wenn Sie noch etwas zu dem Thema

sagen mochten, konnen Sie das jetzt gerne
machen.

Haben Sie noch irgendwelche Fragen?

Zum Schluss wiirde ich gerne wissen, wie

Sie das Interview fanden. Sagen Sie gerne

wenn es Thnen gut gefallen hat, aber auch

wenn Sie Kritik haben.

Vielen Dank fiir die Teilnahme an dem

Interview!
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THE EXAMPLE E-MAILS

E-MAIL 1

B.1

A

& Antworten || @ Weiterleiten || 8 Archivieren || @) Junk | i} Léschen || Mehr v | 17

Von  bernhardsummermatter487 @gmail.com @
An  MICH® 10:26
Betreff SEHR DRINGENDE NACHRICHT

Hallo Herr Abgeordneter.

Ich bin Herr Bernhard Summermatter. Ich leide an Prostatakrebs, der sich im Endstadium befindet,
was bedeutet, dass ich zum sicheren Tod verurteilt bin und nicht mehr lange zu leben habe. Ich habe
keine Erben.

Aus diesem Grund mochte ich Ihnen im Interesse der Armenhilfe mein Erbe im Wert von 38.500.000 €
vermachen, damit Sie damit den Armen, Obdachlosen und Mittellosen helfen koénnen.

Ich méchte, dass Sie mir folgende Informationen zukommen lassen:

1 - Ihr vollstandiger Name

2 - Thre genaue Adresse

3 - Ihre direkte Telefonnummer und, wenn moéglich, Ihre Faxnummer.

4 - TIhr Beruf

Bitte geben Sie mir eine Antwort, damit ich Sie mit meinem Anwalt in Verbindung setzen kann.
Ich zdhle auf Ihren guten Willen und vor allem auf die gute Verwendung dieser Mittel fir Ihre
Arbeit.

Gott schiitze dich.

Herr Bernhard Summermatter
E-Mail: bernhardsummermatter6@gmail.com
Danke

Bernhard Summermatter
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B.2 E-MAIL 2

& Antworten || @ Weiterleiten Archivieren|| ) Junk | fi} Léschen  Mehr v
Von  Facebook <notification@facebookmail.com> @

An MICH @ 10:52

Betreff Wir isi unsere bedi und D: t

0Q Meta

Wir aktualisieren unsere Nutzungsbedingungen und Datenschutzrichtlinie
Hallo Kim,

angesichts neuer gesetzlicher Regelungen in deiner Region aktualisieren wir unsere
Nutzungsbedingungen und die Meta-Datenschutzrichtlinie so, dass sie neue Wahlmdoglichkeiten
zu Werbeanzeigen umfassen.

Wir zeigen dir Werbung in vielen Meta-Produkten, aber nicht in allen. Meta-Produkte, in denen du
Werbung siehst, kannst du weiterhin kostenfrei mit Werbung verwenden. Du kannst kiinftig aber
auch ein Abonnement abschlieRen, um sie werbefrei zu nutzen.

Weitere Informationen dazu, wo du diese Entscheidung treffen kannst und wie sie sich in den
Meta-Produkten widerspiegelt, die du verwendest, findest du im Hilfebereich.

Die Aktualisierungen unserer Nutzungsbedingungen und der Meta-Datenschutzrichtlinie treten
am 12. Marz 2024 in Kraft. Erfahre mehr dartiber, was du tun kannst, wenn du nicht mit den
neuen Nutzungsbedingungen einverstanden bist.

Viele GruBe
Das Meta Privacy-Team

Diese Nachricht wurde an kim.mueller@web.de gesendet.
Meta Platforms Ireland Limited, ATTN: Privacy Operations, Merrion Road, Dublin 4, D04 X2K5, Ireland



B.3 E-MAIL 3

B.3 E-MAIL 3

% Antworten || & Allen antworten| V|| & Weiterleiten| 8 Archivieren|| ) Junk| T Loschen | Mehr v
Von D P D <panorama@pwhost.de> @

An MICH® 29.11.2023, 21:45

Betreff (PaketcMitraking) Ihre Paketbenachrichtigung - ID:74957350 .

uSendungsverfolgungsbenachri igung fiir Ihr Paket, ID#34632900-371?
Express

Wir konnten Ihr Paket nicht zustellen, da niemand
anwesend war, um die Lieferung zu unterzeichnen.

©

UBERPRUFE HIERQ
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CASE SUMMARIES OF THE PARTICIPANTS

Participant

Summary

T1

T1 is a frequent e-mail user and seems to be quiet competent
in recognizing and handling e-mail attacks. They is active
in social networks and is aware of the risks with social engi-
neering there. They mentioned several correct clues to keep
suspicious and trustworthy e-mails apart. Nevertheless they
reported an incident were they recognized a scam only af-
ter being made aware from others and is not always able
to explain the use of certain clues or security advice. They
mentions that they sometimes asks others for help but seems
to rely on their own assessment in general. They suggest
that more public information about social engineering might
increase their ability to fend off such attacks.

T2

T2 uses e-mails frequently even though they expresses great
insecurity and concerns with regard to possible online attacks
and is therefore very cautious. They assesses their technical
skills as low and says that they finds it hard to detect malicious
e-mails. Accordingly, they often shows insecurity related to
their own answers, even though their answers show that
they is able to recognize some valid suspicion clues. Overall
they seems to have some difficulties to reliably determine
malicious e-mails, which might be partly due to their low
self-confidence in that context, but basic capabilities in that
area are also present.

T3 uses e-mails very rarely. They is aware of the possibility
of social engineering attacks via digital communication tech-
nologies and reported incidents they experienced themselves
as well as those they had heard about. They assesses their
ability to identify malicious e-mails as dependant from the
e-mails content which matches with their results in the e-mail
task and with the variability of correctly and false interpreted
clues in their answers.
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Participant Summary

T4

T4 reports that they uses e-mail frequently but nevertheless
seems to be rather insecure dealing with e-mails. They men-
tions problems to remember something several times as well
as difficulties with reading. When it comes to assessing the
trustworthiness of e-mails they brings up a few correct sus-
picion clues but names some invalid trust indicators as well.
They also seems to rely on caregivers to handle e-mails.

Ts

Ts5 uses e-mails frequently but reports to never having experi-
enced an e-mail attack. On the one hand they reports to be
careful who they gives their e-mail address to but on the other
hand they does not seem to look critically on various shops
demanding their customers e-mail addresses. They seems to
rely on their feeling when it comes to malicious e-mails and
mentions few concrete clues to identify them. For dealing
with possible attacks they designates caregivers as important
support.

T6

T6 uses e-mails frequently and their answers show that they
is aware of privacy issues and the possibility of scamming
attacks in the online world. Also they mentions several valid
clues to identify suspicious e-mails. Nevertheless they seems
to have difficulties to apply their knowledge about the topic
in an efficient way, as their answers in the e-mail evaluation
task suggest. This matches with their self assessment on
recognizing e-mail attacks which they reports as depending on
the concrete instance. When dealing with suspicious emails,
they relies on the help of people they trusts.

T7

T7 uses e-mails frequently and reports having some expe-
riences with e-mail respectively online attacks, which seem
to have a great emotional impact on them. Their assessment
strategy for e-mails mainly relies on careful reading, they men-
tioned only few concrete clues. For dealing with suspicious
e-mails they states to need support of others, but explicitly not
from family members and only from young people. Their an-
swers in the e-mail evaluation task and their self-assessment
also suggest that correctly identifying suspicous e-mails is
challenging for them. They names help by others as valuable
support strategy for them.
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Participant Summary

T8

T8 uses e-mails regularly and shows awareness for the pos-
sibility of security and privacy issues in the online world.
They also reports to have experienced cyber attacks. Because
they has difficulties with reading they uses an app on their
smartphone which reads aloud texts. In the assessment of the
trustworthiness of e-mails they shows a lot of mistrust. The
clues they names are rather imprecise and their answers sug-
gest that they rather relies on the assessment of a friend who
has technical knowledge than on their own. In dealing with
suspicious e-mails they names this friend as an important
support as well.

T9

T9 uses e-mails rarely and reports to have any experiences
with e-mail attacks. For reading they needs support from
others. They seems to be overstrained with some of the
questions. Even though their assessments of the example
e-mails were correct, their answers revealed that the reasons
behind their conclusion were not always reliable to identify
malicious e-mails. In dealing with suspicious e-mails they
relies on the help of others.

T10

T10 uses e-mails rather seldom but seems very confident in
dealing with technology in general. They reports several
incidents of online attacks, one of which had serious conse-
quences for them but was not necessarily related to e-mails.
They seems capable to detect malicious e-mails as they names
multiple valid clues for identifying malicious e-mails and
is able to explain why they are useful. This is consistent
with their results in the e-mail evaluation task and their self-
assessment. Also they says they does not need help to deal
with incidents. For support they suggests a program that
marks eventually insecure e-mails that pass the spam-filter.

T11

T11 uses e-mails rather seldom and seems to be quiet insecure
dealing with e-mails. They mentions very few clues to detect
malicious e-mails and the results of the e-mail evaluation
task also suggest that this is difficult for them. For both,
assessment and handling of suspicious e-mails, they relies on
the help of others.
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Participant Summary

T12

T12 uses e-mails rather seldom and not for a long time yet.
They says that they often needs support from others in dealing
with e-mails and that they has difficulties with reading. They
reports to have experiences with e-mail attacks, one of which
had serious consequences for her. They shows awareness
for the possibility of online attacks and mentions several
valid clues to identify malicious e-mails, even though their
explanations behind these clues are not always entirely correct.
When it comes to applying these clues, however, they seems
to be insecure and seeks help from others. They emphasises
the importance of education about online attacks, especially
for people with disabilities and makes clear that the current
status quo is not enough in their opinion.




CODEBOOK

The following chapter displays the codebook which was used to
analyse the interviews and the e-mail assessment task. Below each
code a description of the code is given in the left part of the table and
an example quote on the right side. Subcodes are indented under their

respective upper code.

D.1 CODEBOOK FOR THE ANALYSIS OF THE INTERVIEWS

Experiences with online attacks

Includes experiences the partic-
ipants made in the context of
social engineering attacks. Can
also be the absence of experi-
ences.

I: "And have you ever received
an e-mail that you weren’t sure
whether it was an attack or not? "
T8: "Yes, I've received one before
and I just asked my friend."

Experiences with suspicious e-mails

Participants report experiences
with e-mail attacks where them-
selves have been targeted.

I: "And have you ever received
an e-mail that you weren’t sure
whether it was an attack or not? "
T8: "Yes, I've received one before
and I just asked my friend."

No experiences with suspicious e-mails

Participant states to not have no
experiences with e-mail attacks
with themselves as target.

I: "Have you ever experienced an
attack by e-mail?"

T9: Nope.

I: And have you ever received an
e-mail where you weren’t sure
whether it was an attack or not?
Tog: Not like that either.

Experiences with e-mails similar to example mails

Participant says to have received

or not received an e-mail simi-
lar to an example e-mail of the
assessment task.

I: "Have you ever received a
similar email?"
T1: "Yes, I have."
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Received similar

Participant states having received
a similar e-mail.

I: "Have you ever received a
similar email?"
T1: "Yes, I have."

Not received similar

Participant states not having
received a similar e-mail.

I: "Have you ever received a
similar e-mail?"
To: "Fortunately never."

Not know if received similar

Participant says they does not
know if they received a similar
e-mail.

I: "Have you ever received a
similar e-mail?"
T4: "I just don’t know."

Experiences with other (not e-mail) social engineering attacks

Experiences the participants re-
port where themselves had been
attacked with some form of social
engineering attack that was not
e-mail. Could be for example on
social media, at the phone, via
messenger.

T4: "Does that also work when
you get calls? Uh, outside? I've
had people call me before who
also wanted my data."

Instant messenger

Participants report to have experi-
enced a social engineering attack
via a messenger application.

T8: "I have already received some
others, via WhatsApp too."

SMS

Participants report to have experi-
enced a social engineering attack
via SMS.

T8: "Something like that/ not
yet an e-mail, but I have already
received a SMS. Send me that
much money. "

Phone call

Participants report to have experi-
enced a social engineering attack
via phone call.

T4: "Does that also work when
you get calls? Uh, outside? I've
had people call me before who
also wanted my data."
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Social media

Participants report to have experi-
enced a social engineering attack
via social media.

I: "Have you ever experienced an
attack by e-mail?"

T8: "Not yet, actually. So only on
Facebook yet."

Experiences with attacks besides social engineering

Participant reports to have experi-
enced an attack that was no social
engineering attack.

T10: "I also survived an attack,
which also has to do with a virus,
but not directly via e-mail, but my
e-mail was also used for this. "

Consequences of attacks

Participants tell about conse-
quences for them that followed
from social engineering attack(s).
Can also be the absence of con-
sequences. Includes influence on
further use of e-mails or online
behavior.

I: "Has the attack influenced the
way you deal with emails?"

T12: "That I just pay more atten-
tion to who I write to and ask
again if such attacks happen.
What I should do or whether the
person can help me."

Yes

Participant reports consequences
that followed an attack. Can be
financial, social, emotional, etc.

I: "Did the attack have any conse-
quences for you? Did anything
happen afterwards?"

T12: "Yes. I fell into a very bad
illness, I got depressed.”

No

Participant reports that the at-
tack(s) had no consequences for
them.

I: "Did the attack have any conse-
quences for you? "
T1: "No."

Influenced e-mail usage

Participant describes that the ex-
perience with attacks influenced
their e-mail usage.

I: "Has the attack influenced the
way you deal with emails?"

T12: "That I just pay more atten-
tion to who I write to and ask
again if such attacks happen.
What I should do or whether the
person can help me."
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Assessment strategies

Includes everything the partici-
pants do to assess the trustworthi-
ness of e-mails.

T6: "Or you know how they write
or there are a few mistakes in the
text. The attackers sometimes
write, um / sometimes wrong
messages or something. Words
are missing in there and so on."

Suspicious clues

Participants mention clues that
they designate as useful to iden-
tify malicious e-mails. Can be
e.g. suspicious sender address,
urgency, links, etc.

T1: "Well, I'm always / so person-
ally I'm always careful when it
comes to account data. (...) And
private data."

Suspicious sender

Participant names sender address
as indicator for suspiciousness.
Can be an unknown sender,
address does not fit to content,
spoofed, etc.

T2: "If I don’t know the addresses,
then... (...) if there are so many
letters and that, then... I don’t
open it."

Implausibility

Participant assesses parts of the
e-mails content as implausible
and thus the e-mail as potentially
suspicious.

T10: "For example, as I had it
again today, which I also deleted
straight away, I realized that there
was some kind of subscription
playing around. But then I also re-
alized that I don’t have anything
like that."

Linguistic inaccuracy

Participant describes the style of
writing or formulations as sus-
picious. Can be grammar errors,
generic addressing, etc.

T6: "Or you know how they write
or there are a few mistakes in the
text. The attackers sometimes
write, um / sometimes wrong
messages or something. Words
are missing in there and so on."




D.1 CODEBOOK FOR THE ANALYSIS OF THE INTERVIEWS 79

Demands confidential data

Participants name the asking

for confidential data as suspi-
cious. Confidential data can be
e.g. address, name, bank account
number etc.

T3: For example, I would ask for
the points that are here, full name
and exact address. That would be
my exact home address, for exam-
ple. And the telephone number
would be my landline number in
this case. I would on this e-mail
for example / this doesn’t seem
quite serious to me."

Date or time

Participants designate dates or
time specifications in messages as
suspicious.

T3: "Some people or, often, give a
time, then I would be careful and
say: No. I would say that seems
strange to me."

Urgency/threat

Participant designates urgen-
cy/threat in messages as suspi-
cious.

T10: "My thoughts on this e-mail
are that the data is pretty much
forced to be given directly."

I: "And what do you think about
that?"

T10: "Yes, I get an uncomfortable
feeling about that."

Asking for money

Participant designates asking for
money in messages as suspicious.

T4: "How they write it down.
That’s how much money we want,
if not he threatens something. I
think that’s bad."

Pictures

Participants say pictures in mes-
sages are an indicator for suspi-
ciousness.

T10: "Yes, whether there are any
buttons here, for example. .. or
images like the DPD thing."

Similarity to known attacks

Participants use their knowledge
about attacks to assess messages
they get by comparing them to
attacks they know.

T2: "That’s difficult. Because I
think there was an e-mail like that
in the news. That you shouldn’t
reply to it."
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Link

Participant names in e-mail con-

tained links or attachments one is

asked to click on as suspicious.

T10: "Yes, whether there are any
buttons here, for example. .. or
images like the DPD thing."

Mentions data protection policy

Participants designates an e-mail
as suspicious because it is about
data protection policy.

T6: "Because I would be sure
that my data and so on would be
given out."

I: "Mhm (agreeing)."

T6: "Because it says data protec-
tion lines and they would then
have my data."

Trust clues

Participants mention clues that
they designate as useful to iden-
tify trustworthy e-mails. Can

be e.g. trusted sender address,
professional style of writing etc.

T4: "How they write it down.
That’s how much money we want,
if not he threatens something. I
think that’s bad."

Trusted sender

Participants state that a trusted
sender is a clue for trustworthi-
ness of the e-mail.

T2: "If I know them, yes. So if
[ knew the (...) If I knew the
sender, I think I would click.”

Unsuspicious concern

Participants name unsuspicious
content of messages as indicator
for its trustworthiness.

Ts: "Because it says nothing
about attacking. So it doesn’t
say anything about attacking or
what could happen or anything
else. It just says, because of data
protection and advertising."

Fits in situation

Participants describe to trust
messages when the content suits
to the situation, e. g. message
from delivery service when they
ordered something.

T2: "I would first have to check
whether I would receive a parcel
at all, whether I had ordered any-
thing. If I had ordered something,
then it would be trustworthy for

"

me.
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Linguistic accuracy

Participants designate an pro-
fessional style of writing, the
absence of spelling errors, a per-
sonal salutation etc. as clue for
trustworthiness of a message.

T3: "So you can tell that

it’s... what do you call it, that

it’s written more professionally.
That there’s no fraud or deception
behind it."

Picture

Participant explains to interpret
pictures in an e-mail as an indica-
tor for its trustworthiness.

T3: "Because there’s also a photo
with the original delivery bus.
(...) Because this photo is also
included."

Friendly wording

Participant explains to interpret
friendly wording in an e-mail as a
clue for its trustworthiness.

I: "What do you mean it’s good
down there?"

T4: "Because it’s so nice."

I: "Mhm (agreeing).

T4: "I would also write that to my
family from time to time."

Speak with others

Participants use their knowledge
about attacks to assess messages
they get by comparing them to
attacks they know.

T2: "That’s difficult. Because I
think there was an e-mail like that
in the news. That you shouldn’t
reply to it."

Family member

Participants state to speak with
family members for assessing the
trustworthiness of messages.

I: "Mhm (agreeing). And how
would you do that, find out?"
T12: "Either ask friends who
are also familiar with this kind
of thing. .. Ask family mem-
bers. .. ask people at work who
know about it."

Caregiver

Participants state to speak with
caregivers for assessing the trust-
worthiness of messages.

I: "Okay. And then what would
you talk to the employees about?"
T4: "That I get e-mails and that

I don’t know which e-mails I
should answer or not."
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Friend

Participants state to speak with
friends for assessing the trustwor-
thyness of messages.

T1: "And I've also asked around
among friends with similar expe-
riences."

Colleague

Participants state to speak with
colleagues for assessing the trust-
worthyness of messages.

T12: "First of all.. . to find out
whether it’s all really true. Be-
cause. .. it could be that it’s not
true at all."

I: "Mhm (agreeing). And how
would you do that, find out?"
T12: "Either ask friends who
are also familiar with this kind
of thing. .. Ask family mem-
bers. .. ask people at work who
know about it."

Examine links

Participants explain to examine
links to check on a messages’
legitimacy.

T10: "If then I would, as I might
still do, simply not press it prop-
erly and then go to "examine". An
extra window will then appear
with all the source code, right?
You can usually look there to see
what else is in there."

Online research

Participants state to do online
research for assessing the trust-
worthyness of messages.

T6: "Then you know where, who
wrote it or where it came from.
Or check whether it’s really from
the company or the person."

I: "Mhm (agreeing). How would
you check that?"

T6: "(...) That’s difficult. Maybe
look on the internet or something
like that."

Call alleged sender

Participant says they would call
the alleged sender to approve the
trustworthiness of the message.

T2: "Because if I have something,
I call the savings bank or the bank
straight away anyway to see if
it’s really true, or I go there in
person."
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Write back to sender

Participants explain they would
write back to the sender of a mes-
sage to assess its trustworthiness.

I: "And what would you do to
find out if the email is an attack?"
Ts: "Well then I would just, um,
to the perpetrators, write back
who it was."

Handling incidents

Inlcudes everything the partic-
ipants do to handle suspicious
e-mails or other forms of social
engineering incidents (e.g. phone
calls ect.).

I: "Then, have you ever received
an email where you weren’t sure
whether it was an attack or not?"
T6: "Well, I didn’t respond to it. I
deleted it immediately."

Delete message

Participant explains to delete mes-
sages they identify as suspicious.

I: "Then, have you ever received
an email where you weren’t sure
whether it was an attack or not?"
T6: "Well, I didn’t respond to it. I
deleted it immediately."

Ignore message

Participant explains to ignore
messages they identify as suspi-
cious.

T2: "Well, I read it, but I didn’t
answer it."

Block sender

Participant names blocking of
the sender as strategy to han-
dle incidents with suspicious

contacts.

I: "Okay. And how did you react
to this message?"

T1: "I first played along with

the game and then blocked the
person.”

Juridical steps

Participants explain they had
or would take legal action as

a consequence of a suspicious
message.

T4: "Mhm (thoughtfully). That I
tell the employees that I will go
to the police and show them, the
police, this e-mail."

Being careful

Participant names ‘being careful’
or similar as strategie to cope
with suspicious e-mails.

T11: "Yes, I handle it carefully,
carefully. First ask what it is. Yes,
what is it?"
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Get support

Participant reports to get help
from other people when having
to handle an incident with a
suspicious message.

I: "And what would you do to
find out if the email is an attack?"
Ts: "Well then I would just, um,
to the perpetrators, write back
who it was."

Caregiver

Participants say they get support
in handling suspicious messages
from caregivers.

I: "And if you were to receive an
e-mail like that, i.e. an attack,
how would you react to it?

T4: "First of all, I would let the
staff know that I'm getting calls
or e-mails."

Friend

Participants say they get support
from friends to handle suspicious
messages.

I: "And have you ever received
an e-mail that you weren’t sure
whether it was an attack or not?"
T8: "Yes, I've received one before
and I just asked my friend."

Family member

Participants say they get support
in handling suspicious messages
from family members.

T7: "From what ['ve read, that
sounds more like a threat to me.
I would either show them to my
parents when I'm with my par-
ents, or to the caregivers here,
and then talk about it."

Colleagues

Participants say they get support
in handling suspicious messages
from colleagues.

I: "Shown straight away. And who
do you show an e-mail like this to
when you say you /"

T11: "My colleagues or sometimes
my boss in [workplace]. Also
sometimes show [name]."

Individual factors

Includes everything in the con-
text of social engineering attacks
that is related to the participants
individual knowledge, habits,
attitudes or personality.

T7: "E-mail security, um...I don’t
like it at all when it comes to
e-mails, when it comes out so
publicly. So in the world at large."
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E-mail usage

Statements about the participants

e-mail usage. How often do they
use e-mails and for which tasks.

I: "And how often do you use
e-mail?"
T4: "Well, once or twice a week."

Few times per year

Participant states using e-mail
only a few times per year.

I: "Would you say that happens
several times a month or a few
times a year?"

T3: "A few times a year I would
tend to say..."

Few times per month

Participant states using e-mail a
few times per month.

T10: "Sometimes it’s like this,
sometimes like this.

I: "Yes, and so on average maybe
several times a week or only
every few weeks...?"

10: "Yes, maybe every few weeks.

"

Several times per week

Participant reports using e-mails
several times per week.

I: "And how often do you use
e-mail?"
T4: "Well, once or twice a week."

Daily

Participant reports using e-mails
daily.

I: "And how often do you use
e-mail?"
T1: "Daily."

Online services or shops

Participant says using e-mails to
use online services or shops.

I: "And what kind of things do
you use e-mails for?"

Ts: "Yes, for example, when I
register for something, I have to
enter my e-mail address."

Private communication

Participant says using e-mails for
private communication.

I: "And what kind of things do
you use e-mail for?"

T1: "Private e-mail correspon-
dence."
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Professional communication

Participant says using e-mails for
professional communication.

T2: "At work, I also answer and
write e-mails when I'm sitting in
the front office."

Communication with public authorities

Participant says using e-mails
for communication with public
authorities.

I: "Okay. And what kind of things
do you use e-mail for?"

T1: "Private e-mail correspon-
dence. Then with the public
authorities, for example."

Unclear

Text passages regarding the e-
mail use of participants where it
is unclear what the participants
mean or they say they do not
know.

T4: "When I write what I need

or what I don’t need. I also get
data that is so external and then

I delete it again and sometimes

it comes back, sometimes not,
sometimes again."

I: "Okay. And is that when you
write emails privately with some-
one, i.e. private contact or profes-
sional contact?"

T4: "I don’t even know anymore."

Understanding of clues

This code refers to the answers of
the participants on the questions
for the specific clues ‘sender ad-
dress’, ‘link” and "urgency” which
are asked in the last part of the
interview.

I: "One possibility would be to
take a close look at the e-mail
address from which the e-mail
was sent."”

T3: "That’s right."

I: "Why do you think that might
be useful?"

T3: "It would make it easier to
trace."
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Sender address

Answers of the participants on

the question for their understand-

ing of the specific clue "sender
address’ asked in the last part of
the interview.

I: "Another possibility would be
to take a closer look at the e-mail
address from which the e-mail
was sent. Why do you think that
could be useful?"

T8: "Useful?"

I: "To recognize an attack."

T8: "Yes, then everyone has a
different e-mail address."

Correct

Participant gives a correct ex-
planation for the clues 'sender
address’.

T10: "Because the sender ad-
dresses were actually always
made by the attackers themselves.
For example, websites that may
not even exist. Or the domain

in general, I can see that quite
easily."

I: "Mhm (agreeing). How do you
see that then?"

T10: "Here, for example, if it says
CZ or something like that on the
back. Or CN or whatever."

Incomplete

Participant gives an incomplete
explanation for the clue "sender
address’.

I: "So, one possibility would be
to take a close look at the e-mail
address from which the e-mail
was sent. Why do you think that
could be useful? To recognize an
attack."

T12: "Mhm (thoughtfully)

(...) Firstly, from which coun-
try...because sometimes the
attacks also come from other
countries. Not always, but often
enough. Um. .. Yes."
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No explanation

Participant gives no explanation
for the clue 'sender address’.

I: "One thing you can do is to take
a close look at the e-mail address
from which the e-mail was sent.
Can you imagine why that might
be useful?"

To9: "Mhm (thoughtfully) (...) I
don’t know anything about that."

Links

Answers of the participants on
the question for their under-
standing of the specific clue
‘link” asked in the last part of the
interview.

I: "Another thing you can do is

to look closely at links in e-mails.
Why do you think that could be
useful? (...) Okay, you're shaking
your head?"

T2: "I don’t know..."

Correct

Participant gives a correct expla-
nation for the clues 'link’.

I: "And if emails contain a link,
you should always take a close
look at it. Why do you think that
could be useful?"

T1: "(...) Because the link can be
dubious, so to speak?"

I: "Mhm (agreeing)."

I: "Yes."

I: "And what does dubious mean
to you?"

T1: "For me it means that it
doesn’t come from the company,
so to speak, but was set up for the
purpose of abuse."

Incomplete

Participant gives an incomplete
explanation for the clues ‘link’.

I: "Why do you think that could
be useful?"

T11: "You never know what's
behind it, or anything. Whether
there’s an attack behind it or
something else."

I: "What could be behind it, for
example / So what do you mean
by hidden or concealed?"

T11: "(...) I don’t know at the
moment."
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No explanation

Participant gives no explanation
for the clue "link’.

I: "And if the e-mail contains a
link, you should also take a close
look at the link. Why do you
think that could be useful?”

T8: "The link? Well...I'm not
getting any further."

False explanation

Participant gives a false explana-
tion for the clue 'link’.

I: "Another thing you can do is,
if an e-mail contains a link, you
can take a close look at the link.
Why do you think that could be
useful?"

T6: "Yes, it’s a bit useful for
people who have a disability,

of course. Then they know im-
mediately where they can look.
Because it’s often clarified via the
internet with people who don’t
have any experience with it yet."

Urgency

Answers of the participants on
the question for their understand-
ing of the specific clue "urgency’
asked in the last part of the inter-
view.

T1: "Because as you just said, the
pressure build-up / normally,
normally you argue for account
freezes. Because you're not,
you're no longer solvent or some-
thing, right? Or get counselors,
but not just like that without
argument.”

Correct

Participant gives a correct expla-
nation for the clues "urgency’.

I: "And why do you think that’s
suspicious?"

T1: "Because as you just said, the
pressure build-up / normally,
normally you argue for account
freezes. Because you're not,
you're no longer solvent or some-
thing, right? Or get counselors,
but not just like that without
argument."”
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Incomplete

Participant gives an incomplete Ts: "That um / For example,
explanation for the clue ‘urgency’. that’s just a threat. If someone
says, quick, quick, quick, and the
person can’t do it quickly, that’s a
warning, a threat."
I: "Mhm (agreeing). And why ex-
actly is that perhaps an indication
of an attack?"
T5: "Because the perpetrator re-
ally wants to have this e-mail
address."

No explanation

Participant gives no explanation  I: "Why do you think that’s suspi-
for the clue "urgency’. cious?"
To: "(...) Um, he could always
write worse. . . or something. And
you're not exactly sure whether
you can let that happen.”
I: "Yeah, what exactly do you
mean?"
To: "Yes, that’s always so difficult
to answer."

Insecurity with e-mails/technique

Participant expresses insecurity T2: "Um...I'm not familiar with
with e-mails and/or technique in  the technology anyway. And
general. that’s why I always get help from

someone else who can help me
somehow. And that / as I said, I
don’t know much about technol-
ogy. I'm always afraid that I'm
doing something wrong anyway."

Fear of attacks

Participant expresses fear of being T2: "With emails, I'm al-

attacked online. ways. .. I'm always afraid that
I'll somehow get a virus on my
cell phone. Or that it will be
hacked."
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Attitude towards security/privacy

Participant says something re-
vealing information about their
attitude towards privacy/security.

T7: "E-mail security, um...I don’t
like it at all when it comes to
e-mails, when it comes out so
publicly. So in the world at large."

Knowledge about attacks

Participant reports knowledge
about online attacks. Can base
on own experiences or other,
like e. g. speaking with friends,
read about it or similar. Can be
missing knowledge.

I: "Why do you think that’s suspi-
cious?"

To: "(...) Um, he could always
write worse. .. or something. And
you're not exactly sure whether
you can let that happen."

I: "Yeah, what exactly do you
mean?"

To: "Yes, that’s always so difficult
to answer."

Missing knowledge

Participants express a lack of
knowledge about cyber security.

I: "What are your thoughts on the
security of e-mails?"

T4: "I don’t know anything about
that."

Attacks

Participant reports missing knowl-
edge with regard to cyber attacks.

I: "Do you know of any attacks by
e-mail? (...) Have you ever heard
of anything?"

T9: "Nope."

Things on computer

Participant reports having a prob-
lem with something they do not
want happening on their device,
for example spam.

T7: "And I also don’t know how
to get rid of the, uh, this e-mails
that I always get, how I can best
get rid of it."
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Other

Participant reports missing knowl-
edge about something security
related but not attacks or things
happening on their computer.

T3: "I think we once did a test
like this / Somewhere I once did
a test like this. There are differ-
ences. Because you can / I think
you can tell whether it’s a real
link, i.e. a reputable one, so no
fake orno..." (...)

I: "Mhm (agreeing)."

T3: "But I don’t really know how
to tell the difference like that
anymore."

Social engineering

Participant shows knowledge
about social engineering attacks.

T1: "Not through an e-mail, but

I just remembered Facebook. If
you’ve commented on something
or something like that, there are
posts there. That trustworthy peo-
ple, both men and women, then
write, "How are you?" and then
more and more trust is gained,
right up to account details, which
are then requested.”

Grandchildren trick

Participant shows knowledge
about the ‘grandchildren trick’.

T6: "That you can use the inter-
net / Because I've also heard
about this, what’s the name of
this one? Where you write to the
grandma and suddenly it’s not
the grandchild."

Malware

Participant shows knowledge
about malware attacks.

I: "Do you know of any attacks
through emails?"
T8: "Virus."
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Account hacking

Participant shows knowledge
about account hacking.

Ts: "For example. .. For example,
if someone logs into my, my com-
puter’s e-mail and someone logs
in, (incomprehensible word) or
whatever it’s called. Exactly, it can
also happen that someone logs in
to my account, for example, and
it doesn’t work. So strangers who
want to try to access the e-mail."

Fake accounts

Participant shows knowledge
about fake accounts.

T6: "And I mean, there are no real
people on dating apps, more like
robots, like Als."

Social media

Participants talk about the possi-
bility of being attacked on social
media platforms.

T3: "I can say that I have never
registered for / on Facebook.
That means I can’t have received a
false message from someone like
that via Facebook."

Dating apps

Participants talk about the possi-
bility of being attacked on dating

apps.

T6: "Oh yes, especially dating
apps. Getting to know people
that way. That’s especially / So
for young people and adults.
That’s bad, because they’re usu-
ally photos that have simply been
stolen."

Source

Participants talk about where they
got their knowledge about cyber
securits from.

T2: "And the, someone / I think
I did a smartphone course and I
just looked to see what it was."

Self-assessment

Participant expresses assessment
of their own capabilities to detect
phishing attacks.

I: "How difficult or easy do you
find it to recognize attacks by
e-mail?"

T6: (...) "Yeah, like that, average.
Normal, in the middle."
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Easy

Participants say that it is easy for
them to detect phishing.

I: "How difficult or easy do you
find it to recognize attacks by
email?"

T10: "Well, I personally find it
easy because you can usually tell
from the email, from the address.'

1

Medium

Participants say that it is medium
difficult for them to detect phish-

mng.

I: "How difficult or easy do you
find it to recognize attacks by
e-mail?"

T6: (...) "Yeah, like that, average.
Normal, in the middle."

Hard

Participants say that it is hard for
them to detect phishing.

I: "How difficult or easy do you
find it to recognize attacks by
e-mail?"

T2: "Difficult."

Not know

Participants say that they can not
tell if it is hard or easy for them
to detect phishing.

I: "How difficult or easy do you
find it to recognize attacks by
e-mail?"(...)

T11: "Mhm (thoughtfully) (...) I
don’t know right now."

Other

Text passages about individual
factors that do not fit into one of
the other categories.

T6: "But sometimes I still fall for
it."

I: "Mhm (agreeing)."

T6: "Yes, sometimes it arouses
curiosity, of course."

Challenge

Includes everything were the
participants name as being dif-
ficult for them or what can be
categorised as problematic in the
context of e-mail security.

Ts5: "Um. ..My e-mail thoughts
are just that (...) um, I don’t
know myself right now.

But. .. that (...) It’s difficult to
explain right now."
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Problems with reading/understanding text

Participant shows problems to
fully understand a text or reports
difficulties with reading.

T4: "Because. . .it says something
/ because I don’t understand

it. And I always need help. I
have such a / also a bit reading
difficulties."

General reading difficulties

Participant reports to have diffi-
culties with reading.

T4: "Because. . .it says something
/ because I don’t understand it.
And I always need help. I have
such a / also a bit of a reading
disability."

False interpretation of text

Participants” statement implies
that they interpreted the text dif-
ferently from what was actually
written to an amount that shows
a severe misunderstanding of the
text.

I: "And what are your thoughts
on this e-mail?" [e-mail 3, which
asked for an address, not men-
tioned any money]

T11: "(...) That I should give
money." (...)

I: "Why?"

T11: "Because they want money."

Unknown word

Participant says that they do
not know a word or asks for the
meaning of a word.

T12: "What is ‘metaproducts’?
I've never heard of it before."

English

Participant asks for the meaning
of an English word or says that
they does not know the meaning
of an English word.

T3: "Oh wait, tracking, what does
that mean here?"

Expressed difficulty

Participants express some sort of
difficulty during the interview.

I: "How difficult or easy do you
find it to recognize attacks by
e-mail?"

T2: "Difficult."
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Problem explaining what they mean

Participant expressed difficulties
to explain what they mean.

T5: "Um. ..My e-mail thoughts
are just that (...) um, I don’t
know myself right now.
But...that (...) It’s difficult to
explain right now."

Self-assessment

Participant explains that they
find it hard to identify malicious
e-mails.

I: "How difficult or easy do you
find it to recognize attacks by
e-mail?"

T2: "Difficult."

Difficult question

Participant says that they find a
question difficult to answer or to
understand.

To9: "Mhm (thoughtfully), have to
think for a moment. (...) That’s
kind of a difficult question."

Other

Participants expressed difficulties
that can not be categorised into
the other codes.

T12: "That’s because I'm not yet
very good at a lot of things with
e-mail. And that’s why someone
else always does it for me."

Problematic behavior

Participants report behavior
which is problematic in the con-
text of cybersecurity.

T3: "Oh wait, tracking, what does
that mean here?"

Definition of trusted sender

Participants’ statement implies a
somehow problematic definition
of ‘trusted sender’. e.g. when
considering DPD as trustworthy
because they know DPD but with-
out looking at the concrete e-mail
address.

T4: "That they are trustworthy."

I: "Okay. And why do you think
that?"

T4: "Because I used to like order-
ing things there. And they also
sent my father’s e-mail over."
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Plausibility as only clue

Participant would assess an e-
mail as trustworthy only because
its” content appears plausible
without looking at other clues.

I: "But do you think that this e-
mail could be an attack or that it
is trustworthy?"

T2: "(...) I would first have to
check whether I had received a
parcel at all, whether I had or-
dered anything. If I had ordered
something now, then it would be
trustworthy for me."

Write back to sender

Participant explains that they
would write back to the sender of
an suspicious e-mail to find out
about its’ trustworthiness.

[about e-mail 1] T6: "Then, of
course, I write to the person them-
selves to find out whether it’s
really genuine or whether they’re
deceiving me or something. So
first write in a reasonable tone.
Not like that..."

Support suggestion

Includes everything the partici-
pants say that would help them to
deal with e-mail attacks.

I: "What would help you to recog-
nize attacks by e-mail?"

T11: "If you went to someone
immediately and showed them
that first."

Support person

Participant says that it would
help them to have a supporting
person.

I: "What would help you to recog-
nize attacks by e-mail?"

T11: "If you went to someone
immediately and showed them
that first."

Supporting software

Participant says that it would
help them to have a software
supporting them in detecting
phishing.

T2: "What would help me? (...)
Yes, somehow, that they warn
me with a red button or with a
red. .. something red where it
stops or doesn’t open. I don’t
know. Some kind of hint maybe."
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Education

Participant says that education
would be helpful for them to
detect phishing.

I: "What would help you to recog-
nize email attacks?"

T12: "That people get better
informed about e-mail attacks."

Contradiction

Code to mark contradictions in
the interviews.

I: "Yes, do you know of any at-
tacks by e-mail?"
T12: "No." [but previously de-
scribed an attack]

Unclear

Text passages where it is unclear
what the participants mean.

I: "And what would you do to
find out if the e-mail is an at-
tack?"

T4: "Go to the site where you
get the e-mails and then see if
there are any people hacking my
e-mails."
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TASK

E-mail 1

Everything that the participant
says about e-mail 1 in the e-mail
assessment task.

(...) [T1 reads e-mail 1] 00:07:43-
00:08:13

T1: "Jo."

I: "Okay. All right, no questions?"
T1: "Yes, yes."

I: "Very good. Then the first ques-
tion. Have you ever received a
similar e-mail before?"

T1: "Yes, I have."

E-mail 2

Everything that the participant
says about e-mail 2 in the e-mail
assessment task.

(...) [T2 reads e-mail 2] 00:13:26-
00:14:02

T2: "Mhm (agreeing)."

I: "Are you through?"

T2: "Yes."

I: "Okay. Have you ever received a
similar e-mail before?"

T2: "No."

E-mail 3

Everything that the participant
says about e-mail 3 in the e-mail
assessment task.

(...) [T4 reads e-mail 3] 00:16:27-
00:16:32

T4: "That’s from DPD."

I: "Mhm (agreeing)."

T4: "I think they want the parcel
to arrive or not be damaged. I
think that here at DPD, it’s good."




CODEBOOK

ET - assessment

The participants” assessment of
the example e-mails in the e-mail
task (ET).

T10: "I do believe that this is an
attack."

Attack

Participant thinks an e-mail in the
assessment task is an attack.

T10: "I do believe that this is an
attack."

Trustworthy

Participant thinks an e-mail in the
assessment task is trustworthy.

T1: "It is definitely serious."

Uncertain

Participant is not sure if an e-
mail in the assessment task is
trustworthy or not.

T6: "So a bit / (incomprehensible
00:20:15-00:20:19) So trustworthy,
so a bit. Half in that way."

ET - reasonableness of choice

Text passages that contain jus-
tifications of the participants’
assessment of the example e-mails
in the assessment task.

T3: "Because there’s also a photo
with the original delivery bus."

Reasonable

Participant gives reasonable jus-
tification for assessment of an
e-mail in the assessment task.

[about e-mail 2] T1: "Because

I think that, depending on her
gender, Kim is a user or a user
who is simply a client, I'll say, or
a client in Meta."

Partially reasonable

Participant gives a partially
reasonable justification for as-
sessment of an e-mail in the
assessment task.

T12: "I wouldn’t accept the money.
Because it’s a stranger you don’t
know. You don’t know whether
there are any debts or anything
else in the inheritance."

Not reasonable

Participant gives a justification for
assessment that is not reasonable.

T3: "Because there’s also a photo
with the original delivery bus."
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ET - clicking/responding behavior

Participant says wheher they
would click/respond or not to the
e-mail in the assessment task.

I: "And the e-mail asks you to
reply. Would you answer it?"
T1: "No, definitely not."

Yes

Participant says they would
click/answer.

T5: "Well, I would click on it, yes."

No

Participant says they would not
click/answer.

I: "And the e-mail asks you to
reply. Would you answer it?"
T1: "No, definitely not."

Uncertain

Participant says they is uncertain
if they would click/answer.

I: "Right, while we’re on the sub-
ject of the button, would you click
on it?"

T7:" Phew...I'm rather unsure
about that now."

ET - reading time

Time the participant spend to
read the e-mails in the assessment
task. Can be either short, medium
or long. Categories are differ-

ent for every e-mail, depending
on the respective reading times
for each e-mail. Upper quantile:
long; lower quantile: short; all in
between: medium.

(...) [T6 reads e-mail 3] 00:18:51-
00:19:12

Short

E-Mail 1: reading time between o and 22 sec
E-Mail 2: readingtime between o and 20 sec
E-Mail 2: readingtime between o and 14 sec
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Medium

E-Mail 1: readingtime between 23 and 54 sec
E-Mail 2: readingtime between 21 and 43 sec
E-Mail 3: readingtime between 15 and 25 sec

Long

E-Mail 1: readingtime more than 54 sec
E-Mail 2: readingtime more than 43 sec
E-Malil 3: readingtime more than 25 sec
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