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Abstract

This thesis explores the role of the European Union (EU) as a global actor in the domain
of cybersecurity and cyber capacity building (CCB). It integrates perspectives from inter-
national development, cyber governance, international cybersecurity, and the EU’s global
actorness to analyse how the EU portrays cybersecurity, capacity building, and its role as
a global development actor. By utilising frame analysis, the study assesses the EU’s stra-
tegic global frameworks, cyber diplomacy, international cybersecurity and CCB docu-

ments.

The research highlights that the EU uses a multifaceted approach in its framing, inter-
twining external and internal security, normative values, growth, and geopolitical con-
cerns. This signifies the importance the EU places on cybersecurity for both global and
European stability and prosperity. While the EU strongly advocates for a human-centric
digital transformation that is based on an idealist approach and fundamental rights, my
analysis shows that its initiatives are also influenced by strategic and geopolitical consid-
erations. Eurocentric perspectives and (post)colonial imaginaries of power create this
dual narrative together with the EU’s goal to carve out a unique identity in a changing
world order through technology and cyberspace. My thesis critically examines the EU’s
endeavours to promote global cybersecurity development, revealing tensions between the
EU’s normative goals and its rising strategic interests, highlighting the influence of colo-
nial power structures, and identifying risks of perpetuating global inequalities despite the
EU’s emphasis on equal partnerships. The research contributes to the literature on inter-
national cybersecurity, international development, and EU external relations, providing

insights into the complexities of the EU’s position in the global digital arena.

Key words: cyber capacity building, EU as a global actor, cybersecurity, international

development, geopolitics, human-centric digital transformation.

A comment on the vocabulary: There are various labels and terminologies, e.g. ‘net,” ‘e-,” ‘digital,’ etc. I
decided to stick with the term ‘cyber-’in particular, as this is used by the EU and the academic literature
I am referencing. However, I am aware of the critical debate surrounding this terminology, especially in

relation to the mystification of ‘cyber.’



Table of Contents

List Of ADDIEVIAtIONS......eouiiiiiiiieiieiiieieeertet ettt st 3
L. INErOAUCHION L.ttt sttt ettt et sbeenbeeneesieens 4
1.1. A Global Studies Approach to Cybersecurity ........cceecveevueerieeciienieeieeiie e 4
1.2. International Development and the Role of Technology ...........ccccceeviieviieniienennne. 6
1.3. Geopolitics in Transition: Colonial Legacies and Cyberfrontiers.......................... 8
1.4. Problem Statement and Research QUEStIONS ............cccveeeeiiieeciieeeciieeeiieeeiee e 10
2. The Evolution of Cybersecurity and Capacity Building Policies .............ccceeeenennnen. 12
3. Theoretical FrameWoOrK .........ccccociiiiiiiiiiniiiiiieteiece e 15
3.1. International Development............ccceeviiiiiiiiiieiiierie et 15
3.2. CyDEr GOVEINANCE ......ceetieeieeiiieeiieeiieniteeteeeteeeteeseeeeteesseessbeenseesnseeseessseeseesnsaans 18
3.3. International CyDEISECUIILY .......cccueeriieriiieiieniieeieeriie et e etee et eereesaeeseeeeseesaveens 23
3.4. The EU as a Global Actor in Cyberspace?..........ccccueeeueerierieenienieenieseeenieesnens 25
4. Literature Study: Cyber Capacity Building...........c.cccceeviieniiiiiiiniiiiieiecieeeeeeeeen 29
4.1. Definitional CIUSTETS .......cceiiiirieriiieiiesieeie ettt 29
4.2. Main CharacCteriSTICS . ...ccuuerueeueruierteeieritenieete et st et st ste ettt ete st sae e aeeaeesaeenee 31
4.3. Tensions in the LIterature........ccueveiriirieriiiieiieneeieeesieee et 32
4.4. A Tool for FOreign POLICY? .....c.cooiiiiiiiiiieiiecieeece e 35
5. MELhOAOLOZY ...ttt ettt st e et e s e e beesabeenbeesnaeenseas 36
5.1. Critical Frame ANaLySiS........cccveriieiiieiiieiieniie ettt ettt sveeseesaaeens 37
5.2.Data SEIECHION ....covuiiiiiiiiiiiiieeite et e 43
0. ANALYSIS .ttt et ettt et e et e e ta e e beeenteebeeeabeenbeennbeenseas 47
6.1. Positioning the EU as a Global ACtOr .........ccceeeiiiiniieiiieieeieeecieeeee e 47
6.2. Decoding the EU’s Cyber Capacity Building Agenda...........cccceecvvevieniieninennnnns 57
7. DISCUSSION ..eutitiriieiieieeit ettt ettt ettt sb ettt sb et e e sht et et sae e bt eatesbe e beentesaeenbeenees 65
8. COMNCIUSION ...ttt ettt ettt et sbe et st e bt esbeeatesbeenbesanens 69

0. BIDLIOZIAPNY ...t ettt naeenneas 72



List of Abbreviations

ABBREVIATION EXPLANATION

ACP African, Caribbean and Pacific Group of States

CBM Confidence-building measures

CCB Cyber Capacity Building

CERT Computer Emergency Response Team

CS Cybersecurity

CSIRT Computer Security Incident Response Team

CSO Civil Society Organisation

DCAF Geneva Centre for Security Sector Governance

DG CNECT Directorate-General for Communications Networks, Content and
Technology

DG HOME Directorate-General for Migration and Home Affairs

DG INTPA Directorate-General for International Partnerships

DG NEAR Directorate-General for Neighbourhood and Enlargement Negotia-
tions

DSM Digital Single Market

EDF European Development Fund

ENISA European Network and Information Security Agency (EU)

EPRS European Parliamentary Research Service (EU)

EU European Union

EUISS EU Institute for Security Studies

FPI Foreign Policy Instrument (EU)

GCCS Global Conference on CyberSpace

GDPR General Data Protection Regulation (EU)

GFCE Global Forum on Cyber Expertise

GPPI Global Public Policy Institute

ICT Information and Communications Technology

IGF Internet Governance Forum (UN)

IT Information Technology

ITU International Telecommunication Union (UN)

NATO North Atlantic Treaty Organisation

NDICI Neighbourhood, Development and International Cooperation Instru-
ment — Global Europe (EU)

NGO Non-Governmental Organisation

NSA National Security Agency (United States)

NUPI Norwegian Institute of International Affairs

OEWG Open-Ended Working Group (UN)

SDG Sustainable Development Goals

UN United Nations

UN GGE UN Group of Governmental Experts on Developments in the Field
of ICT in the Context of International Security

RUSI The Royal United Services Institute for Defence and Security Stud-
ies (UK)

WSIS World Summit on the Information Society (ITU)



1. Introduction

Cybersecurity has become a critical issue in global politics, as evidenced by numerous
instances that have come to light in recent years. These include attacks on Estonian e-
Government services in 2007, the Snowden revelations in 2013 which uncovered major
international wiretapping activities by the NSA, Russian hacker groups involvement in
the Hilary Clinton election campaign in 2016, numerous cryptocurrency frauds and data
thefts, ransomware attacks by groups like Wannacry, the role of cyberattacks and espio-
nage in conflicts from Ukraine to Iran, and TikTok as a topic of heated debate in global
politics — the list is endless.! These events highlight the ubiquity of cyber threats and their
potential global impact.

Cyberattacks target sensitive data of individuals, the sovereignty of national governments
or even cross-border processes, with ordinary people remaining the most vulnerable vic-
tims.? And the significance of these issues only continues to grow as our personal and
professional lives become increasingly reliant on digital networks and technology, mak-
ing cyber-related threats “one of the greatest global risks now.”® However, not all regions
and countries are considered to have equal resources and infrastructure to address these
threats. This is where international development actors come into play, which aim to ad-
dress digital inequalities and call for cyber capacity building to enhance cybersecurity,
resilience, and digital skills worldwide. However, the geopolitical landscape, both in the
Global North and in the South, plays a crucial role, with Southern countries facing the
intersection of competing global interests. This study examines how the EU positions
itself as a global development actor in the field of cyber capacity building and how it
constructs a European identity through its international cybersecurity development activ-

ities.
1.1. A Global Studies Approach to Cybersecurity

Understanding cybersecurity in global politics requires a comprehensive approach to
cyber capacity building. The field of Global Studies provides a suitable framework, rec-

ognising the interconnectedness of the local and global and rejecting binary, Western-

! Deibert, ‘Cyber-Security’, 324-25; Kerttunen and Eneken, ‘The Politics of Stability. Cement and Change
in Cyber Affairs’, 61; Chiappetta, ‘The Cybersecurity Impacts on Geopolitics’, 61-63.

2 Chiappetta, ‘The Cybersecurity Impacts on Geopolitics’, 65.

* Chiappetta, 67.



centric thinking. This perspective enables a more nuanced understanding of global entan-
glements, critical perspectives on technology and development, and challenges conven-
tional wisdoms and flawed assumptions. The Global Studies approach is informed by a
historicised and postcolonial angle and will shape the conceptual framework and meth-
odology of this thesis.* While the Internet and technological advancements may seem
global, it is important to note that there is no single, unified digital space that is inherently
global. It is shaped by both local and international actors, and power dynamics are present
within it, which is why the Internet and digital technologies are always in an intertwined

process of becoming globalised and deglobalised.

In the postcolonial approach, there are a few key concepts that shape the analytical per-
spective. One such concept is the coloniality of power (colonialidad de poder) by the
Peruvian sociologist Anibal Quijano.> It refers to the ongoing continuation of colonial
power structures beyond the formal existence of the colonies, maintaining the relationship
between the coloniser and colonised. This dynamic perpetuates the remnants of colonial
times, referred to as the colonial legacy, and is evident in the core of the global capitalist
system. Quijano argues that this system is Eurocentric and based on the exploitation of
racialised people from former colonies.® Furthermore, it influences European foreign and

development policy until today through knowledge production and discursive power.’

The European Age of Enlightenment established a Eurocentric worldview,® which posi-
tions Europe (or the West) as the focal point of history, modernity and knowledge, while
deeming the rest of the world as backward, traditional and irrational. This results in the
non-West being constructed as the ‘Other,” as famously analysed by Edward Said in his
pivotal work, Orientalism.’ The Eurocentric worldview underpins the way we think about
history, geography and innovations. This perspective shapes our understanding of empir-
ical reality and suggests that the most influential political and social concepts, such as

democracy, the nation-state, peace, progress, science and technology, originated from the

4 Middell, “What Is Global Studies All About?’; Darian-Smith and McCarty, ‘Why Is Global Studies Im-
portant?’

5 Quijano, ‘Colonialidad del poder, Eurocentrismo y América Latina’.

¢ Quijano, 208.

7 Sebhatu, ‘Applying Postcolonial Approaches to Studies of Africa-EU Relations’, 40-42.

8 Unwin, ‘Development Agendas and the Place of ICTs’, 8.

9 Said, Orientalism.



pens and minds of clever Europeans. However, postcolonial historians argue that this is
a distortion of reality. Eurocentrism is deeply ingrained in the European intellectual un-
derstanding of society and has been used to justify Europe’s actions around the world for
centuries. It was instrumental to maintain power and wealth gained through colonisation

and exploitation, continuing into the postcolonial period of history.!°

The main objective of Global Studies is to shift focus away from Europe as the centre and
instead view it from a decentred or provincialised perspective. I adopt this analytical ap-
proach because it strives to reevaluate Europe’s role in its relationship with the non-Eu-
ropean so-called developing countries, and to challenge the notion that Europe has been
more important to Africa than vice versa. By examining historical narratives and decon-
structing the idea of the EU as a global development actor, this approach seeks to question
traditional discourses and bring attention to colonial continuities in how the EU imagines
itself as a global player in a multipolar world order.!! This perspective informs my ap-
proach to EU international development in the field of cybersecurity, conceptualised as

cyber capacity building.
1.2. International Development and the Role of Technology

The roots of development can be traced back to the period of decolonisation after World
War II. Former colonies were gaining independence, but power and influence continued
to be asserted in a different, more subtle way. The ‘colonies’ turned into ‘underdeveloped
countries’ or the ‘third world.” This transformation gave rise to the concept of ‘develop-
ment.” It morphed the colonial European ‘superiority’ over racialised peoples into an in-
tegrated, institutionalised system. The objective now was to bring about social and polit-
ical change, fight poverty, and integrate these countries into the world economy. The
same ideological foundation emerged in new disguise. A whole development ‘industry’
evolved, including a wide range of international organisations, research institutes, gov-

ernmental and non-governmental agencies.'?

19 Blaut, The Colonizer’s Model of the World: Geographic Diffusionism and Eurocentric History., 9-10;
Sebhatu, ‘Applying Postcolonial Approaches to Studies of Africa-EU Relations’, 40—43.

! Orbie, ‘The Graduation of EU Development Studies’, 599; Sebhatu, ‘ Applying Postcolonial Approaches
to Studies of Africa-EU Relations’, 43.

12 Cooper and Packard, ‘Introduction’, 1-2.



Technology has always played a significant role in development. It is important to recon-
sider the understanding of technology in development, which tends to be Eurocentric and
diffusionist. This perspective views technology as originating in the West and then being
introduced to the ‘developing world’ for positive change. This creates a dynamic of ‘cen-
tre’ and ‘periphery,” with innovations supposedly flowing from the West to the rest of the
world.!? European-centred technology, from mining to ‘conventional’ medicine, has of-

ten been portrayed as ‘heroic’ and has reinforced global dependencies and hierarchies.!*

The 20" century saw a shift in global leadership in innovation and progress. It became
clear that the United States were surpassing Europe as the pacesetter in technological
developments. This switch impacted not only Europe itself, but also its colonies and for-
mer colonies. European technological dominance slipped away.!> Pioneering technolog-
ical inventions such as the Internet, mobile phones and computers, social media platforms
like Instagram and WhatsApp, as well as recent advancements in blockchain technology

and artificial intelligence, predominantly originate in the United States.

Despite the EU falling behind in technology, and development policies changing over
time, technology continues to be a key element in development. Digitisation has become
a fundamental component of various EU policy initiatives, including development and
neighbourhood policies. While in the 20" century, development focused on building
physical infrastructure such as dams, bridges, or highways, in the 21 century, develop-
ment efforts also incorporate digital technology. Cyber capacity building (CCB) is a par-
ticularly timely area of international cooperation concerning cyber-related issues, focus-
ing on bolstering digital infrastructure against cyberattacks, improving digital skills, or

developing secure e-government services.

Digital technology is an issue of our daily life; but it also affects international relations,
power dynamics, and security concerns. The shift from traditional to digital infrastructure
and capabilities mark a new era in geopolitics, which now includes information flows,

cybersecurity, and digital innovations. So, how does geopolitics come to play here?

13 Blaut, The Colonizer’s Model of the World: Geographic Diffusionism and Eurocentric History., 11-12.
14 Arnold, ‘Europe, Technology, and Colonialism in the 20th Century’, 89.
15 Arnold, 90.



1.3. Geopolitics in Transition: Colonial Legacies and Cyberfrontiers

Geopolitics, what it means and what it can offer, is widely discussed. In its definition,
geopolitics refers to how states compete for control and influence over territory. The idea
of geopolitics has its roots in Western imperial thinking about global affairs and projects
a particular understanding of geography and politics to delineate ideological and cultural

(113

distinctions.!® Imperial geopolitical thinking manifests itself in rhetoric like ““the spread
of free markets’ or the ‘diffusion of democracy.””!” Already the division between the
‘developed’ Global North and the ‘underdeveloped’ Global South is shaping a “geopolit-

ical reality.”!®

An example for geopolitics in practice is the “Scramble for Africa.” The term refers to
the competition among European powers to divide and control African land and re-
sources.!” In the 1950s, during the Cold War, Africa once again became a disputed terri-
tory for geopolitical competition and a proxy venue for the rivalry between the US and
the Soviet Union.?’ Today, Africa is “reemerging as a key space of interest in the geopol-
itics of globalization, with the EU, China, the United States and others scrambling for

control over Africa’s vast natural resources and emerging markets.”?!

The digital sphere is becoming increasingly relevant for geopolitics. International actors
start to contest for digital territories, build strategic alliances, and assume competing
roles. While Europe may not be as innovative as the US and China, it is positioning itself
as a regulator and a normative power. It advocates for a “human-centric digital transfor-
mation” and places data protection, privacy, and the ethical use of technology at the heart
of its agenda. The EU thereby aims to distinguish itself from other global players as the
22

‘good’ or ‘soft power’ and “emerge as a separate ‘pole’ for a multipolar world order,

while aiming to address US hegemony, dependency on Chinese production, and the

16 Kumar, Geopolitics in the Era of Globalisation. Mapping an Alternative Global Future, 7-8.

17 Flint, Introduction to Geopolitics, 16.

18 De Roeck, Delputte, and Orbie, ‘Framing the Climate-Development Nexus in the European Union’, 10.
1 Flint, Introduction to Geopolitics, 13.

20 Hansen and Jonsson, ‘Bringing Africa as a “Dowry to Europe™, 461.

21 Hansen and Jonsson, 461.

22 Kumar, Geopolitics in the Era of Globalisation. Mapping an Alternative Global Future, 44.



influence of authoritarian regimes.?> However, the effectiveness of this strategy hinges
on the EU’s ability to garner widespread support outside its borders, including from coun-

tries in the Global South.

Despite the historical baggage of colonialism, both the EU and the US seem to rely on
their deep historical and cultural ties when engaging with the countries in the Global
South. However, historical grievances often taint present-day relationships, leading many
nations to approach Western partnerships with scepticism. They are wary of potential
neocolonial undertones and new forms of digital colonialism and are dissatisfied with
being seen as mere recipients of development initiatives, rather than equal partners. In-
stead, many countries turn to China and Russia as their alternative partners. These part-
nerships are appealing because they come with less historical baggage and fewer condi-
tions, allowing recipient countries to pursue their development goals more inde-

pendently.*

Additionally, the relationship between geopolitics and cybercrime has become increas-
ingly intertwined. Hacking, espionage and digital interference are now being used as tools
by states to exert influence and power on the international stage. Especially for larger
powers, cyberspace is becoming a strategic tool, and in some cases, a weapon. It is an
environment that is increasingly integrated into the political, geopolitical, and military
sphere, a source of tension and competition.?> Geopolitics is also being debated more
intensely in the EU context, and I integrate it into my analysis as an angle to examine the

EU as a global actor.

In her trenchant paper, Interrogating the Cybersecurity Development Agenda: A critical
reflection, Louise Marie Hurel (2022) invites a broader and more in-depth exploration of
literature on cybersecurity in the context of development. Hurel emphasises the im-
portance of adopting a critical, reflective perspective and addressing the marginalisation

of the Global South in cybersecurity development. I agree with her perspective and intend

23 Fritzsche and Spoiala, ‘The EU-AU Digital Partnership’, 5; Erforth and Martin-Shields, ‘Where Privacy
Meets Politics: EU-Kenya Cooperation in Data Protection’, 142; Fritzsche and Spoiala, ‘The EU-AU Dig-
ital Partnership’, 24.

24 1zycki, Van Niekerk, and Ramluckan, ‘Cyber Diplomacy’, 416-24; Fritzsche and Spoiala, ‘The EU-AU
Digital Partnership’, 17.

25 Chiappetta, ‘The Cybersecurity Impacts on Geopolitics’, 71.



to further contribute to this approach by critically examining the EU’s role as a global
actor in cybersecurity development — an aspect that has not been sufficiently addressed

in the literature so far.
1.4. Problem Statement and Research Questions

In recent years, the European Union has been increasingly integrating digital transfor-
mation into its policy initiatives and activities, including international partnerships and
development policy. Historically, international development can be interpreted as the
continuation of postcolonial power dynamics, with the West explicitly or implicitly posi-
tioning itself as an advanced, superior provider of technology and knowledge, catering to
a Eurocentric paradigm. In the past decades, a lot has changed in rhetoric, practices and
world order. However, these dynamics are persistent even in contemporary approaches to
development, including digital development. In contrast to other global powers, the EU
positions itself as a regulator and normative power advocating for a human-centric digital
transformation and trying to advance European norms and values internationally through

cyber capacity building.

However, while the EU presents its global digital initiatives as grounded in normative
aspirations concerning democracy, human rights, and the rule of law, it remains unclear
to what extent these efforts are influenced by underlying geopolitical strategies and secu-
rity concerns. This study hypothesises that while the EU emphasises normative, human-
centric values in its international digital development rhetoric, its cybersecurity and cyber
capacity building efforts are likewise significantly motivated by geopolitical interests,

reflecting a strategic approach to global cyber governance.

This thesis investigates the role of the EU as a global actor in cybersecurity development.
I argue that the colonial legacy of the EU’s position as a global actor in continues to
influence the field of cyberspace and digital technologies today. By analysing the EU’s
framing of cybersecurity and its cyber capacity building initiatives, this research will con-
tribute to filling the literature gap of the EU as a global actor in CCB and critically analyse

the EU in its most contemporary form of being a development actor.

To explore the issue, the following research question has been developed:

10



How does the EU frame the cybersecurity domain and its contribution to cyber-

security and cyber capacity building?

The focus of the question is on the EU as the central actor, with an analytical focus on
framing and a thematic focus to the EU’s perception of international cybersecurity and its
role in cyber capacity building. The main research question is supported by sub-questions
to clarify the process. The first sub-question is based on the critical, and historically in-

formed perceptions that are essential in Global Studies:

To what extent does the EU’s role as a global digital actor in cybersecurity and
cyber capacity building rely on postcolonial structures and Eurocentric ideolo-

gies?

Based on the explorative research I have conducted on the EU and its digital development
activities, I have developed a second sub-question. It centres around the EU’s dual role
as a soft power with a normative, human-centric approach, as well as a geopolitical power

with strategic interests. This sub-question will help to assess this positioning.

How does the EU balance its commitments to an idealistic, human-centric digital

transformation with potential realist, geopolitical, and strategic interests?

In answering these questions, I will proceed as follows: First, the background chapter
offers contextual information on international and EU cybersecurity efforts as well as
processes and institutions of cyber capacity building. The theoretical framework provides
theoretical context for my research case in the fields of international development, cyber
governance, international cybersecurity and the EU as a global digital actor. In the litera-
ture study, I examine existing literature on CCB, looking at characterisations, tensions
and political aspects. The methodology chapter elaborates on my research design and the
primary methodological tool, frame analysis. Next, I give a detailed analysis of the EU’s
framing of itself as a global actor and of cybersecurity and CCB based on the analysed
documents. Following that, I discuss and interpret the findings, highlighting the implica-
tions for the EU’s role as a global actor in cybersecurity development. Finally, I summa-

rise my main findings and present concluding remarks.

11



2. The Evolution of Cybersecurity and Capacity Building Policies

The first United Nations resolution on cybersecurity was adopted in 1999, marking a piv-
otal moment for the multilateral approach to cybersecurity governance.?® In the early
2000s, cyber capacity building emerged on international agendas. International organisa-
tions like the International Telecommunication Union (ITU) and NATO included capac-
ity building for the use of ICTs in their mandates and reports.?’” The ITU World Summit
on the Information Society (WSIS) took place in 2003 in Geneva and in 2005 in Tunis,
resulting in a joint declaration and agenda for developing an Information Society and
placing cybersecurity and cyber governance on international political agendas.?® In 2015,
the WSIS+10 meeting took place in New York and called for a better connection of
Global South countries and the integration of ICTs into the Sustainable Development

Goals (SDGs).?’

Despite making a start, it took several years for CCB to take off. Only in the 2010s did
projects start to exceed more than ten per year. While CCB has grown continuously, it
has received relatively little attention and financing compared to other fields in the inter-
national development community.>® One challenge is that CCB projects are interdiscipli-
nary and bring together various parent communities. However, these communities tend
to operate in silos, creating barriers that require considerable time and effort to over-

come.>!

In recent years, actions have been taken to prevent further patchwork and fragmentation
in CCB. The Global Forum on Cyber Expertise (GFCE) is a prominent platform where
multistakeholder actors from various disciplines come together to discuss best practices

and the future of CCB. The GFCE was established in 2015 at the Global Conference on

26 Schia, ‘The Cyber Frontier and Digital Pitfalls in the Global South’, 823.
27 Collett, ‘Understanding Cybersecurity Capacity Building and Its Relationship to Norms and Confidence
Building Measures’, 300.
28 Sund, ‘Towards an International Road-map for Cybersecurity’, 567.
29 Schia, ‘The Cyber Frontier and Digital Pitfalls in the Global South’, 823.
30 Collett, ‘Understanding Cybersecurity Capacity Building and Its Relationship to Norms and Confidence
Building Measures’, 300.
31 Pawlak and Barmpaliou, ‘Politics of Cybersecurity Capacity Building’, 131-32.
12



CyberSpace (GCCS) in The Hague and has since advanced multiple projects and coordi-

nation efforts worldwide.3?

Two important institutions at the UN are the UN Group of Governmental Experts on
Developments in the Field of ICT in the Context of International Security (GGE) and the
Open-Ended Working Group (OEWG). Both groups examine emerging threats, confi-
dence and capacity building, international law for ICTs, and responsible state behaviour
in cyberspace to produce reports, recommendations and conclusions for the UN General
Assembly. There was a total of six GGEs which operated between 2004 and 2021. The
OEWG was established in December 2018 and operated until 2021 in a multistakeholder

setting, including industry, civil society, and academia.®

A significant legal instrument for global cybersecurity is the Council of Europe’s Buda-
pest Convention on Cybercrime. This convention facilitates international cooperation in
combating cybercrime and has been ratified by countries both inside and outside of Eu-
rope.>* However, neither China nor Russia ratified it.>> The NATO Tallinn Manual on the
International Law Applicable to Cyber Warfare provides guidance on how existing inter-

national law applies to cyber operations.

Over the past 20 years, the EU has made efforts to establish itself as a digital actor and
enhance its cyber capacities. The European development of a cybersecurity policy began
in the 1990s.3” In 2004, the European Network and Information Security Agency
(ENISA) was established.?® The cyberattacks on Estonian e-government services in 2007
caused widespread concern and prompted the EU to demand action plans and improved
cybersecurity measures from its member states. This attention led to several new digital
projects and developments, including the Digital Single Market (DSM), the European
Cybercrime Centre, and Computer Emergency Response Teams (CERTs).>* CERTs,

32 Kurbalija, An Introduction to Internet Governance, 86; Pawlak and Barmpaliou, ‘Politics of Cybersecu-
rity Capacity Building’, 125-26.
33 United Nations Office for Disarmament Affairs, ‘Developments in the Field of Information and Tele-
communications in the Context of International Security’.
34 Kurbalija, An Introduction to Internet Governance, 87.
35 Council of Europe, ‘Chart of Signatures and Ratifications of Treaty 185’.
36 Kurbalija, An Introduction to Internet Governance, 92.
37 Renda, ‘The Development of EU Cybersecurity Policy’, 489.
38 Buropean Union Agency for Cybersecurity, ‘About ENISA - The European Union Agency for Cyberse-
curity’.
39 Renda, ‘The Development of EU Cybersecurity Policy’, 476-78.
13



sometimes referred to as Computer Security Incident Response Teams (CSIRTs), play a

crucial role in CCB initiatives to improve and coordinate cybersecurity efforts.*

The EU has published three cybersecurity strategies so far. In 2013, the EU introduced
its first Cybersecurity Strategy under the motto “open, safe and secure cyberspace.”*!
Since the 2013 Strategy, there has been a growing awareness of international cyber ca-
pacity building.*? It was followed by the 2017 Cybersecurity Strategy.** The most recent
strategy, the Cybersecurity Act published in 2020,* focuses on addressing growing cy-
bersecurity threats posed by increased geopolitical tensions and once again emphasises

the EU’s commitments to preserving an open and free cyberspace based on European

values.*

The most prominent success for the EU so far in digital policy was the adoption of the
General Data Protection Regulation (GDPR) in 2016.%6 This gave rise to the term ‘Brus-
sels Effect’ coined by Anu Bradford. The ‘Brussels Effect’ refers to the potential phe-
nomenon where the EU’s legislation influences global policy developments and sets new
standards.*” While the actual regulatory influence of the GDPR on data protection and
privacy worldwide cannot be adequately measured, some preliminary studies suggest that
it had global influence at least to some extent, leading to the GDPR being seen as a “global

9948

gold standard.

For the EU, cyber capacity building is a relatively new area of international cooperation.
A mapping of EU-funded CCB activities in 2022 gives insights into the EU’s initiatives
in the field. Key actors involved on the EU’s side include the EU Cyber Capacity Building
Network (EU CyberNet), the Service for Foreign Policy Instruments (FPI) of the Euro-
pean Commission, and the European External Action Service (EEAS). Involved depart-

ments within the Commission are the Directorate-Generals for International Partnerships

40 Kurbalija, An Introduction to Internet Governance, 88—89.
4! Buropean Commission, ‘Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cy-
berspace’.
42 Amazouz, ‘Cyber Capacity-Building and International Security’, 205.
43 European Commission, ‘Resilience, Deterrence and Defence: Building Strong Cybersecurity for the EU’.
4 European Commission, ‘The EU’s Cybersecurity Strategy for the Digital Decade’.
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(DG INTPA), for Neighbourhood and Enlargement Negotiations (DG NEAR), for Com-
munications Networks, Content and Technology (DG CNECT), and for Migration and
Home Affairs (DG HOME).

The report mapped a total of 33 CCB actions with an overall funding of €178.95 million,
categorised into the four primary focus areas: cybersecurity (€65.35 million), cybercrime
(€54.43 million), cyber diplomacy (€3.50 million), and mixed actions (€55.67 million).
The financial instruments involved are the Global Europe: Neighbourhood, Development
and International Cooperation Instrument (NDICI), as well as the Instrument contributing
to Stability and Peace (IcSP), the European Neighbourhood Initiative (ENI), and the Eu-
ropean Development Fund (EDF).

Geographically, the EU’s CCB initiatives cover global, regional, and country-specific
scopes. Six actions operate on a global level, 18 have a regional focus, and nine are coun-
try specific. Key regions receiving support include the Eastern Neighbourhood (11 ac-
tions), Sub-Saharan Africa (9 actions), the Western Balkans (7 actions), the Asia-Pacific
region (7 actions), Latin America and the Caribbean (5 actions), and the Southern Neigh-

bourhood (4 actions).*’

3. Theoretical Framework

Before delving deeper into the concept and relevance of cyber capacity building, I embed
the EU and its global CCB activities in theoretical fields related to my research focus:
international development, cyber governance, international cybersecurity, and the EU’s

global actorness.
3.1. International Development

This chapter examines the concept of international development and EU development
policy from a postcolonial perspective, highlighting how historical legacies and Eurocen-

tric ideologies continue to shape contemporary practices and discourses.

To understand the roots of the EU’s international development, it is necessary to have a

look back in time. The ideological roots of European integration can be traced back to

4 EU CyberNet, ‘Mapping of EU-Funded External Cyber Capacity Building Actions 2022, 3-6.
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Interwar period and, among other strategic reasons, stemmed from the desire to retain
control over Africa. During this time, the United States and the Soviet Union were gaining
economic and political power, which prompted European states to maintaining its eco-
nomic and geopolitical position through the Eurafrican idea. Africa was seen as a provider
of natural resources, agricultural products, raw materials, hydroelectric energy, and po-

tential living space for the European population.>®

The Treaty of Rome negotiations then marked the official beginning of the history of the
European integration project, which ultimately led to the founding of the European Union.
The Rome negotiations took place in the mid-1950s and resulted in the establishment of
the European Economic Community (EEC). The colonial possessions quickly came to
play a central role. France successfully pushed for the inclusion of I’ Algérie francaise and
all other colonial territories of European member states into the EEC, ranging from Bel-
gian Congo to Netherlands New Guinea. The aim was to maintain close ties and shape
the further development of these territories. This led to the establishment of the European
Development Fund (EDF), which is still active today.’! The integration of mainly French
and Belgian colonies began with the EDF and was maintained throughout the Yaoundé
Conventions (1964-75) as well as the Lomé (1975-2000) and Cotonou (2000-2020)
Agreements. The first configuration of target countries came to be known as the Africa

Caribbean Pacific (ACP) partnership.>?

Ever since its inauguration, the EU development policy has evolved under historical
trends, including the modernisation and dependency theory, neoliberalism, and the influ-
ence of the Bretton Woods institutions. Especially since the 1980s, this has faced heavy
criticism for contributing to global inequalities, prioritising profit interests, and causing
adverse effects on recipient states, such as the debt crisis in Latin America or the food
crisis in Africa.>® By the mid-1990s, this led to a shift from the growth-centred paradigm

towards combating poverty and a ‘people-centred approach.>*

50 Hansen and Jonsson, ‘Bringing Africa as a “Dowry to Europe™”, 442-49.

3! Hansen and Jonsson, 454-55.

52 Orbie, ‘International Development. A Distinct and Challenged Policy Domain’, 425.

53 Mason, Global Shift. Asia, Africa, and Latin America, 1945-2007, 260-64.

54 Doidge and Holland, ‘A Chronology of European Union Development Policy: Theory and Change’, 68—
76.
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Currently, the EU is operating within the Post-Cotonou Agreement and aims to streamline
and differentiate its policy for the Global South to achieve a better ‘global impact.”>> A
particular emphasis is on ‘Europeanising’ development policy by aligning it with Euro-
pean values and normative aspirations,>® and on creating ‘nexuses,” which connect or
overlap areas of different policy domains.>” The security-development nexus underscores
the idea that security is a prerequisite to achieving development objectives, and likewise,
development will contribute to establishing global peace and security. However, there is
an ongoing debate about whether integrating security into development policy is making
development politically more relevant, or if that is overshadowing the original develop-

mental objectives in a “pursuit of a global power Europe.”®

The concept of capacity building has been prevalent in international development since
the end of World War II. Initially, it was a part of public administration,>® with the idea
to ‘give’ knowledge, expertise and technology, conceptualised as ‘technical assistance.’
Capacity building then gained prominence as policymakers considered it as “a ‘lighter
touch’ to assistance or ‘less political” alternative to more traditional approaches.”®® Five
decades later, with the UN Rio Declaration on Environment and Development in 1992,
capacity building further neutralised and adopted into the realm of sustainable develop-
ment.®! In terms of cybersecurity, capacity building is now considered a central tool to

establish a minimum global standard of cybersecurity.®?

With this brief history of development, it becomes clear that the EU’s development policy
is deeply rooted in historical colonial relationships.5® Continuous efforts have been made

to portray the EU’s international endeavours as being ‘interdependent,” ‘pioneering’ and

55 Orbie, ‘International Development. A Distinct and Challenged Policy Domain’, 437.

56 Orbie, ‘The EU’s Role in Development: A Full-Fledged Development Actor or Eclipsed by Superpower
Temptations?’, 23-25.

57 Delputte and Orbie, ‘Paradigm Shift or Reinventing the Wheel?’, 244,

58 Orbie, ‘The EU’s Role in Development: A Full-Fledged Development Actor or Eclipsed by Superpower
Temptations?’, 33.

59 Collett, ‘Understanding Cybersecurity Capacity Building and Its Relationship to Norms and Confidence
Building Measures’, 301.

60 Hurel, ‘Interrogating the Cybersecurity Development Agenda: A Critical Reflection’, 68.

! Homburger, ‘The Necessity and Pitfall of Cybersecurity Capacity Building for Norm Development in
Cyberspace’, 226; Collett, ‘Understanding Cybersecurity Capacity Building and Its Relationship to Norms
and Confidence Building Measures’, 301.

62 Pawlak and Barmpaliou, ‘Politics of Cybersecurity Capacity Building’, 129.

%3 Doidge and Holland, ‘A Chronology of European Union Development Policy: Theory and Change’, 60;
Orbie, ‘International Development. A Distinct and Challenged Policy Domain’, 425.
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‘modernising,” rather than reflective of an exploitative coloniser-colonised relationship.5*
Scholars describe the construction of ‘underdevelopment’ in Africa and other regions as
“historical amnesia” — an ahistorical perspective in which Europe’s past colonial presence
is conveniently forgotten. “This historical amnesia is co-constitutive of how the EU ima-
gines itself as a global actor and power, ‘by [...] successfully entrenching the myth of its

own ‘virgin birth>> (Nicolaidis 2008, cited in Fisher Onar and Nicolaidis, 2013:292).”%

This is also reflected in language. What used to be called ‘development aid’ was then
referred to as ‘development cooperation’ and ultimately as ‘international cooperation.” In
2021, the European Commission’s Directorate-General for Development and Coopera-
tion (DG DEVCO) was renamed to International Partnerships (DG INTPA), highlighting
their cooperative approach.®® However, despite these changes in terminology, postcolo-
nial literature hints at the fact that the practical implementation may not change, and that
the concept of development remains problematic due to continuous asymmetric power
relations and a lack of recognition of non-Western agency. With this theoretical founda-
tion in mind, I will now discuss cyberspace and its governance as an issue of global pol-

itics.
3.2. Cyber Governance

This chapter clarifies key terminology and concepts, introduces cyber governance, and
lays the foundation for understanding the EU’s approach to cyber governance, navigating

between fragmentation and diplomacy.

Understanding terminology is an essential starting point. The most common word is
surely ‘governance’: “Governance ensures that stakeholders’ needs, conditions, and op-
tions are balanced. It allows a determination of the management and administration in
decision-making and prioritisation, as well as a needs assessment to determine common

267

institutional goals.”’ It is a process that brings together diverse, interconnected actors

%4 Hansen and Jonsson, ‘Bringing Africa as a “Dowry to Europe™”, 457-58.

85 Sebhatu, ‘Applying Postcolonial Approaches to Studies of Africa-EU Relations’, 43.

% Directorate-General for International Partnerships, ‘DG International Cooperation and Development Be-
comes DG International Partnerships’.

67 Savas and Karatas, ‘Cyber Governance Studies in Ensuring Cybersecurity’, 8.
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with conflicting interests to coordinate and cooperate, creating a steering mechanism for

social, economic, and political interactions.%®

In the field of cyber studies, the definition of terms is not as consistent as in political

(1313

sciences. Here, I use the term ‘cyberspace’ as a “‘global common,’ defined as a ‘resource
domain to which all nations have legal access’ (Buck 1998, p. 6) [...] such as the high
seas [...].”% For Pawlak, cyberspace is “a digital environment (i.e. the internet, telecom-
munications networks or computer systems) that people use as means to achieve their
social, economic or political goals.””® Therefore, ‘cyber governance’ can be defined as
the multistakeholder management, administration, and collective decision-making for cy-
berspace. This involves a wide range of actors from different fields such as governments

and public administrations, NGOs and civil society organisations (CSOs) as well as the

private sector.”!

I distinguish ‘cyber governance’ from the recurring term ‘internet governance,” which are
closely related but have different focuses. Internet governance includes aspects like man-
aging critical Internet resources such as unique Internet addresses; coordinating standard-
isation and interoperability of Internet protocol design; enforcing intellectual property
rights like patents and copyright; ensuring communication rights and individual freedom,;
and managing data and infrastructure security.”> Cyber governance focuses more on the

73 in cyberspace. It also

integrity of and “participation, transparency and accountability
deals with a broader risk management and the protection of critical infrastructure and
information systems from cyber threats. In short, “the importance and necessity of cyber
governance is ensuring cybersecurity.”’* Overall, it emphasises the idea that cyber and
digital security should be a collective good and a shared responsibility in the international

governance of a common cyberspace.”

68 Savas and Karatas, 13.

% Barrinha and Renard, ‘Cyber-Diplomacy’, 357.

0 Pawlak, ‘Riding the Digital Wave’, 6.

"I Savas and Karatas, ‘Cyber Governance Studies in Ensuring Cybersecurity’, 8—14.
2 DeNardis, ‘The Emerging Field of Internet Governance’, 556.
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Even though cyberspace may seem like a technical space, it is rather a social construct,
shaped by social imaginaries and situated knowledge.”® This understanding has been put
forward by scholars of international relations who focus on social constructivism and
critical perspectives. Traditionally, there has been a strong emphasis on ‘technological
determinism’ in understanding technology in IR. This concept assumes that technology
is an “exogenous variable,” that drives inevitable change and develops a life of its own.”’
However, from a historicised and critical perspective, cyberspace and technology cannot
be taken as a given. They have been shaped and transformed throughout time. Technology
is a driver for societal dynamics, but social, political and cultural factors also shape tech-

nological developments.’®

In its original conception, cyberspace is deterritorialised and decoupled from national
borders and physical space. However, cyberspace has become an indispensable strategic
domain for major powers. International actors seek to establish themselves in a certain
role and influence the internet as a political space based on their values, norms, and gen-
eral interests. In the book Four Internets, Kieron O’Hara, Wendy Hall and Vinton Cerf
identify four archetypes of the Internet and the operating powers behind them: Silicon
Valley’s Open Internet, Brussels’ Bourgeois Internet, Beijing’s Authoritarian Internet,
and DC’s Commercial Internet. Additionally, Moscow’s Spoiler model presents a fifth
variation.” Due to geopolitical and ideological divides, major powers seek to shape, reg-
ulate, and develop the Internet by intervening in physical Internet infrastructure and tech-
nology, as well as by controlling network configurations and content filters. Another tac-
tic is to exert power in governance processes with the aim to advance their own concep-
tion and vision of how cyberspace should look like. These dynamics ultimately lead to

fragmentation — the coexistence of multiple, differing Internets.?

The EU’s approach to global cyberspace together with the US can be considered as the

‘Western view.” The states advocate for a free, human rights-based, and open cyberspace

76 Dunn Cavelty and Wenger, ‘Cyber Security Meets Security Politics’, 10.

77 Marx and Smith, Does Technology Drive History?: The Dilemma of Technological Determinism. Page
Xi.

8 Dunn Cavelty and Wenger, ‘Cyber Security Meets Security Politics’, 10.

7 O’Hara, Hall, and Cerf, Four Internets: Data, Geopolitics, and the Governance of Cyberspace.

80 O’Hara, Hall, and Cerf, 9-11; Finnemore and Hollis, ‘Constructing Norms for Global Cybersecurity’,
459-60.
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with a multistakeholder governance model. However, there are still major differences
within this Western conception. The US emphasises innovation and has a strong focus on
the private market with minimal regulatory intervention, in the Silicon Valley even more

so than in the Washington’s model.®!

On the other hand, the EU is viewed as a regulator
rather than an innovator and seeks to drive forward legislation and regulations in the areas
of digital rights, data protection, and information security. The EU has an ‘open’ approach
to cyber governance and digital sovereignty. It aims to create a secure and resilient cy-
berspace through collective efforts, considering that cyberattacks are perceived as a
shared threat that extend beyond state borders and impact more than just the digital
sphere. Additionally, the EU is not just concerned with its own domestic regulations and

governance, but also aims to contribute to the international development of a normative

framework, assuming the role of a ‘norm entrepreneur.’ 82

On the other hand, Russia and China promote advance legal regimes to protect themselves
from a perceived threat to their political systems and territorial integrity.®* Russia adopts
a ‘closed’ approach to technological and digital sovereignty, aiming to centralise control
and maintain ‘territorial integrity’ without interference or influence from foreign enti-
ties.®* Similarly, China has taken an anti-Western approach and focuses on maintaining
control over its own territory through comprehensive content filters. In recent years,

China has even achieved to create a whole separate Internet.

Cyber diplomacy seeks to address these divides, resolve conflicts and manage diverging
interests through institutionalised political means, while promoting a shared sense of an
international society in cyberspace. This can take place through bilateral or multilateral
channels. The EU strongly promotes a multistakeholder approach to Internet and cyber

governance, which involves not only state but also non-state actors.®

81 O’Hara, Hall, and Cerf, Four Internets: Data, Geopolitics, and the Governance of Cyberspace, 51.
82 Claessen, ‘Reshaping the Internet — the Impact of the Securitisation of Internet Infrastructure on Ap-
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An integral part of diplomacy involves cyber norms. When the discussion around gov-
erning cyberspace first came up in the late 1990s, Washington and Europe advocated for
norms of responsible behaviour rather than formal treaties and agreements. Norms are
implicit expectations of appropriate behaviour that exist in all spheres of social life. Sim-
ilarly, in the context of international relations, norms shape the behaviour of states, such
as regarding the use nuclear weapons. In cyberspace, “Western countries saw norms as a
vehicle through which they could improve the stability of cyberspace by establishing a
series of easily digestible rules based on existing international law, like the cyber equiv-
alent of ‘don’t litter’, and promoting them aggressively.”” Ultimately, norms seek to in-

fluence behaviour through soft power, especially by stigmatising offensive behaviour.

Next to norms, there are two more potential ways to deal with offensive engagement by
states in cyberspace: deterrence and entanglement strategies. The deterrence theory orig-
inates from nuclear arms control during Cold War and aims to prevent offensive attacks
by making them more costly and less beneficial for the offender. Entanglement strategies
aim to prevent attacks by creating interdependence between the parties, making harm to

others and self-harm inseparable.5®

In recent years, scholars have observed a drawback in cooperation and principles that
have been effective for several decades. Multilateral agreements are no longer sufficient
anymore.* Grisgby has even proclaimed the “end of cyber norms” due to the failure of
the UN GGE 2017 talks, thereby undoing many years of progress. The author concludes
that a possible solution could be to turn towards confidence-building measures (CBM)
that aim to increase transparency and prevent misunderstandings that could lead to con-
flict. Nonetheless, the main interest of all major powers remains to avoid cyber conflicts
spilling over into the ‘physical’ world.”® This brings us to the discussion on international

cybersecurity.
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3.3. International Cybersecurity

This chapter introduces cybersecurity (CS) as an integral element in governing cyber-
space. It discusses micro- and macro-level risks and presents an overview of cybersecu-

rity in social science academic literature.

Although there is no universal definition, cybersecurity can be described as “[...] the pro-
tection of the information systems that create the cyber environment from attacks to se-
cure confidentiality, integrity and accessibility of the information processed in this envi-
ronment, the detection of attacks and CS incidents, the activation of reaction mechanisms
against these detections and then returning the systems to their state before the CS inci-
dent.”! Cybersecurity basically addresses all threats and attacks that affect or operate
through cyberspace.”” However, various actors and communities have their own political,
societal or corporate perspectives on security, which influence how they identify threats,

what they consider relevant, and how they engage specific audiences.”

Cybercrime, espionage, and cyber warfare are the main categories of threats. Cybercrime
typically aims for economic gain and is becoming increasingly sophisticated, profession-
alised and widespread. Espionage entails accessing classified information, often with the
involvement of a state actor. Cyber warfare uses digital tools as a weapon,’ as seen in
Russia’s digital attacks on Ukrainian infrastructure following the military attack since

2022.%5 But how is this executed?

Cyber insecurity stems from vulnerabilities in ICTs. Attackers exploit these vulnerabili-
ties to gain unauthorised access to ICT systems using different methods. Hacking is a
well-known term that involves obtaining illegitimate remote access and control of an ICT
system. A supply chain attack aims to infiltrate the original code through a ‘back door’
with harmful elements. The Distributed Denial of Service (DDoS) attack occurs when a

website’s server is overloaded with artificially generated data traffic, for example by bots,

! Bakanligi, “National Cyber Security Strategy and 20132014 Action Plan. Information Technologies and
Communication Authority.” Quoted from Savas and Karatas, ‘Cyber Governance Studies in Ensuring Cy-
bersecurity’, 11.

92 Deibert, ‘Cyber-Security’, 315.
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23



so that it is no longer able to process any data. The proximity access allows the adversary
to connect to a nearby network, while the insider access involves the disclosure of infor-
mation by legitimate insiders like Edward Snowden, or illegitimate insiders who gained
unauthorised access. These attacks compromise the confidentiality of data, the integrity

and usability of ICTs, or result in an overall loss of availability to the ICT.%

Cyber-attacks can be carried out by a wide range of actors with different backgrounds
and motivations. Hacktivism is conducted by individuals or groups with specific political
objectives, such as the collective Anonymous. In contrast, individual non-political hackers
may have very diverse psychological motives behind their action, including a sense of
power and control, personal validation, or thrill. Professional cybercriminals are often

organised in groups that operate globally and primarily target financial gains.®’

States are also major players in cyber activities, using cyber tools for intelligence gather-
ing and military operations.”® Cyber tools offer advantages over traditional diplomatic or
military tools. These include discreetness, anonymity, plausible deniability, also known
as the attribution problem, as well as relatively low acquisition and maintenance costs,
which makes them accessible even to small states. Additionally, cyber tools are not un-
ambiguous in their application, as their use depends on the intentions of the user. This
makes them challenging to control or manage compared to other weapons, like nuclear

arms.”’

In academic literature, cybersecurity is conceptualised in different ways. In traditional
security studies, particularly in the realist strand, cybersecurity is considered a factor of
state security, with threats usually coming from external sources. In critical security stud-
ies, where the term security is defined more widely, cybersecurity is a concern for human
security and includes non-state actors and non-military threats.!” In recent years, there
has been an increase in critical reflection within cybersecurity scholarship.!°! Just as other

issues, cybersecurity and related studies can be analysed through a postcolonial, race-

% Finnemore and Hollis, ‘Constructing Norms for Global Cybersecurity’, 432-33.
7 Finnemore and Hollis, 434-35.
8 Finnemore and Hollis, 434-35.
% Grigsby, ‘The End of Cyber Norms’, 111; Finnemore and Hollis, ‘Constructing Norms for Global Cy-
bersecurity’, 435.
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sensitive, and feminist lens to uncover epistemic hierarchies and their consequences for
the CS community and the end-users.!%? Critics argue that cybersecurity has traditionally
been approached from a purely technical perspective, neglecting the expertise and per-
spectives of individuals who lack access, resources and the type of knowledge considered

relevant in the field.!%3

A recurring issue of academic discussion is the securitisation of cyberspace. Cybersecu-
rity, that is information and network security, has increasingly become an object of secu-
rity concern tied to the security of a political regime.!%* For instance, in 2014, the Chinese
President XI reiterated how cybersecurity is a central part of national security.!® The
process of securitisation always revolves around an external threat with a specific target,
which Siudak calls “threat politics.”!% The lingering danger of this (potential) threat is
used to legitimise the government’s adoption of specific measures for protection. As a
result, many countries have prioritised military capabilities and strategies.!”” This has
raised concerns that cybersecurity is being used to justify mass surveillance, exploitable
vulnerabilities in ICTs by default, the development of spyware, and expanded privileges
for law enforcement privileges to combat ‘terror’ or ‘cybercrime.’” This makes civil soci-
ety critics increasingly worried about the erosion of fundamental rights and civil liber-

108

ties.'”® This chapter has indicated that cybersecurity is inherently linked to power and

political interests.
3.4. The EU as a Global Actor in Cyberspace?

In this chapter, I examine the case of the EU in cyberspace and the debate around its
actorness and global power, laying the groundwork for exploring its eternal search for a

‘European identity.’
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tween Hypersecuritization and Technological Routine’, 11; Hurel, ‘Interrogating the Cybersecurity Devel-
opment Agenda: A Critical Reflection’, 70-71.
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Cyber power is essentially the capability to mobilise cyber-related resources to achieve
specific objectives within, or outside of, cyberspace.!’” The most powerful resource in
cyberspace is the access to and availability of information, which is created, transferred,
and exploited using ICTs.!!° In this context, the EU has sought to use this strategic op-

portunity and establish itself as an international actor and a global player in cyberspace.!!!

The legislative foundation for the EU to become an international actor was set with the
2009 Treaty of Lisbon.!!? The treaty enabled the EU to sign international treaties, engage
in international relations and actively participate in global digital affairs. It introduced the
EEAS, led by the High Representative for Foreign Affairs, which serves as the EU’s dip-
lomatic institution. Since then, the EU has gained international acknowledgement, both
de facto and de jure, and regulatory authority in digital policy.!!* The EU Global Strategy
(EUGS),'™* published in 2016, is a strategic framework which aims to increase the EU’s
global coherence in the strategy, security and defence fields. It seeks to better integrate
the EU’s internal and external security strategies and has incorporated cybersecurity into

the global strategy.!!®

Internationally, the EU aims to offer an alternative approach to digital cooperation, espe-
cially for African partners. It positions itself as a counterpart to US and Chinese-led mod-
els!'® by advocating a ‘human-centric’ model of digital transformation.!!” This strategy
hinges on the construction of an ‘ontological Other,” where primarily China is seen as an
economic competitor and geopolitical rival in the economic and technological sector, pos-

ing a security threat to European standards, infrastructure, economy, and citizens.!!8
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In this regard, the EU is attested an ‘ontological insecurity,’!!® which sheds light on how
the EU seeks to maintain a ‘sense of self” in dealing with issues such as security, migra-
tion, trade, and global competition with China. In doing so, the EU finds itself in an
“‘eternal’ struggle’ as a global actor between its identity as a normative power and its
realist interests.”!?? This sense of self is rooted in historical imaginaries of colonial power.
The lens of ‘ontological (in)security’ integrates the EU’s normative approach and its de-
sired strategic power for analysis of how the EU is pursuing European identity in a chang-

ing global landscape. This perspective goes beyond a simplistic dichotomy, that catego-

rises normative values as ‘good’ and strategic or geopolitical interests as ‘bad.’!?!

The EU advocates its soft power to become a normative actor and global standard setter,
and is committed to a multilateral, multistakeholder governance approach in its external
policy.!?? Its strategy and ambition is to externalise its European norms and values to
strengthen its global position. Successful externalisation is measured by non-EU actors
actively adopting or adhering to European regulation in line with EU policy and legisla-
tion. However, this is often limited to the phase of externalisation and legislation is not

actually being adopted.'??

Another approach to strengthening the global position is building ‘strategic partnerships’
with other states. Thereby, the EU focuses on collaborating especially with countries that
are considered like-minded and share the same norms and interests.!?* However, devel-
oping partnerships with Global South countries is challenging as the EU acknowledges
its limited influence and trust compared to China.!?> Despite investing in capacity build-
ing and diplomatic efforts, the EU has not been successful in gaining recognition as a
reliable, long-term partner by African and Latin American countries, indicating limited

success of its strategy.'?® Weaknesses in policy coherence, impact monitoring, and
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establishing a sincere relationship on equal footing with partners are apparent in the EU’s

action.

Next to global influence, one of the primary goals of these efforts is to achieve digital
sovereignty and strategic autonomy.'?” Being digitally sovereign or autonomous means
that there is no need to rely on other countries or actors for one’s own security and oper-
ability. Digital sovereignty is not necessarily indicated by military capabilities, but also
by economic power as well as IT and infrastructure security. The EU assumes that being
independent enables it to assume a global leadership position and ensure its own security.
This is why privacy, data protection, and fundamental rights — the core pillars of the EU’s
international agenda — are central in the European discourse and form the basis of Eu-

rope’s vision of achieving digital sovereignty.!?®

In conclusion, the question of whether the EU can be considered a cyber power or a digital
actor with global influence remains a topic of debate among scholars such as Renard!'?
and Marcut. Some argue that while the EU is a player or power, it does not qualify as a
fully-fledged international actor. The EU is a unique ‘project’ with a special status in an
international arena that is built by and for nation-states. On the other hand, the EU may
count as an actor, but without a great deal of de facto global power, at least not as much
as it would like to have. In this regard, a distinction can be made. Marcut suggests that
while the EU may be a regulatory actor, it does not hold significant authority as a tech-
nological actor.!3° Conversely, Dunn Cavelty notes that many critics fault the EU for not
possessing sufficient cyber power. However, the author argues that assessing cyber power
solely in militaristic, hard power terms is a too simplistic and narrow approach when

applied to the EU.!3! Ultimately, the question remains open to interpretation.

These four chapters on international development, cyber governance, international cyber-

security, and the EU as a global actor constitute the theoretical basis for my analysis.

127 Claessen, ‘Reshaping the Internet — the Impact of the Securitisation of Internet Infrastructure on Ap-
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128 Monsees and Lambach, ‘Digital Sovereignty, Geopolitical Imaginaries, and the Reproduction of Euro-
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Before presenting my methodological approach, I examine the literature on cyber capac-

ity building,

4. Literature Study: Cyber Capacity Building

In this chapter, I provide a comprehensive overview of the CCB literature by looking at
different trends in defining CCB, examining its main characteristics, highlighting partic-

ular tensions, and exploring how CCB can be seen as a tool of foreign policy.

Cyber capacity building (CCB) is an instrument that emerged in the mid-2000s at the
intersection of cybersecurity and international cooperation. It is occasionally called cy-
bersecurity capacity building or capacity development.'*? Research in this area is inter-
disciplinary, drawing from various fields, such as political science, security studies, de-
velopment studies, and science and technology studies. While there is some empirical
research,!?? it is worth noting that much existing literature is based on “logical reasoning,
limited case studies, anecdotal evidence, and expert opinion [...].”!3* Case studies on re-
gional cyber capacities include for example Japan!*® and Poland,!*¢ or look more broadly
at Europe!” and Africa.!*® Most CCB research includes policy implications or is pro-
duced by an international organisation or think tank, like NUPI, EUISS, and ITU. I have
excluded most of this literature from the academic body, except for a few essential and
frequently referenced publications. It is worth noting that many of the academic authors
are or were nevertheless affiliated with such institutions, and for the sake of transparency

I indicate their affiliation at the time of publication, if applicable.
4.1. Definitional Clusters

CCB definitions can be categorised in several clusters. The most frequently cited scholar

is Patryk Pawlak (EUISS). According to Pawlak, CCB is “an umbrella concept for all

132 Collett, ‘Understanding Cybersecurity Capacity Building and Its Relationship to Norms and Confidence
Building Measures’, 298-302.

133 Dutton et al., ‘Cybersecurity Capacity. Does It Matter?’; Calderaro and Craig, ‘Transnational Govern-
ance of Cybersecurity’.

134 Dutton et al., ‘Cybersecurity Capacity. Does It Matter?’, 302.

135 Bartlett, ‘Why Do States Engage in Cybersecurity Capacity-Building Assistance?’

136 Siudak, ‘Cybersecurity Discourses and Their Policy Implications’.

137 Creese et al., ‘The Solution Is in the Details’.

138 Calandro and Berglund, ‘Unpacking Cyber-Capacity Building in Shaping Cyberspace Governance: The
SADC Case’.
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types of activities (e.g. human resources development, institutional reform or organiza-
tional adaptations) that safeguard and promote the safe, secure and open use of cyber-
space.”3® Amazouz (African Union)'*’ and Muller (NUPI),!*! among others, have
adapted this conceptualisation, which focuses on developmental endeavours for the over-

arching ambition of creating a desired version of cyberspace.

In the second cluster, Homburger emphasises the importance of the (cyber-)security as-
pect in development. She adjusts the definition to “support and assistance aiming at em-
powering individuals, communities and governments to reduce risks stemming from ac-
cess and use of information and communication technologies.”!#? This version aligns with
the statement in the UN GGE report in 2015, that states should “provide assistance and
training to developing countries to improve security in the use of ICTs [...].”'** This
cluster aims to enhance the overall level of security and minimise negative effects of

digitisation on society.

In the third cluster, Calderaro and Craig refer to CCB as “the diffusion of technical, gov-
ernance and diplomatic skills among relevant stakeholders, including government, indus-
try and civil society actors, to ensure the development of sustainable connectivity.”!44
This definition focuses on sharing and developing the skills and capacities of people and

institutions to foster digitisation.

Fourthly, Hohmann et.al. (GPPi) define CCB as a ,,set of initiatives that empowers indi-
viduals, communities, and governments to reap potential gains from investments in digital
technologies, or what the World Bank calls ‘digital dividends.””'#> This definition is fo-
cusing on how cyber capacities can be used for economic profit, which assumes that the

digitisation of the economy leads to economic growth. Therefore, cybercrime and security

139 Pawlak, ‘Riding the Digital Wave’, 6.

140 Amazouz, ‘Cyber Capacity-Building and International Security’, 202.

141 Muller, ‘Cyber Security Capacity Building in Developing Countries: Challenges and Opportunities’, 5.
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Cyberspace’, 227.

143 United Nations General Assembly, “Report of the Group of Governmental Experts on Developments in
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breaches pose a significant threat to the integrity of systems and networks, and by exten-

sion, the economic sphere. !4

Collett (GFCE/UK diplomat) adds that CCB can also be characterised to “’build func-
tioning and accountable institutions to respond effectively to cybercrime and to
strengthen a country’s cyber resilience.””'*” This definition is adopted by the EU Opera-
tional Guidelines on CCB 2018 and aligns with Barberos and Berglunds (DCAF) defini-
tion,!*8 which also emphasises the institutional capacities of states and international co-
operation to tackle challenges of digitisation.!* This version combines elements of pre-
viously mentioned definitions by focusing on cybercrime as the risk and a country’s re-

silience as the aim, achieved through institution building.
4.2. Main Characteristics

In summary, CCB broadly involves building and enhancing technical, organisational, and
human skills and resources to increase resilience and adaptability to realities of cyber-
space. CCB can include creating policies and strategies, handling security incidents, pro-
moting societal and cultural norms, providing education, establishing appropriate laws
and law enforcement, and implementing the highest technological standards.!** These ac-
tivities can be categorised into three main dimensions: building individual capabilities at
the civil-society level, organising structures at the multistakeholder level, and developing
institutional and policy frameworks at the state actor-level. The development community
sees CCB as a way to bridge the digital divide, ensure human rights online, fight poverty,

and achieve sustainable development.'3!

The cyber capacity of a country can be influenced by various variables, including its

wealth, total population, and the extent and centralisation of Internet usage. Dutton et.al.

146 Homburger, ‘The Necessity and Pitfall of Cybersecurity Capacity Building for Norm Development in
Cyberspace’, 226-27.
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have found that while wealth enables a country to invest in technical and educational
capacity building, the ability and trust of end-users to safely navigate the Internet is cru-
cial in lower-income countries to benefit from Internet use. End-user security depends
less on wealth and more on capacity building activities, which are influenced by political
choices. The authors conclude that cybersecurity capacity building is essential to enhance
end-users’ experience. The perspective of the pro-CCB community is that wealthier coun-
tries and international organisations should support CCB in lower-income countries to
strengthen the global Internet security overall.!>> However, the literature reveals many
nuances and tensions between different conceptualisations and ideas, of which I will out-

line a few.
4.3. Tensions in the Literature

There are differing definitions of CCB, as mentioned above. A particular critique of these
definitions relates to the general global dynamic. Collett argues that most definitions and
frameworks imply that Global North countries one-directionally develop Global South
countries, which is a flawed and inadequate assumption. Instead, Collett identifies four
possible directional models for CCB. In addition to the North-South dimension, capacity
building can also take place between countries of the Global South (North-South-South).
Another model involves the idea that countries of the North can benefit from CCB in or
from the South (triangular model). The most comprehensive model that Collett describes
additionally includes CCB between Global North countries, allowing any country to be
part of a capacity building partnership with any other country (multidirectional type). All

stakeholders can function as both ‘givers’ and ‘takers’ in cyber capacity building.'>?

Collett, however, does not problematise development per se. Hurel (RUSI) highlights that
most definitions are situated in the context of development!>* such as Collett 2021, Paw-

lak 2016, Calderaro and Craig 2020, and Hohmann et.al. 2017.'% The terms ‘diffusion,’

152 Dutton et al., ‘Cybersecurity Capacity. Does It Matter?’, 291-303.
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‘development,” and ‘assistance’ are recognisable from a postcolonially-informed, critical
perspective vis-a-vis development rhetoric as an indication of a North-South dimension.
Authors like Hurel, who are particularly critical of the traditional donor-recipient frame-
work due to its postcolonial dimension, therefore see the necessity of questioning the

concept of CCB as it is.

The North-South divide, which is inherently present in traditional development dynamics,
poses a particular challenge: the experiences of the Global North cannot simply be applied
to the Global South. The process of digitisation in Western countries has unfolded over a
long time, with an alternating mix of state-led and private involvement. However, in the
Global South, digitisation has progressed rapidly, and is primarily driven by the private
sector, outpacing government efforts. Schia (NUPI) points out that this rapid shift does
not leave sufficient time for the country to adapt its society, economy and policies to the
digital reality, which leads to vulnerabilities that are not seen in the North. Concerns even
arise regarding the potential of a digital technology-driven “third wave of imperialism.”!%¢
Schia recommends prioritising the need to build the ‘analogue foundations’ first, includ-
ing policy and infrastructure development, and to advance “development assistance to
projects and activities focusing on awareness, knowledge, information, education and

employment.”!%’

However, tensions do not only point to difficulties with the concept of development as
such. Various issues also arise within CCB. One question is determining the most vulner-
able party. According to Ashgari et.al. (2015), lower-income countries with insufficient
secure ICT infrastructure and skills are considered particularly vulnerable. Conversely,
higher income countries heavily rely on Internet infrastructure which potentially renders
them more at risk.!>® Additionally, Collett criticises the focus on a country’s economic
status as the key factor in CCB partnerships, arguing that CCB tends to be too state-

centred and overlooks non-state communities” interests and goals.!>’
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According to Calderaro and Craig’s research, cyber capacities are not primarily devel-
oped in response to external threats, domestic politics, or norms. Their study emphasises
the importance of science and technical knowledge. They argue that advanced countries
should therefore collaborate with Global South countries to improve education and skills
in this area. This view contradicts the prevailing military paradigm in international rela-
tions, which is based on the deterrence theory and focuses on militarising digital technol-
ogy as ‘cyber weapons,” and attacks as ‘cyberwar.’'®® This connects to the criticism to-

wards the securitisation of cyberspace.

It becomes clear that there are discrepancies in how cybersecurity should be understood.
The main difference lies in focusing on human security as opposed to state security. Look-
ing at cybersecurity from a human security perspective prioritises the protection of society
to ensure that everyone can safely access digital services in their everyday lives, while
upholding fundamental rights.!®! Schia, for example, argues that digital development
without a security perspective is unsustainable and can even lead to increased cybercrime
if digital tools are subject to poor governance and poverty on the ground.'®? On the other
hand, Egloff and Shires connect cybersecurity to state security, for example military ca-
163

pabilities.!6® This perspective views cybersecurity as a matter of state sovereignty.!64

Furthermore, there is a notable tension concerning the transnational and cooperative ver-
sus the national sovereignty approaches to cyberspace and governance. Technically, both
the human and the state security approach require a transnational approach because tech-
nical Internet infrastructure as well as behavioural norms are not functional if they are
only discussed on a national or regional level. However, it is widely acknowledged that
there is no global consensus on practically anything. States aim for digital sovereignty,
by seeking control over physical hardware and digital software to protect themselves from
cyber threats that could potentially harm their national integrity. Calderaro and Craig ar-
gue that cybersecurity should be approached with a national strategy while participating

in transnational cybersecurity governance.!®> Homburger, however, sees an inherent
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power imbalance in the global system and concludes that the states with more resources
and knowledge in using ICTs have a more powerful position to shape global interactions,

including assistance and cooperation between donor and recipient states. !¢
4.4. A Tool for Foreign Policy?

How does CCB fit into global politics and international political agendas? Pawlak recog-
nises that CCB can function as a tool for foreign affairs and acknowledges that donor
nations and organisations may have interests beyond the socio-economic development of
recipient countries.!¢” But what specific concerns might these be in the broader context

of geopolitical and state agendas?

First, there are defensive self-interests rooted in a state-centred understanding of the in-
ternational system. States are interested in CCB due to the security risk associated with
the Internet’s interconnected and transnational nature. A significant gap exists in cyber-
security capacities among nations worldwide, leaving many particularly vulnerable to
threats. These vulnerabilities can spill over into other states and actors.!%® Because coun-
tries are dependent on each other’s technology, regulations, state behaviour and coopera-
tion, cyber-attacks can be perceived as a shared threat, especially among allied states.!®’
Strengthening ties within regional and international constellations of countries can be
beneficial and cost-effective, enhancing trust and interdependency for all parties in-

volved.!"?

Second, CCB can go beyond just the national security and self-defence. It can function
as a powerful tool for donor states to convey their economic, strategic, and security inter-
ests, as well as norms and values to recipient states. This suggests that CCB is not merely
aneutral and generous activity, but “[...] can serve as a tool to foster geopolitical interests

in the field of cybersecurity.”!”!

166 Homburger, ‘The Necessity and Pitfall of Cybersecurity Capacity Building for Norm Development in
Cyberspace’, 228.

167 Pawlak, ‘Capacity Building in Cyberspace as an Instrument of Foreign Policy’.

168 Amazouz, ‘Cyber Capacity-Building and International Security’, 203; Dutton et al., ‘Cybersecurity Ca-
pacity. Does It Matter?’, 303.

169 Hurel, ‘Interrogating the Cybersecurity Development Agenda: A Critical Reflection’, 77.

170 Bartlett, ‘Why Do States Engage in Cybersecurity Capacity-Building Assistance?’, 481.

17! Homburger, ‘The Necessity and Pitfall of Cybersecurity Capacity Building for Norm Development in
Cyberspace’, 232.

35



This points to the role of CCB for broader cyberspace governance, for example as a com-
ponent of cyber diplomacy. Homburger argues that a certain level of cyber capacity is
necessary for implementing cyber norms and laws, making capacity building an instru-
ment for broader objectives of creating a common international cyber system. 72 Con-
versely, Pawlak and Barmpaliou contend that CCB needs to be based on rules and prin-
ciples to prevent potential misuse of cyber tool, given their inherent dual-use nature.!”
Izycki et.al. discuss shortcomings of capacity building, which can have negative effects
on cyber diplomacy. Often, CCB efforts are not comprehensive and inclusive enough to
fully meet the needs of recipient countries. The donor countries’ engagement tends to
privilege a few stakeholders, while neglecting local small and medium-sized enterprises
in cybersecurity consulting. Despite the increased attention and projects aimed at building
capacities and confidence in Africa and Latin America, many of these countries have still
not been able to join the group of ‘like-minded’ countries that the EU considers most
aligned with its vision, especially in serious discussions and cooperations on cybersecu-
rity and defence.!’ This indicates a biased diplomatic cooperation that has the potential

to frustrate partner countries.

Craig et. al. highlight that major powers appear to be more committed to the international,
collaborative approach than smaller powers. More powerful states are more likely to ad-
vocate for norms and CCB to gain greater international influence over others and to assert
their position in the international arena.!’> However, whether CCB is aimed at achieving
security or if it is meant to be a tool for enabling broader political, social and economic

transformations depends on how it is employed and interpreted.

5. Methodology

This section sheds light on my methodological considerations and procedure. My research
is situated within the field of global studies, which prioritises critical thinking, interdisci-
plinarity, acknowledging subjectivity, and the need to historically contextualise phenom-

ena. From an epistemological standpoint, I adopt a social constructivist perspective.
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Social constructivism highlights that social phenomena and their meanings are not inher-
ent, but are continuously created, modified and framed by social actors.!”® My methodo-
logical approach is interpretive, which allows me to understand subjective meanings and

ambiguities. Interpretation has become a standard approach in policy analyses.!”’

For this approach it is essential to acknowledge my positionality as a researcher. My re-
search, including the theoretical chapter, is shaped by my cultural, social, and academic
background, which influences how I interpret the EU’s global actions and their implica-
tions. As a scholar from Europe, with academic training in European and Global Studies,
I bring a perspective that is both informed by and critical of Western-centric thinking. My
aim is to deconstruct the EU’s global strategies and policies through a lens that recognises
historical and ongoing power imbalances. However, I am not in a position to actually
highlight overlooked voices, promote equal representation, examine the practical impact
of the EU’s actions on the ground or be confident in my ability to fully challenge Euro-

centrism and privilege.
5.1. Critical Frame Analysis

Frame Analysis has been used in a wide range of disciplines, including communication
and media studies, political science, and policy studies. Frame Analysis helps to identify
underlying meanings and narratives that are constructed strategically or implicitly, exam-
ining how an actor is “bending their meaning in certain directions.”!’® Through framing,
actors select aspects of reality such as different interpretations, ideas, or opinions and thus
have a powerful impact on the outcome of decision-making processes. Framing has been
described as “ways of world-making.”!”® Frames are not neutral, but rather “organising
principle that transforms fragmentary or incidental information into a structured and

meaningful problem, in which a solution is implicitly or explicitly included.”!%
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I choose to conduct frame analysis to understand how the EU perceives itself as a global
digital actor and how it frames — what meaning it gives — to the issue of cybersecurity and
CCB. I aim to identify problems and solutions related to cybersecurity, explore different
ways to perceive the international development of cybersecurity, and uncover underlying

narratives, ideologies, and strategies.

Framing includes three steps: naming and describing the issue with the use of language,
selecting aspects as relevant or irrelevant, and presenting a coherent narrative.!8! Political
actors and policymakers, including the EU, actively engage with issues which they iden-
tify as ‘concerning,” ‘worrisome,’ or ‘urgent.” This process involves emphasising one is-
sue over another and conveying it as important through vocabulary, thus requiring spe-

cific measures and attention.

To make frame analysis in policy studies more accessible, it can be divided into two parts:
diagnosis — what is the problem presented to be, and prognosis — what are the possible
solutions introduced. It is important for my research to additionally be critical, consider-
ing the potential power imbalances, biases, and structural inequalities among different

stakeholders.!82

In the selection of my frames, I rely on findings from the literature review to identify
relevant frames. As I progress through the research process, I am open to adjust, include
or disregard frames. Possible frames I include are economic, security, technological, le-
gal/regulatory, international cooperation, social, political, cultural, ethical/human rights,
geopolitical, developmental, and solidarity. Additionally, I consider the top-down and the
bottom-up dimension to analyse whether the EU imposes problems and solutions onto the
local situation, or whether the agency and context of local actors is engaged in the EU’s

activities.

The economic frame focuses on the economic and financial dimension of cybersecurity
and includes aspects such as cost-benefit analysis, market growth, and financial incen-

tives to improve cybersecurity. This frame assesses whether a lack of cybersecurity is

181 Van Hulst and Yanow, ‘From Policy “Frames” to “Framing””, 5.
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perceived as a threat to growth, and if economic and financial development measures are

considered a solution to cybersecurity shortages.

The security frame emphasises the broader EU and international security and considers
cyber threats from state and non-state actors, defence measures and strategies, national
interests and critical infrastructure as well as global peace and stability. Throughout the
analysis, I noticed a military framing, that categorises cyberspace and cybersecurity
within a military rhetoric and agenda. However, the military rhetoric ties in with the se-
curity framing, which is why I label military a subcategory of security. There is a distinc-
tion between realist security framing, which focuses on the state-level, and the human

security framing, which concerns the well-being of individuals and communities.

The technological frame promotes the advancements and utilisation of software tools and
technological innovations to combat cyber threats and enhance infrastructure and exper-
tise. This perspective suggests that technology is seen as the primary driver of societal
change, potentially indicating the concept of technological determinism. It can be inter-
preted as the belief that cybersecurity issues can be addressed through technological de-
velopment, or that the implementation of secure technologies contributes to broader so-
cial, economic, and political development, which means that technological solutions are

used to tackle challenges beyond technological issues.

The legal/regulatory frame refers to legal and regulatory measures like developing or im-
proving policies, laws, directives, and frameworks that are used to govern, enforce, and
enhance cybersecurity. This relates to the broader implication of a governance-centric
and institutional approach to managing cybersecurity challenges. This frame takes a ra-
ther state-centred lens, focusing on the role of governments and institutional authority,
with the risk of promoting a homogenised approach to addressing a wide range of issues

across different actors through standardisation and regulation.

The international cooperation frame focuses on global collaboration in bilateral or inter-
national fora, international policies, standards, and agreements as well as the EU’s role in
global cybersecurity initiatives. This frame emphasises the idea of cybersecurity as a mat-
ter of collective security and shared responsibility and advances the globalisation of cy-

bersecurity efforts. It also involves the questions of leadership roles and reaching global
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consensus across various states, connecting to broader international considerations in dif-

ferent policy domains.

The social frame examines the impact of cybersecurity on society and individuals, includ-
ing public awareness, individual responsibility, and education and training to improve
people’s skills and address the societal impact of cyber threats and security. This frame
connects to the human security interpretation of cybersecurity and emphasises the ‘peo-
ple’ or ‘human-centric’ approach advocated by the EU. It also underscores the role of
cybersecurity for societal well-being, suggesting that cybersecurity development is a mat-
ter of social equality and justice, for example for marginalised communities. However,
there is a risk of employing a top-down neoliberal understanding of empowerment and

justice, which disregards redistribution and local agency.

The political frame is concerned with political implications related to cybersecurity, such
as political agendas and motivations, government actions, political parties, elections or
legislative debates and decisions. This reflects the perception that cybersecurity is a crit-
ical component of political strategy and governance. If this perspective is employed from
the top-down, it concentrates on national governments and high-level decision-making.
From the bottom-up, it focuses on political engagement of local communities, civil soci-

ety organisations, and citizens.

The cultural frame emphasises cultural norms, values, behaviour, and cultural attitudes
that influence the use of technology and cybersecurity. This analysis can help in devel-
oping culturally sensitive and adaptive solutions. However, there is a risk that the cultural
frame may be used to diagnose problems based on a lack of cultural understanding or the

absence of certain norms and values.

The ethical/human rights frame considers individual rights and liberties, and the ethical
and moral implications of cybersecurity practices and policies. This includes the ethical
use of technologies, moral responsibilities of actors, and privacy as well as surveillance
concerns. Ethics and human rights are summarised as one frame because they often over-
lap. This frame is rather top-down, with the tendency to view human rights as having

universal validity, and the EU being the one that determines ethical considerations. It also
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refers to a normative claim about what constitutes ‘good’ behaviour and the ideals of a

better world.

The geopolitical frame examines international relations, strategic power dynamics, inter-
ests, and the influence of cybersecurity on global politics. This includes cyber warfare
and espionage, international diplomacy, as well as strategic power relations and interests.
In comparison, the security frame focuses on protecting one’s own security and integrity
against crime and threats, including the operationality of infrastructure and systems,
whereas geopolitics is more about the distribution of international interests and power

among states.

The developmental frame focuses on the role of cybersecurity in international develop-
ment. Cybersecurity can be seen as a fundamental element for successful international
development with the potential to contribute to the SDGs by building (digital) infrastruc-
ture, enhancing capacities, and narrowing the digital divide. However, cybersecurity
could also be a necessary consequence of digitisation to ensure the integrity and function-
ality of new digital systems. In my analysis, the developmental frame has an inherently

global dimension, expectedly along the North-South axis.

The solidarity frame emphasises collective efforts and shared responsibilities in address-
ing cybersecurity challenges among nations, governments and individuals. It involves
collaboration, mutual support, assistance, and community efforts based on goodwill and
global solidarity. This can stem from the realisation that everything is globally connected.
Based on this belief, harm for others can have negative implications for oneself, reflecting
how self-interest is intertwined with altruism. It can also imply a sense of duty to take on

global responsibility and share resources.

For a better overview, I have summarised the frames in the following table and added

critical considerations, which connect to the theoretical framework:

Frame Diagnosis (Problem Prognosis (Solutions Critical considerations
presented) introduced)
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Economic

Security

Techno-
logical

Legal/reg-

ulatory

Interna-
tional co-
operation

Social

Political

Cultural

Risks to economic
growth and financial
stability

Threats to na-
tional/international
security and critical
infrastructure

Technological inade-
quacies as the root of
cybersecurity issues

Inadequate legal
frameworks leading
to cybersecurity vul-
nerabilities

Cybersecurity as a
global issue requiring
global action

Threats affecting so-
cietal well-being,
lack of public aware-
ness

Cybersecurity as a
necessary component
of political strategy
and governance

Cultural differences
influencing cyberse-
curity  perceptions
and technology use

Financial incentives,
market growth strate-
gies, economic develop-
ment measures

Defence measures, se-
curity strategies, mili-
tary agenda

Technological develop-
ment, innovation, exper-
tise enhancement

laws, direc-
governance

Policies,
tives,
frameworks

International agree-
ments, collaborations,
EU leadership in cyber-
security

Public education,
awareness campaigns,
skills development

Political agendas, legis-
lative debates, govern-
ment actions

Culturally sensitive and
adaptive solutions

Power imbalances,
profit prioritisation, cri-
tique of neoliberalism

Militarisation/Securiti-
sation of cyberspace,
state vs. human security,
civil liberties impact

Technological  deter-
minism and solutionism

Top-down regulation,
centralisation of power,
local context disregard,
homogenisation

Power dynamics, impo-
sition of  European
standards and norms,
ability to reach consen-
sus

Interpretation of em-
powerment, engage-
ment with marginalised
communities

Politicisation of cyber-
security, focus on high-
level decision-making
and marginalisation of
local communities

Cultural imposition
risks, stereotyping, mar-
ginalisation of non-
Western perspectives

42



Ethi-
cal/hu-
man
rights

Geopoliti-
cal

Develop-

mental

Solidarity

Top-
Down

Bottom-
Up

Cybersecurity prac-
tices infringing on in-
dividual rights and
ethical standards

Competing strategic
interests and power
dynamics, espionage,
warfare

Cybersecurity as pre-
requisite for sustaina-
ble development and
bridging the digital
divide

Collective efforts and
shared responsibility
needed for cyberse-
curity challenges

EU imposes cyberse-
curity solutions onto
local contexts, lack
of contextual under-
standing

Local actors identify
cybersecurity issues
and develop context-
specific solutions

1 Analytical Frames

5.2. Data Selection

Ethical standards pro-
motion, human rights
protection, privacy con-
siderations

Strategic role of cyber-
security in diplomacy
and international rela-
tions

Integration into devel-
opment programs, ca-
pacity-building, support
for SDGs

Global cooperation, mu-
tual support, commu-
nity-driven approaches,
goodwill

Improved alignment and
contextual adaptation of
policies, enhanced col-
laboration, power redis-
tribution

Grassroots  initiatives,
local capacity-building,
unconditional support

Paternalistic ap-
proaches, universalising
Western ethics, over-
looking the local context

International power im-
balances, impact on
global cooperation, in-
creased tensions

Reinforcement of ine-
qualities, neglect of lo-
cal priorities, instru-
mentalisation for self-
interests

Balancing self-interest
with altruism, Europe’s
global responsibility

Marginalisation of local
voices, one-size-fits-all
approach

Local agency, context-
sensitive efforts, effec-
tiveness of local in-
volvement

The documents are selected in a time frame from 2013, which is when the first Cyberse-

curity Strategy was released, to 2024. I examine international cyber capacity building in

third countries, which means outside of the EU. Since the EU includes international cy-

bersecurity in its internal policies and strategies, I am looking into a selection of these as

well. I located the documents through research on EU websites and cross-references

within publications. The documents can include all sorts of publications from EU
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institutions, agencies, and institutes. However, most of them are published by the Euro-
pean Commission (referred to as the Commission) and the Council of the EU (referred to

as the Council).

I selected the documents according to their relevance to my research focus. This depended
on whether cybersecurity was considered in an international context, or if ‘digital devel-
opment’ or ‘cyber capacity building’ came up in the keyword search. Additionally, I con-
sider a range of broader strategies that inform and include cyber policy, even if they do
not directly focus on international cybersecurity or CCB as their main topics. I also added
selected cyber diplomacy documents, as CCB is not just related to cybersecurity, but a
part of EU cyber diplomacy. In the end, I analysed 25 documents covering CCB and
aspects of digital development (referred to as ‘Digital4Development’), cybersecurity, and
cyber diplomacy. The documents were coded using Excel. This allowed more flexibility
in defining and adapting (multiple) frames. I categorised the documents into four sections.
However, in the analysis, I integrated the four chapters into two to get a cohesive picture

and avoid too much repetition.

For the section on Cyber Capacity Building, I have analysed the following documents.

No. | Title Institution Date

1 Cyber capacity building: towards a Council of the EU 30 June 2016
strategic European approach

2 Mainstreaming digital solutions and Council of the EU 28 November 2016
technologies in EU development pol-
icy — Council conclusions

3 Commission staff working document. European Commis- 02 May 2017
Digital4Development: mainstream- sion
ing digital

4 Draft implementing guidelines for the Council of the EU 09 October 2017
Framework on a Joint EU Diplomatic
Response to Malicious Cyber Activi-
ties - approval of the final text
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Digital4Development - Council con-
clusions

EU External Cyber Capacity Building
Guidelines - Council conclusions

Operational Guidance for the EU’s
international cooperation of CCB

International Cyber Capacity Build-
ing: Global trends and scenarios. An-
nex 3. Notes on CCB Funders

Mapping of EU-funded External
Cyber Capacity Building Actions
2022

2 Cyber Capacity Building Documents

Council of the EU

Council of the EU

EUISS, European
Commission

European Commis-
sion

European Commis-
sion, EU CyberNet

20 November 2017

26 June 2018

2018

September 2021

2022

I have analysed four documents for cyber diplomacy, among them one that I have also
included in the category CCB.

No.

10

11

12

Title

Draft implementing guidelines for the
Framework on a Joint EU Diplomatic
Response to Malicious Cyber Activi-
ties - approval of the final text.

Council Conclusions on Cyber Diplo-
macy

Understanding the EU’s approach to
cyber diplomacy and cyber defence

Council Conclusions on EU Digital
Diplomacy

3 Cyber Diplomacy Documents

Institution

Council of the EU

Council of the EU

European  Parlia-
mentary Research
Service

Council of the EU

Date

09 October 2017

11 February 2015

May 2020

26 June 2023
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For the section on strategic global frameworks, I selected six documents. These docu-

ments are referenced multiple times in CCB and cybersecurity-related documents as guid-

ing documents.

No.

13

14

15

16

17

18

Title

The European Agenda on Security

Global strategy for the European Un-
ion’s Foreign and Security Policy

The New European Consensus on De-
velopment: ‘Our World, Our Dignity,
Our Future’

Shaping Europe’s digital future

A Strategic Compass for Security and
Defence - For a European Union that
protects its citizens, values and inter-
ests and contributes to international
peace and security

Proposal for a Regulation of the Eu-
ropean Parliament and of the Council
laying down measures to strengthen
solidarity and capacities in the Union
to detect, prepare for and respond to
cybersecurity threats and incidents -
Progress Report

4 Strategic Frameworks

Institution

European Commis-
sion

European Commis-
sion

European  Parlia-
ment, Council of
the EU, European
Commission

European Commis-
sion

Council of the EU

Council of the EU

I have analysed the following documents on cybersecurity.

No.

Title

Institution

Date

28 April 2015

June 2016

29 February 2020

21 March 2022

21 March 2022

20 November 2023

Date
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19

20

21

22

23

24

25

Cybersecurity Strategy of the EU

EU Cybersecurity Initiatives working
towards a more secure online envi-
ronment — Factsheet

Resilience, Deterrence and Defence:
Building strong cybersecurity for the
EU

The EU’s Cybersecurity Strategy for
the Digital Decade

Report on implementation of EU’s
Cybersecurity Strategy for the Digital
Decade

Council Conclusions on the EU Pol-
icy on Cyber Defence

Council Conclusions on the Future of
Cybersecurity: implement and protect
together

5 Cybersecurity Documents

European Commis-
sion

European Commis-
sion

European Commis-
sion

European Commis-

sion

European Commis-

sion

Council of the EU

Council of the EU

07 February 2013

January 2017

13 September 2017

16 December 2017

23 June 2021

22 May 2023

21 May 2024

In the following chapter, I present the results of the analysis in detail. In the first section,

I analyse how the EU sees and represents itself as a global actor more broadly. In the

second section, I examine how the EU frames cybersecurity and CCB more closely.

6. Analysis

“Thinking global, acting European”

6.1. Positioning the EU as a Global Actor

183

133 Buropean Commission, ‘The EU’s Cybersecurity Strategy for the Digital Decade’, 4.
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In its approach to cyberspace, the EU emphasises security, prosperity, and the promotion
of democracy and a rules-based international order. However, the EU feels increasingly
“under threat” in terms of its general security and integrity.!3* There are significant geo-
political concerns regarding conflicts, not only in the ‘traditional’ sense, but also in cy-
berspace, for example concerning the authoritarian use of cyber tools. The EU regards
cyberspace as a domain of operations like land, air and sea.!®® It is considered a strategic
and global space, with international implications for everything.!3¢ This comprehensive
strategy reflects the EU’s ambition to frame itself as a meaningful global actor and pre-

serve European norms and values on the world stage.

The EU emphasises the interconnectedness of internal and external security,'” asserting
that cybersecurity is perceived as a shared threat and the security of its citizens and terri-
tory therefore depends on achieving peace and stability in the international system. This
approach is particularly relevant in the neighbourhood regions, where enhancing resili-
ence, capacities, and security is considered crucial for both regional and EU security.!%8
With a large of the economy and everyday life relying on digital technologies,'® it is
considered a serious concern, indicating the urgency of taking action to confront the issue.
However, cybersecurity “cannot be tackled in a vacuum.”'® As a result, cybercrime is

one of the top priority areas for the EU’s domestic and international agenda on security.

The EU is committed to safeguarding its citizens against cybercrime, focusing on data
protection, privacy, and compliance with fundamental rights online!! (ethical/human
rights frame). A coordinated response to emerging threats is a central goal of the EU’s

192

security strategy.'”~ The EU believes that collective and coordinated measures can have

a tangible impact in addressing cyber threats (international cooperation frame), which are

134 European Union, ‘A Global Strategy for the European Union’s Foreign And Security Policy’, 7.

185 European Commission, ‘Resilience, Deterrence and Defence: Building Strong Cybersecurity for the
EU’, 17.

136 General Secretariat of the Council, ‘Council Conclusions on Cyber Diplomacy’, 11.

137 European Union, ‘A Global Strategy for the European Union’s Foreign And Security Policy’, 7.

138 European Union, 26.

139 European Commission, ‘Resilience, Deterrence and Defence: Building Strong Cybersecurity for the
EU’, 2; European Commission, ‘The EU’s Cybersecurity Strategy for the Digital Decade’, 1; General Sec-
retariat of the Council, ‘Council Conclusions on the EU Policy on Cyber Defence’, 2.

190 General Secretariat of the Council, ‘Council Conclusions on the Future of Cybersecurity: Implement
and Protect Together’, 19.

1 European Commission, ‘The European Agenda on Security’, 3—4.

192 European Union, ‘A Global Strategy for the European Union’s Foreign And Security Policy’, 9.
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seen as “borderless, flexible and innovative.”!?* These threats have the potential to violate
fundamental rights and can even escalate to the level of “cyber-terrorism,” (military/se-
curity frame) leading to severe economic and financial consequences.'** Recognised as a
core pillar in defending against cybercrime, cybersecurity is considered essential for
maintaining an open and free cyberspace while protecting privacy and critical infrastruc-

ture against threats.!?>

Therefore, the EU advocates a “rules-based global order” rooted in multilateralism and
anchored by the UN (international cooperation frame). On international stage, “national

2196

ownership and shared responsibility”'”° are important to be maintained. Guided by “prin-

cipled pragmatism,” the EU combines a “realist assessment of the current strategic envi-

ronments” and the “idealistic aspiration to advance a better world.”!’

The concept of cyber diplomacy is an essential pillar of this approach. For the EU, cyber
diplomacy is part of the broader Common Foreign and Security Policy (CFSP)!*® and
“coexists with its sister strand of cyber defence, cyber deterrence and cybersecurity.”!*?
Diplomacy is based on principles of transparency, responsibility, and trust, for example
through CBMs and CCB with international partners. Cyber diplomacy efforts target the
promotion of responsible behaviour and the protection of human rights in security and

defence.??? The establishment and implementation of cyber norms are regularly recom-
p y g y

mended, although it is always noted that they are voluntary and non-binding.?"!

In context of diplomacy, the existing legal frameworks serve as a foundation for all inter-
national state behaviour. These frameworks include the UN Charter, the Universal Dec-

laration of Human Rights, the EU Charter of Fundamental Rights, the Tallinn Manual,

193 European Commission, ‘The European Agenda on Security’, 19.

194 European Commission, 13.

195 European Commission, 19.

196 European Parliament, European Commission, and Council of the European Union, ‘The New European
Consensus on Development: “Our World, Our Dignity, Our Future™’, 1.

197 European Union, ‘A Global Strategy for the European Union’s Foreign And Security Policy’, 8.

198 General Secretariat of the Council, ‘Draft Implementing Guidelines for the Framework on a Joint EU
Diplomatic Response to Malicious Cyber Activities - Approval of the Final Text’, 5.

199 Latici, “‘Understanding the EU’s Approach to Cyber Diplomacy and Cyber Defence’, 1.

200 European Union, ‘A Global Strategy for the European Union’s Foreign And Security Policy’, 25-26;
European Commission, ‘Shaping Europe’s Digital Future’, 14.

201 General Secretariat of the Council, ‘Draft Implementing Guidelines for the Framework on a Joint EU
Diplomatic Response to Malicious Cyber Activities - Approval of the Final Text’, 6-8; Latici, ‘Understand-
ing the EU’s Approach to Cyber Diplomacy and Cyber Defence’, 2-3.
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and the Budapest Convention on Cybercrime, among others, and regulate and condemn
malicious cyber behaviour.?? Cyber diplomacy is framed as a matter of adhering to ex-
isting international legal instruments (legal/regulatory) and cooperative forums (interna-
tional cooperation), as well as appealing to ethical and human rights-compliant behaviour

(ethical/human rights frame).

Regarding development, the European Consensus on Development asserts that the EU
bases all its development policies on achieving the SDGs and the 2030 Agenda for Sus-
tainable Development. The aim of the Agenda 2030 is to eliminate poverty and achieve
sustainable development globally by balancing economic, social and environmental in-

terests, and promoting inclusivity and global peace.?%?

The EU aspires to act as an “ena-
bler” for development goals and a driving force for the implementation of the 2030
Agenda.?* The 2030 Agenda is also seen as being in Europe’s own interests for a more
sustainable, inclusive, secure and prosperous future.??® It is considered crucial to combine
developmental efforts such as infrastructure investments “with the strategic promotion of
our [emphasis added] technological solutions and standards.”?*® This should be done
while engaging in dialogues and addressing risks of digitisation to mitigate the digital
transformation. Mobilising partners is essential to establish a common vision for devel-
opment based on the EU’s values and principles. This statement points to a top-down

perspective on the developmental framing of technology, while also referring to interna-

tional cooperation and standardisation.

The EU considers its principles and values as universal and indivisible, such as human
rights, fundamental freedoms, gender and social equality, and solidarity (ethical/human
rights frame). The EU states that all actions are guided by a rights-based approach to
development cooperation, with a focus on maintaining “development effectiveness and

ownership of development priorities in development countries, inclusive development

202 General Secretariat of the Council, ‘Draft Implementing Guidelines for the Framework on a Joint EU
Diplomatic Response to Malicious Cyber Activities - Approval of the Final Text’, 4.

203 European Parliament, European Commission, and Council of the European Union, ‘The New European
Consensus on Development: “Our World, Our Dignity, Our Future™’, 1.

204 European Parliament, European Commission, and Council of the European Union, 16.

205 Eyropean Parliament, European Commission, and Council of the European Union, 2.

206 General Secretariat of the Council, ‘Council Conclusions on EU Digital Diplomacy - Council Conclu-
sions’, 8.
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partnerships, transparency and mutual accountability.”?®” The EU seeks to diversify its
development approaches and tailor its development partnerships to the specific needs and

capacities of each country.?®

Therefore, in its recent development strategies, the EU
strives for coherence, consistency, credibility and joined-up action,?’® with the goal of

providing “added value, influence and a positive impact on the world.”?!°

The EU’s Digital4Development approach focuses on harnessing the potential of digital
technologies. The aim is to enhance connectivity, increase accessibility, and make digital
technologies more affordable for a larger portion of the population in developing coun-
tries to unlock the full potential of digital technologies for sustainable development.?!!
Capacity building, especially in Africa, is seen to promote and respect the SDGs, with

technological development considered a means of achieving broader development goals.

The EU emphasises that “the digital transformation can only work if it works for all and
not for only a few. It will be a truly European project —a digital society based on European
values and European rules — that can truly inspire the rest of the world.”?!2 The EU aims
to mainstream “digital solutions” into development efforts, foster a thriving digital econ-
omy, and empower people, particularly women and other marginalised groups, to achieve
better social inclusion, democracy, and participation in the digital space?!® (social, devel-
opmental frame). However, the EU acknowledges that technologies are not a universal
problem-solver and should be put to use as a tool for “public goods.”?!* This statement
diverges somewhat from the perspective of technological determinism, asserting that the
mere existence of technology will not solve all problems. However, if used effectively, it

is seen as bringing about positive change and immense benefits.

The EU presents itself as a global player, that “inspires” others around the world to tackle

policy challenges. It believes it possesses the regulatory power, technological capabilities,

207 European Parliament, European Commission, and Council of the European Union, ‘The New European
Consensus on Development: “Our World, Our Dignity, Our Future™’, 3.

208 European Parliament, European Commission, and Council of the European Union, 16-19.

209 European Parliament, European Commission, and Council of the European Union, 2-3.

210 European Parliament, European Commission, and Council of the European Union, 3.

21 European Parliament, European Commission, and Council of the European Union, 13.

212 European Commission, ‘Shaping Europe’s Digital Future’, 15.

213 European Parliament, European Commission, and Council of the European Union, ‘The New European
Consensus on Development: “Our World, Our Dignity, Our Future™’, 13.

214 European Commission, ‘Shaping Europe’s Digital Future’, 15.
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and diplomatic strengths required to “advance the European approach and shape global
interactions.”?!® This is encapsulated in the belief of the ‘Brussels Effect,” which drives
the EU to “actively promote its model of a safe and open global Internet.”?! The EU
stresses the importance of being guided by a “strong sense of responsibility” while also
underlining the necessity of promoting human rights and addressing root causes of con-
flict and poverty.2!7 Its core values, both online and offline, encompass freedom of ex-
pression, data protection and privacy, access for all, and a democratic and multistake-
holder governance based on shared international responsibility?'® (top-down international

cooperation, ethical/human rights frame).

Next to multilateral forums, the EU aims to engage in bilateral political dialogue and

establish “strategic partnerships?!’

with countries such as the US, China, Japan, India,
South Korea, Brazil.??* These countries are considered “like-minded partners who share
our values and high standards.”??! Partnerships should be grounded on mutual trust and
confidence, respect for human rights, and addressing security concerns,?*? with a focus
on “the common cyber good.”??* The EU intends to employ strategies like “signalling,”

“strategic communication,” and “influencing,”?** but is also open to sanctions or self-

defence in response to an armed attack.?

Furthermore, cooperation with international partners is also seen from a geopolitical per-
spective??® and is considered crucial for maintaining and strengthening “our geopolitical

posture.”??” The EU seeks to build and maintain alliances with third parties to prevent

215 European Commission, 13.

216 European Commission, 13.

217 European Union, ‘A Global Strategy for the European Union’s Foreign And Security Policy’, 42-43.
218 European Commission, ‘Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cy-
berspace’, 3—4; European Commission, ‘Resilience, Deterrence and Defence: Building Strong Cybersecu-
rity for the EU’, 18.

219 Latici, ‘Understanding the EU’s Approach to Cyber Diplomacy and Cyber Defence’, 8.

220 General Secretariat of the Council, ‘Council Conclusions on Cyber Diplomacy’, 12.

221 European Commission, ‘Shaping Europe’s Digital Future’, 14.

222 General Secretariat of the Council, ‘Council Conclusions on Cyber Diplomacy’, 12.

223 Latici, ‘Doc 11: Understanding the EU’s Approach to Cyber Diplomacy and Cyber Defence’, 1.

224 General Secretariat of the Council, ‘Draft Implementing Guidelines for the Framework on a Joint EU
Diplomatic Response to Malicious Cyber Activities - Approval of the Final Text’, 7.

225 General Secretariat of the Council, 9—10.

226 European Commission, ‘Shaping Europe’s Digital Future’, 13.

227 General Secretariat of the Council, ‘A Strategic Compass for Security and Defence - For a European
Union That Protects Its Citizens, Values and Interests and Contributes to International Peace and Security’,
47.
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cyberattacks, advance deterrence, and contribute to a more stable and secure cyber-
space®?® (geopolitical/realist security frame). Additionally, the EU aims to prevent states
from using international platforms or standardisation processes to promote their own po-
litical and ideological agendas, as these “often do[es] not correspond with the values of

the EU.”?%°

The EU positions itself as a leader?*°

or in a “key role,”?*! for example, by using the
formulation “EU-led dialogues.”?*? These political dialogues on cyber and security aim

to spread international awareness and communicate the EU’s strategic orientation.?** The

EU wants to promote and strengthen its “political, economic and strategic interests,”3*
and have its “core EU values of democracy, human rights and the rule of law”?*> reflected.
236

Additionally, it seeks to “advance European growth, prosperity and competitiveness,
with the objective to improve security, “take advantage of the booming global cyberse-
curity market,”?*” and secure “sustainable access to the global commons.”?*8, These ef-
forts are seen as a means to earn respect for the EU’s geopolitical, economic and regula-

tory power.

A Global Digital Cooperation Strategy will put forward a European approach to the dig-
ital transformation that builds on our long and successful history of technology, innova-
tion and ingenuity, vested in European values, including openness, and will project them
onto the international stage and engage with our partners.>>°

This indicates an international cooperation framing, which is, however, based on geopo-

litical and security interests. The EU is acknowledging the risk that other powers could

228 Buropean Commission, ‘Resilience, Deterrence and Defence: Building Strong Cybersecurity for the
EU’, 18.

229 European Commission, ‘The EU’s Cybersecurity Strategy for the Digital Decade’, 20.

230 General Secretariat of the Council, ‘Council Conclusions on EU Digital Diplomacy - Council Conclu-
sions’, 2.

23! General Secretariat of the Council, ‘Council Conclusions on Cyber Diplomacy’, 7.

232 General Secretariat of the Council, 6-8.

233 General Secretariat of the Council, ‘Draft Implementing Guidelines for the Framework on a Joint EU
Diplomatic Response to Malicious Cyber Activities - Approval of the Final Text’, 6.

234 General Secretariat of the Council, ‘Digital for Development (D4D) - Council Conclusions (20 Novem-
ber 2017)’, 2; General Secretariat of the Council, ‘Council Conclusions on Cyber Diplomacy’, 11.

235 General Secretariat of the Council, ‘Digital for Development (D4D) - Council Conclusions (20 Novem-
ber 2017)’, 3; General Secretariat of the Council, ‘Council Conclusions on Cyber Diplomacy’, 5.

236 General Secretariat of the Council, ‘Council Conclusions on Cyber Diplomacy’, 4.

237 European Commission, ‘EU Cybersecurity Initiatives Working towards a More Secure Online Environ-
ment - Factsheet’, 2.

238 European Union, ‘A Global Strategy for the European Union’s Foreign And Security Policy’, 42-43.
239 European Commission, ‘Shaping Europe’s Digital Future’, 14.
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take advantage of an empty sphere of influence if the EU does not actively promote for

its values and interests,>*°

especially in the EU’s neighbourhood. It recognises that cyber-
space has become a battleground for strategic competition, as society relies more on dig-
ital technologies.?*! To address these challenges, the EU aims to strengthen its own resil-
ience and leadership position, as well as that of its partners, against hybrid and cyber
threats in Africa, the neighbourhood, Western Balkans, and the Latin America and Car-
ibbean region. Interestingly, regarding the Indo-Pacific region, cyber threats are not men-

tioned.?*?

In the Strategic Compass for Security and Defence, the EU observes a resurgence of
power politics and emphasises the “indivisible” nature of its security. The EU also ex-
presses concerns about the impact of cyber tools, battle of narratives, sovereigntist power
politics, and the use of force and coercion in an increasingly contested cyberspace.>*?
“Cyberspace is increasingly exploited for political and ideological purposes, and in-

creased polarization at the international level is hindering effective multilateralism.”?**

The EU is concerned about the “race for cyber superiority”?4

and the “push for ‘cyber
sovereignty,”” which could lead to fragmentation and the disruption of cooperative ef-
forts.?46 This “threatens” the core values of the EU and the idea of a global, open cyber-
space. The EU also sees this as a potential danger to the EU’s unity or position in the
world, again hinting at a geopolitical concern.?*” To address these challenges, the EU
aims to be a “cyber player, protecting our critical assets and values in the digital world,

notably by promoting a free and secure global Internet,”?*® thus reacting with normative

claims. This ambition is part of a broader geopolitical strategy, where the EU intends to

240 General Secretariat of the Council, ‘A Strategic Compass for Security and Defence - For a European
Union That Protects Its Citizens, Values and Interests and Contributes to International Peace and Security’,
8.

241 General Secretariat of the Council, 12.

242 General Secretariat of the Council, 42-43.

243 General Secretariat of the Council, 5-7.

244 European Commission, ‘The EU’s Cybersecurity Strategy for the Digital Decade’, 2.

24 Latici, ‘Understanding the EU’s Approach to Cyber Diplomacy and Cyber Defence’, 1.

246 Latici, 2.

247 General Secretariat of the Council, ‘Draft Implementing Guidelines for the Framework on a Joint EU
Diplomatic Response to Malicious Cyber Activities - Approval of the Final Text’, 8.

248 European Union, ‘A Global Strategy for the European Union’s Foreign And Security Policy’, 42.
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“mobilise our unparalleled networks, our economic weight and all the tools at our disposal

in a coherent way” to achieve its priorities.?*’

The EU is specifically drawing attention to Russia’s military aggression against Ukraine,
along with the resulting geopolitical concerns, strategic competition, security threats, and
military instability. These issues pose a substantial risk and concern for the EU, its neigh-
bourhood, and the international system. As examples, the EU points out the use of hybrid
threats and the “weaponisation” of soft power, the use of data and technology standards
as instruments of political competition,?>° the spread of disinformation, and interference
in the digital space of other countries.?*! In addition to Russia, the EU notes the competi-
tion with China, which utilises cyber tools and hybrid instruments to impact regional and
global security. Consequently, the EU underscores the importance of safeguarding what

it considers as “our” values and interests, as well as the rules-based international order.?>?

Military framing is utilised to strengthen the gravity and seriousness of the situation. Ex-
amples are “the cyber realm has become something of a battlefield,”** a “‘domain of war-

254 and “cyber-terrorism.”?> The EU highlights that a robust and cooperative de-

fare,
fence industry is a vital prerequisite for the EU’s autonomy of decision and action.?*® The
idea of becoming “strategically autonomous” and “technologically sovereign” through a
comprehensive defence and diplomacy strategy is identified as a solution to the security
challenges of cyberspace.?’’” However, the EU acknowledges that, at this point, only the

US and China may effectively achieve cyber sovereignty.?>®
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250 General Secretariat of the Council, ‘A Strategic Compass for Security and Defence - For a European
Union That Protects Its Citizens, Values and Interests and Contributes to International Peace and Security’,
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251 General Secretariat of the Council, ‘Council Conclusions on EU Digital Diplomacy - Council Conclu-
sions’, 9.
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EU’, 2.

255 European Commission, ‘The European Agenda on Security’, 13.

256 European Union, ‘A Global Strategy for the European Union’s Foreign And Security Policy’, 10-11.
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The EU is concerned about the concentration of critical digital and internet governance
services in the hands of “a few private companies,” as it leaves “the European economy
and society vulnerable to disruptive geopolitical or technical events.”?>° The EU sees 5G
as a geopolitical concern for technological sovereignty and autonomy, linking geopoliti-
cal and technical considerations.?®® In Shaping Europe’s digital future, the EU reiterates

99261

the need to be a “strong, independent and purposeful digital player, as a basis for

t,262

social, political and economic developmen indicating an economically framed con-

cern.

European technological sovereignty starts from ensuring the integrity and re-
silience of our data infrastructure, networks and communications. It requires
creating the right conditions for Europe to develop and deploy its own key
capacities, thereby reducing our dependency on other parts of the globe for
the most crucial technologies. Europe’s ability to define its own rules and
values in the digital age will be reinforced by such capacities. European tech-
nological sovereignty is not defined against anyone else, but by focusing on
the needs of Europeans and of the European social model. The EU will remain
open to anyone willing to play by European rules and meet European stand-
ards, regardless of where they are based.”*

In summary, the most evoked frames were international cooperation, ethical/human
rights, and legal/regulatory. Additionally, security, including military, and geopolitical
framings were also employed. Other frames were used rarely or not at all in relation to
my research focus. From this result I conclude that the EU sees itself as a global player,
operating through multilateralism and international partnerships, and with strategic and
geopolitical ambitions as a core. As cybersecurity and digital transformation are diag-
nosed as global issues, any response must take place at the global level as well. The SDGs,
particularly focusing on poverty reduction and sustainable growth, are the overarching
framework for achieving a minimum level of global cybersecurity with the aim to stabi-
lise the international system. It is crucial for the EU to take a leading role in addressing
these issues and tackling insecurities and tensions with its own values and norms. There-

fore, the issue is portrayed by mainly focusing on security and geopolitical terms, with
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the EU emphasising its international development efforts and its ideas of ethical, human

rights-based, and multilateral cooperation as a response.
6.2. Decoding the EU’s Cyber Capacity Building Agenda

The global and borderless nature of the internet offers both opportunities and challenges.
While it serves as a tool for progress, disparities in access to a secure and open internet
remain a concern. The internet is recognised for its positive impact on people around the
world. Therefore, Europe should assist third countries in improving connectivity and ac-
cessibility through technological or capacity development while ensuring security and

integrity in cyberspace.?%*

Cybersecurity capacity building is considered a key aspect in global cybersecurity. The
EU acknowledges the connection between cyber resilience and sustainable development,
with objectives focusing on technology, politics, regulations, and international coopera-
tion in cybersecurity.?®> The EU is convinced that all countries should be “able to reap
the social, economic benefits of the Internet and the use of technologies.”?¢ CCB is po-
sitioned within the security-development nexus®®’” and is considered a prerequisite to ad-
vancing cybersecurity for digital infrastructure and ensuring a secure, responsible digital
transformation for everyone. This, in turn, contributes positively to the EU’s collective
cybersecurity.?®® In this framing, cybersecurity is seen as a contribution to broader devel-
opment goals. Concurrently, development in the form of CCB is regarded as the solution

to tackle cybersecurity issues, while also tying it to self-interests.

Cyber capacity building is also seen as a strategic part of cyber diplomacy.?%® Important
issues for the EU such as human rights, security, growth, and development should be

approached as part of a comprehensive global strategy in cyberspace.?’® Cyberspace is

264 European Commission, ‘Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cy-
berspace’, 16.

265 European Commission, ‘EU Cybersecurity Initiatives Working towards a More Secure Online Environ-
ment - Factsheet’, 7.

266 European Commission, ‘The EU’s Cybersecurity Strategy for the Digital Decade’, 22.

267 General Secretariat of the Council, ‘Council Conclusions on the Future of Cybersecurity: Implement
and Protect Together’, 19.

268 General Secretariat of the Council, 20.

269 General Secretariat of the Council, ‘Council Conclusions on Cyber Diplomacy’, 9; Presidency of the
Council of the European Union, ‘Cyber Capacity Building: Towards a Strategic European Approach’, 2.
270 Presidency of the Council of the European Union, ‘Cyber Capacity Building: Towards a Strategic Eu-
ropean Approach’, 6.

57



considered to be “important for continued global development and prosperity.”?’! As dig-
itisation is considered of global interest,>’? cybersecurity and a free, open cyberspace be-

come a global challenge.?”?

The EU aims to provide and support inclusive and reliable access for third countries in
line with its vision of fostering “international solidarity.” 2’* The metaphor “A chain is
only as strong as its weakest link”?’> is used by the EPRS’ author to reiterate the EU’s
‘We’re all in this together’ attitude. The EU’s policies highlight the aim of addressing the
digital divide to ensure that all regions benefit from the positive impacts of digital tech-
nologies. This functions as an instrument to simultaneously advance the EU’s norms and

values regarding multilateralism, human rights, democracy, and social inclusion.?”®

The EU aims to advance its political, economic, and strategic interests while connecting
them to “the EU’s broader digital, development and security and strategic autonomy
agendas.”’’ It seeks to establish itself as a strategic player leveraging its expertise and
financial resources,?’® with a focus on achieving policy coherence for development and
mainstreaming digital technologies in development.?’® Respect for the EU’s autonomy in

decision-making is crucial.?%°

The EU aims to develop a coherent and global approach for cyber capacity building,

“which on one side brings together technology, policy and skills development within a
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broader and overreaching EU development and security agenda, and on other side facili-
tates the design of an effective EU model for cyber capacity building.”?®! Within this
framework, cybersecurity is primarily focused on protecting against “malicious cyber ac-
tivities” targeting digital infrastructure. Thus, it is important to development the necessary
capacities to facilitate cybersecurity challenges, mitigate the negative effects of cyber-

crime,?®? and leverage the full potential of cyber opportunities.?

These interpretations indicate a strong emphasis on the importance of taking action for
development. Development is necessary, as “a secure and safe digital environment is a
necessary condition for reaping the benefits of ubiquitous access to the Internet and the
positive effect it has on economic and social development.”?®* A key component of de-
velopment goals is increasing “resilience”?® and tackling the digital divide.?®® The EU
sets a particular focus on Africa, and especially priority countries identified in the Euro-
pean Agenda on Migration.*8’ Development in the field of cybersecurity integrated vari-
ous dimensions, aiming for a multifaceted and human-centric understanding of security

in digital space.

First, CCB is frequently related to international cooperation, with the EU emphasising the
focus on partnerships rather than hierarchical dependencies.?®® Given that cyber issues
are seen as global, especially at the threat level, they need to be addressed at the global

level.?® Multistakeholderism and multilateralism are the foundational principles,?”?
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involving actors such as UN GGE, OSCE, NATO, WTO, G20, ENISA, GFCE, Europol,
as well as academia, civil society, and the private sector.?’! Additionally, bilateral dia-
logues with strategic partners®®? are effective tools as well. International cooperation fa-
cilitates information sharing, exchange of best practices, and joint incident manage-

294

ment?®? and is seen to enhance cyber resilience for partner countries.?** However, this

framing indicates a top-down approach.

Likewise, the existing international laws and conventions form the foundation of the in-
ternational system for the EU. Therefore, relying on international legal action and regu-
latory frameworks is considered one of the most effective possible solutions to help mit-
igate the risks of cyberspace and cybersecurity.?> In terms of CCB, it is thus important
to support the implementation of international laws, improving law enforcement, and sup-

porting criminal justice authorities in third countries.?*

The technological framing advances the use and development of technologies, such as
ICTs, as a solution to development issues. Connectivity is seen as an important element
of making digital technologies and the digital economy more accessible.?’ The EU sees
technologies as a big opportunity for achieving SDGs, inclusive growth, democracy,

equality, transparency and empowerment.?’® Potential development solutions may be new
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technological innovations such as 5G and artificial intelligence.?*® Technology is consid-
ered helpful in addressing humanitarian issues, managing disasters, and handling migra-
tion flows, if privacy is ensured. The framing of technology within development aims to

highlight its potential for big societal impact.

In the context of economic growth, cybercrime and the lack of global cybersecurity are
seen as a risk for the benefits of ICTs, the digital economy, and ultimately the fight against
poverty.3% ICTs are considered an enabler for driving innovation, progress, and develop-
ment worldwide.*°! Ensuring robust cybersecurity measures is vital for sustaining eco-
nomic activities, protecting intellectual property, and fostering innovation. The EU’s ap-
proach emphasises the role of cybersecurity in non-military contexts, highlighting its im-
portance for economic resilience and stability.3°? Fostering sustainable development and
economic growth, in general, are the undisputed objectives of development.’?* Economic
inclusion should be made accessible for rural areas to reach the goal of eradicating pov-

erty, particularly in Africa.’%

One of the four main priorities in Digital4Development is to support digital entrepreneur-
ship, start-ups, and small and medium-sized enterprises to create jobs and spur growth
while removing barriers to economic development.’®> The private sector, its develop-
ments, investments, and access to finance are crucial components, and promoting public-

private partnerships is recommended.>*® The EU aims to integrate developing countries
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into the global value chain.’?’

To serve the EU’s interests, the promotion of the EU’s
Digital Single Market in its foreign policies is vital. The EU aims to foster international
digital trade through common national regulatory frameworks in partner countries,**® in-
dicating a belief in the ‘Brussels Effect” and the top-down approach, while trying to high-

light the benefits for local economies.

This connects to political efforts that aim to develop and promote “appropriate frame-
works for mainstreaming digital technologies.”*% Development actors should contribute
to the establishment of digital policy and regulatory frameworks. Political action has the
potential to contribute to digital development and the SDGs. International policy harmo-
nisation is one of the EU’s main goals.?!° These legal, policy, or technical frameworks
are considered essential for increased resilience.’!! Policy alignment between the EU and
Africa is seen as mutually beneficial and an opportunity to develop better business rela-
tionships “in the fast growing [sic!] markets of the developing world, based on co-devel-
opment and co-innovation.”3!2 This approach links the adaptation of EU standards in third

countries to a benefiting economy of these partner countries.

E-Government and digital public services, such as the electronic ID, are another political
purpose of development. They aim to enhance effectiveness, accountability, accessibility,
and democratic participation in public and administrative services while also preventing
fraud.’!® Digital technologies can help realise the “human right to birth registration and
nationality,” and facilitate humanitarian projects, migration, and refugee management.®!#
The EU supports the implementation of digital identification, civil register systems, and

the use of biometric measures, and aims to enhance cooperation with partner countries in

these areas. Digital civil registration databases are seen as “extremely beneficial” for the
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local population as they contribute to social inclusion. However, it is also mentioned that
the implementation of databases in partner countries can support cooperation with the EU
on managing legal migration and combating human trafficking in countries of origin.?!>
Even if the EU highlights the perceived benefits for local administrations, it cannot ignore

its own overriding interests in terms of migration.

The ethical and human rights dimension is a crucial aspect of appropriate development,
economic, and political efforts. The free flow of information, freedom of speech, and the
right to privacy are fundamental rights for the EU that are urged to be respected. These
rights are seen to not only contribute to the ethical use of technologies but can also stim-
ulate economic development and innovation. Acts such as surveillance, censorship, track-
ing, and other forms of cyberspace “misuse” are considered unethical for the EU and are
recognised as threats in the EU Human Rights Guidelines on Freedom of Expression
Online and Offline.?'® The EU assumes a monitoring role in this regard to assess the level
of compliance.’!” Social media, for example, is viewed as a tool that can help hold gov-
ernments accountable for human rights violations.’!® Private companies are also identi-
fied as having social responsibilities in the digital technologies and solutions they pro-

vide.?"?

However, cyber capacity building is seen to have even more benefits for the social aspect
of digital transformation. Technology has the potential to enhance social benefits and
skills. The growing dependence on ICTs highlights the intertwined nature of social and
economic dimensions in cybersecurity. ICTs can have a huge potential for the empower-
ment of individuals and democracies, serving as tools for socio-economic development
and societal progress.*?° Promoting digital skills and literacy is one of the four key prior-

b

ities in Digital4Development. The “Digital4...” initiative includes various social
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dimensions as nexuses,**! such as education, health, and gender equality. The EU recog-
nises the digital divide as a barrier to inclusive progress and sustainable development.
Therefore, it focuses on making broadband connectivity accessible for everyone, espe-

cially for rural areas.>??

Special concerns include the gender digital divide, as well as the economic, political, and
social empowerment of marginalised communities such as women, youth, people with
disabilities, and those living in remote rural areas. Integrating marginalised groups, espe-
cially women, into the IT sector and thereby enabling them to “reap the benefits” of digital
transformation can be impeded by socio-cultural constraints.’?> The EU believes that
ICTs have the potential to “amplifying women’s voices” and break up patterns of ine-
quality.’2* Digital technologies are also seen as a potential strategic enabler for the growth
and development of the cultural and creative industry sector with the potential to promote

cultural diversity.3?>

In summary, the most frequently mentioned frame is the developmental frame. In addi-
tion, the focus was on the social, economic, international cooperation, and technological
frame. The legal/regulatory, ethical’/human rights, and security frame were mentioned
somewhat less frequently. The political, cultural, and geopolitical frame were only men-

tioned a few times.

Based on these results, I conclude that the EU follows a comprehensive approach dimen-
sion to cybersecurity and CCB, covering political, economic, social, and cultural aspects.
This includes the emphasis on international cooperation and alliances to foster global cy-
bersecurity. The EU recognises global inequalities and cybersecurity deficiencies as a

problem for creating a stable, peaceful international system based on sustainable
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development, democracy, and social equality. To address these issues, the EU aims to
improve digital infrastructure, technological capabilities, and the minimum standard of
cybersecurity. Essentially, development is viewed as the overarching solution for address-
ing and targeting multifaceted issues in politics, society, and economy. This approach
also involves suggesting the activation of “local ‘expert” hubs*?¢ and that “digital inno-
vation could bring new solutions to local problems.”*?” This indicates a top-down frame-

work and yet relates to the local level.

However, one statement that points to a truly more diversified perspective is that the EU
also promotes South-South, interregional, and triangular cooperation.’?® An issue that is
also sometimes mentioned is the fact that software and the online space are hardly ever
developed in “local languages,” which is why a multilingual Internet is an essential part

of cultural diversity and ownership and should thus be supported.??°

It seems like the EU’s rhetoric implies that global development will lead to an overall
improvement of the world. However, it is clear the EU’s own interests also come into
play, for example concerning migration management outside of the EU’s borders. The
EU also emphasises its own interests by seeing digital transformation as an opportunity
to employ “‘Made-in-Europe’ solutions” to “help address the needs of developing coun-
tries [...] as well as create opportunities for European companies to extend their presence

in new markets” — resulting in a “win-win” situation.3°

7. Discussion

The European Union positions itself as a global actor in cyberspace, aspiring to uphold
security, prosperity, democracy, and a rules-based international order. However, upon
closer examination, there are underlying tensions and contradictions that raise questions

about the consistency and coherence of these strategies. This discussion moves beyond
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the frame analysis and provides an analysis of these tensions as well as the implications

of global power dynamics in the EU’s cyber capacity building efforts.

The EU places a strong emphasis on promoting human rights, privacy, and fundamental
freedoms in cyberspace. However, its policies also reveal a strong geopolitical agenda.
The EU’s security and cyber diplomacy strategies are designed to assert its influence and
safeguard its strategic interests. Cybersecurity is framed as a shared threat and as a core
component of the EU’s autonomy of decision and action. This dual approach can lead to
contradictions in its policies. For example, while promoting a rules-based global order
and human rights, the EU also pursues technological sovereignty and strategic autonomy,

which may conflict with its stated goals of multilateralism and cooperation.

The pursuit of strategic partnerships and alliances with ‘like-minded countries’ is used to
enhance the EU’s geopolitical position. On the one hand, this approach aligns with the
promotion of international cooperation, but on the other hand, it raises critical questions
about what defines a ‘like-minded country.” As indicated in the literature study, in prac-
tice CCB mainly targets countries in the Global South, especially in Latin America and
Africa. The EU seeks to persuade them to adopt its norms, values, and solutions. How-
ever, when it comes to establishing genuine and more extensive partnerships on eye-level,
the EU tends to focus more on countries of the Global North. This creates inconsistency

and undermines credibility.

The EU’s approach to international cyber policy oscillates between realist and idealist
perspectives. The EU employs military and deterrence rhetoric, reflecting concerns about
power political and the need to strengthen its own strategic position to safeguard its se-
curity as well as its political, strategic, and economic interests. It aims to balance this
realist assessment of the strategic environment with an idealist vision and normative as-
pirations for a better world. The EU seeks to be a global player by advocating for a cy-
berspace governed by international norms, ethical behaviour, and respect for human
rights, which it sees as universal and in everyone’s interest. However, non-European ac-
tors criticise this universalism, arguing that these ‘universal’ concepts are rooted in Eu-

ropean philosophy and a Eurocentric thinking about the world.
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The EU’s internal solidarity framework is robust, emphasising the interconnectedness of
internal and external security, and the need for a coordinated response to cyber threats.
However, external solidarity is less pronounced. While the EU advocates for international
cooperation and solidarity, its actions often prioritise its own security and strategic inter-
ests. Maintaining a balance between internal and external solidarity is crucial for the EU

to be seen as a global leader committed to collective security and development.

The EU’s ambition to be a significant cyber player becomes evident in its global strategies
and diplomatic efforts. However, my analysis leads to questions about whether the EU
has the necessary capacities to meet its ambitions. The reliance on strategic partnerships,
the pursuit of technological sovereignty, and the concerns about external dependencies
highlight potential vulnerabilities. The EU’s emphasis on building a robust and coopera-
tive defence industry underscores its recognition of the need to enhance internal capacity

to achieve its strategic goals.

My critical analysis of the EU’s CCB efforts reveals potential neocolonial undertones.
Despite promoting equal partnerships and cooperation, South-South capacity building
and local ownership, the EU’s approach tends to reinforce asymmetric power relations.

29 ¢

Through my analytical lens, the emphasis on “European solutions,” “our technology,”
and the promotion of EU standards and values can be interpreted as a continuation of the
EU’s historical dominance. Local agency and solutions are overshadowed by European
interests as the EU seeks to assert its role in a “scramble” for the emerging markets in the
Global South. The advertised technologies and frameworks are developed outside the lo-
cal context, which does not allow for a shift in the autonomy and agency of local actors.
This raises concerns about the effective inclusivity and equity of the EU’s capacity build-
ing initiatives and risks creating dependencies on European technologies and expertise
rather than fostering genuine self-sufficiency. Instead, the goal to improve resilience is

reiterated frequently, but often lacks precise definition and contextual clarity. This may

obscure substantive structural changes.

As my findings suggest, the emphasis on “local ownership” can become a token gesture
if not accompanied by sincere efforts to involve local stakeholders in the decision-making
process and tailor solutions to their specific needs and contexts — not just in words, but in

actions as well. Additionally, the aspect of administration and registration of people in
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Global South countries has a significant colonial component and may once again be
rooted in Europe’s interest to establish a specific form of order and governance and man-

age migration outside the EU’s borders.

By implicitly or explicitly positioning itself as the provider of technological and devel-
opmental solutions to the Global South, the EU reinforces a dichotomy between the ‘de-
veloped’ North and the ‘underdeveloped’ South. This dynamic positions Southern coun-
tries as (passive) recipients of Northern benevolence, perpetuating historical patterns of
dependency and control. As De Roeck, Delputte, and Orbie note, this approach risks rep-
licating colonial power structures under the guise of resilience and capacity building.>*!
Instead of moving to eye-level, the EU spirals back into traditional, unequal development

paradigms.

The EU promotes digital technologies as a panacea for a wide range of issues, from eco-
nomic development to social inclusion. This indicates a tendency towards techno-solu-
tionism, which is the belief that technological innovation can solve complex social prob-
lems. Techno-solutionist ideas oversimplify the role of technology in development and
overlook the social, economic, and cultural factors at play. It embraces the belief that
technological advancement is the ultimate catalyst for growth and progress, resulting in
an improved quality of life. However, this linear and idealised notion of progress has its
origins in colonialism, and it is rooted in a top-down Eurocentric perception of non-Eu-
ropean societies and cultures. Relying so strongly on digital technologies for development
fails to capture a nuanced vision of society and consider potential limitations and risks

associated with the digital transformation.

The EU’s core value regarding digital technologies is to promote data protection, privacy,
and fundamental rights online. The EU recognises the risks of unethical misuse of digital
tools, such as surveillance and digital control, which can potentially infringe on individual
rights. This risk is particularly positioned in so-called authoritarian und undemocratic re-
gimes. However, this collides with reality. Firstly, the EU presents biometric and regis-
tration technologies as a tool to manage humanitarian issues and migration flows if it is

in its own interests, disregarding significant ethical concerns and risks. This particularly
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applies to undocumented refugees and the potential misuse of European technologies in
partner countries. Secondly, EU member states are also known to use digital tools for
political purposes and to increase digital surveillance, for example in public spaces or

border control, usually justified in the name of combating ‘terror.’

The EU’s approach to cybersecurity and digital governance is fragmented, with compet-
ing priorities and inconsistent policy implementation, reducing its effectiveness. The fo-
cus on technological sovereignty and strategic autonomy can conflict with the goal of
promoting a global, open, and secure cyberspace. The EU’s efforts to project its values
and standards globally are undermined by its inward-looking strategies, which prioritise
European interests over genuine solidarity. The tension between geopolitical and norma-
tive objectives, coupled with the potential neocolonial undertones in its capacity building
efforts, presents significant challenges for the EU’s credibility as a global leader in cy-

berspace.
8. Conclusion

This thesis has explored how the EU positions itself as a contemporary global develop-
ment actor in the field of international cybersecurity. Drawing on concepts from interna-
tional development, cyber governance, international cybersecurity and the EU’s global
actorness, | have examined how the EU frames cyber capacity building. Through frame
analysis, | have gained nuanced insights into how these issues are constructed, which
problems and solutions are presented, and how the EU positions itself in addressing these
issues. By adopting a Global Studies approach, this research contributes to our critical
understanding of cybersecurity as an issue in global politics and adds to the political and
social science literature on cybersecurity. In the following, I address my research ques-
tions, confirming my hypothesis about the EU’s strategic approach to cyberspace and my
main argument about the colonial continuity of the EU’s global position, including in the

field of cybersecurity.

The EU frames cybersecurity and CCB within a multifaceted, human security but also
geopolitical narrative. This strategy is rooted in normative values, geopolitical concerns,
and economic growth. The EU emphasises the need for international cooperation based

on the European ideas of democracy and human rights. Norms, deterrence, and
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entanglement through strategic alliances all appear as strategies to ensure a more stable
cyberspace. Cybersecurity is presented as critical not only for protecting data and infra-
structure but also for advancing global stability and prosperity. This raises its significance
to the level of global importance for the whole of society, with ‘developing countries’
being particularly vulnerable to threats. The EU’s approach to CCB is seen to improve
societal well-being, bolster global cyber resilience, reduce digital divides, and promote
sustainable development through technological solutions, while also serving as a tool for

diplomatic engagement and geopolitical strategy.

The EU’s role as a global digital actor and its activities in the field of digital development
are significantly influenced by postcolonial structures and Eurocentric ideologies. Its
strategies mostly implicitly, and sometimes even explicitly, reflect a continuum of histor-
ical dynamics and worldviews based on the coloniality of power, where European norms
and standards are promoted as the benchmark for global practices. This approach carries
the risk of creating new dependencies and perpetuating global inequalities, as it positions
the EU as a provider of technology and knowledge. While the EU emphasises its new,
egalitarian approach to development based on partnerships and cooperation, these efforts
can conceal underlying asymmetries in power and influence, remnants of colonial rela-

tions.

The EU prominently promotes a human-centric digital transformation. However, its CCB
initiatives also serve broader strategic and geopolitical agendas. These include countering
the influence of other global powers like China and Russia, which are not considered like-
minded, as well as enhancing its digital sovereignty, and securing its geopolitical position
through strategic alliances and increased autonomy. Therefore, the EU’s human-centric
rhetoric is often driven by strategic interests, indicating a dual motivation in its interna-

tional digital policy.

However, rather than establishing a binary between the geopolitical and the normative,
the combination of both concerns in EU policy shows how the EU seeks to create its sense
of identity in a changing post-colonial world order, navigating the geopolitical realities
of the digital 21% century. In short, the geopolitical elements aim to reestablish and main-

tain power positions rooted in colonial times, while the normative agenda aims to create
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a uniqueness and distinction from other international actors, with technology being one

of the tools.

Whilst this study has contributed an interdisciplinary political perspective to the study of
cybersecurity, there have been limitations to the research. It is important to reiterate that
my positionality is located within the EU. My work draws on excellent research and crit-
ical analyses of scholars, who are predominantly situated in the Global North as well.
Future studies could add to my analysis by expanding the scope of the research, for ex-
ample by including perspectives and interpretations from the Global South. My interpre-
tations are based on my subjective understanding, so different scholars will likely arrive
at different results. Similarly, examining the practical actions of the EU in the field, for
example through expert interviews or participant observation, could provide a more ho-
listic understanding of interventions and impacts on the ground. Additionally, future re-
search could delve into the impact of colonial legacies on domestic EU digital policies,
further analyse the ‘Brussels Effect,” or conduct a postcolonial analysis of digital sover-
eignty. The implications of this study serve as a starting point for providing insights into
critical EU studies in a policy domain of growing global significance that has not received

much attention yet.
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